3

V.

For the best experience, open this PDF portfolio in
Acrobat X or Adobe Reader X, or later.

Get Adobe Reader Now!



http://www.adobe.com/go/reader


Audit and Risk Committee

1. Name
The name of the committee is the Shire of Koorda Audit and Risk Committee.

2. Head of Power
The committee is established by Council under section 5.8 of the Local Government Act 1995
(C15.09.15).

3. Definitions

TERM DEFINITION
Act The Local Government Act 1995.
Council The body consisting of all council members sitting formally as

the Council of Shire of Koorda (“the Shire”).

Chief Executive Officer The Chief Executive Officer (CEQO) of the Shire of Koorda.
Committee Shire of Koorda Audit and Risk Committee

Council Member A person elected under the Act as a member of Council. Shire
of Koorda council members includes the Shire President,
Deputy Shire President and Councillors (as defined by the
Act).

External Member A person who is not a council member appointed to the
committee with requisite skills, knowledge and experience that
compliment the committees objectives.

Member A person appointed to this committee.

4. Objectives

The primary objective of the committee is to accept responsibility for the annual external audit
and liaise with the Shire’s auditor so that Council can be satisfied with the performance of the
Shire in managing its financial affairs.

Reports from the committee will:

e Assist Council in discharging its legislative responsibilities of controlling the Shire’s affairs.

e Ensure openness in the Shire’s financial reporting.

e Liaise with the CEO to ensure the effective and efficient management of the Shire’s financial
accounting systems, risk management framework and compliance with legislation.

The committee is to facilitate:

e The enhancement of the credibility and objectivity of external financial reporting.

e Effective management of financial and other risks and the protection of Council assets.

e Compliance with laws and regulations as well as use of best practice guidelines relative to
audit, risk management, internal control and legislative compliance.

e The provision of an effective means of communication between the external auditor and
Council.

e The reduction of fraud, corruption and misconduct risk as a part of their oversight of
financial reporting.

5. Powers

The committee is to report to Council and provide appropriate advice and recommendations on
matters relevant to its term of reference. This is in order to facilitate informed decision-making
by Council in relation to the legislative functions and duties of the local government that have
not been delegated to the CEO.
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The committee meets with the auditor of the Shire at least once in every year to satisfy the
requirement of section 7.12A(2) of the Act.

The committee does not have executive powers or authority to implement actions in areas over
which the CEO has legislative responsibility and does not have any delegated financial
responsibility. The committee does not have any management functions and cannot involve
itself in management processes or procedures without the approval of the CEO.

6. Functions of the Committee

In accordance with Local Government (Audit) Regulations 1996, the committee is to:

a. Guide and assist the Shire in carrying out:

I. its functions under Part 6 of the Act; and
ii. its functions relating to other audits and other matters related to financial management.

b. Guide and assist the Shire in carrying out the local government’s functions in relation to
audits conducted under Part 7 of the Act.

c. Review a report given to it by the CEO under regulation 17(3) (the CEQ’s report) and is to;

i. report to the council the results of that review; and
ii. give a copy of the CEQ’s report to Council.

d. Consider the CEOQO’s three yearly reviews of the appropriateness and effectiveness of the
Shire’s systems and procedures in regard to risk management, internal control and
legislative compliance, required to be provided to the committee, and report to Council the
results of those reviews.

e. Oversee the implementation of any action that the Shire:

i. is required to take by section 7.12A(3); and

ii. has stated it has taken or intends to take in a report prepared under section
7.12A(4)(a); and

iii. has accepted should be taken following receipt of a report of a review conducted
under regulation 17(1); and

iv. has accepted should be taken following receipt of a report of a review conducted
under the Local Government (Financial Management) Regulations 1996 regulation
5(2)(c).

f. Perform any other function conferred on the committee by the regulations or another written
law.

Additionally, the committee is to:
a. Review the Shire’s draft annual financial report, focusing on:
I. accounting policies and practices;
ii. changes to accounting policies and practices;
iii. the process used in making significant accounting estimates;
iv. significant adjustments to the financial report (if any) arising from the audit process;
v. compliance with accounting standards and other reporting requirements; and
vi. significant variances from prior years.

b. Consider and recommend adoption of the annual financial report to Council. Review any
significant changes that may arise subsequent to any such recommendation, but before the
annual financial report is signed.

c. Address issues brought to the attention of the committee, including responding to requests
from Council for advice that are within the parameters of the committee’s terms of
reference.

d. Seek information or obtain expert advice through the CEO on matters of concern within the
scope of the committee’s terms of reference.

6.1. Compliance

The committee’s functions in regards to compliance is to:

a. Review the annual Compliance Audit Return and satisfy itself that the return is
supported by appropriate processes and controls.
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6.2.
The

Provide reasonable confidence about the accuracy of information contained in the
Compliance Audit Return and make a recommendation on its adoption to Council.

Risk Management
committee’s functions in regards to risk management is to:
Ensure the Shire’s risk management framework addresses Council’'s exposure to both
strategic and operational risks.
Monitor the effectiveness of the risk management framework through regular reviews
and reporting.
Regularly review Council’s strategic risk register to check that extreme and high level
risk are managed in accordance with the “Risk Management Policy.”
Address any specific requests referred from Council in relation to issues of risk and risk
management.
At least once every year consider a report from the Shire’s Executive Management
Team in relation to the management of risk within the Shire, and satisfy itself that
appropriate controls and processes are in operation, and are adequate for dealing with
risks that impact the Shire.

7. Membership
The committee will consist of three elected members, with a fourth elected member acting as a

deputy.

If authorised by the committee, council members attending as observers may patrticipate in the
meeting (but are not able to vote).

The CEO and employees are not members of the committee. The Director Corporate Services
is to provide administrative support to the committee. Deput CEO

Related Documents (Legislation/Local Law/Policy/Procedure/Delegation)
Local Government Act 1995, Section 5.36, 5.39C & 5.40

Review History

Date Council Resolution | Description of review/amendment
DD/MM/YY RES: Terms of Reference Adopted

23/10/2023 RES: 191023 Committee Re-established (inclusion of Risk)
15/09/2021 RES: 060921 Terms of Reference Adoption V1.0
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SHIRE INTRODUGTION & STATISTICS

Take the road less travelled to the Shire of
Koorda and enjoy the peaceful atmosphere
of this small country town. Catch a movie
under the canopy of stars at the Koorda
Drive In or take a serene stroll around one
of the many nature reserves Koorda has to
offer. Colourful flowering shrubs and
wildflowers are a blaze of glory many

months of the year.

Approximately three hours’ drive north-
east of Perth and situated along the
popular ‘Wheatbelt Way’' self-drive trail,
Koorda’s main industries include wheat,
coarse grain and sheep farming.

Koorda is famously referred to as ‘Corn
Dolly Country’, attracting sightseers
wanting to learn more about this ancient
tradition of creating ‘dollies’ from stalks
and husks of wheat. While in town, explore
some of Koorda’s main attractions.

Koorda Drive In Theatre

The iconic Koorda Drive In Movie Theatre is
one of only three left in WA, showing two
new release movies at its monthly
screenings. It's a fantastic activity for

making memories.

Museums

Koorda boasts two new museums. Koorda
Museum draws on the building’'s origins as
a hospital in the years before World War IlI.

It is worth a visit to view the collection of
antique medical and surgical equipment
that was used in the former hospital ward.
There is also a large display of early
farming machinery and pioneer homestead
artefacts.

The Motor Museum and Military collection
has an extensive private collection of motor
and military memorabilia and café where
you can rest and have a cuppa.

Koorda Swimming Pool

The Koorda Swimming Pool consists of one
large and two small swimming pools. Open
from November to April, the facilities
include a barbecue area and plenty of
grassed shaded areas to enjoy.

Granite Outcrops and Wildflowers

For natural splendour, there’'s a wealth of
granite outcrops and wildflowers to be
discovered. Near to town you can find
Rock,
Rock, Native Flora Reserve and Moningarin.

Mollerin Newcarlbeon, Badgerin

These picturesque outcrops each have their
own peculiar mini
magnificent wildflowers and native shrubs
including the Koorda Rose, dozens of bird
varieties and

environment of

native animals including
kangaroos and echidnas. Most have picnic
and/or barbecue facilities.

All private dwellings

Male 55.8%

%, 246

- Average number of people
per household 2.2
- Median weekl

Average number of children
per family;
for families with children 2.1

household for all households 0.5

income $1,341
- Median monthly mortgage
repayments $748
- Median weekly rent $129
- Average number of motor
vehicles per dwelling 2.3
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PRESIDENTS MESSAGE

It gives me great pleasure to comment on the 2022/23 Annual Report. | hope that Councillors,
Staff and Community take a moment to reflect on the substantial milestones achieved by the
Shire over the past 12 months.

This year we began a major review of our governance structures including the Delegation
Register (and reporting), Council Policies, Council and Staff Code of Conduct, as well as the
completion of the Financial Management, Risk Management, Legislative Compliance, and
Internal Controls Review.

While the review of these policies and procedures has included a substantial workload internally, with
progress made so far, and at completion, our organization will be in a strong position for leadership and
decision making into the future. | would like to thank Lana Foote for her ongoing commitment to this
review.

The council also welcomed the Governance Review papers from the Wheatbelt Secondary Freight
Network. With our previous Shire President Ricky Storer being instrumental in the Network’s conception,
robust governance and planning will ensure the group are in a strong position to advocate, prioritize and
manage future upgrades to wheatbelt road projects.

Our Works Team have once again completed a comprehensive works program across the shire, with
Council receiving many compliments on our roads and the neat presentation of the town. Thank you to
Darren West and his team for the high standards they set in completing projects.

NEWROC continues to advocate for regional collaboration and service delivery. Council has supported an
application for NEWROC to form a Regional Subsidiary.

Economic investments within our shire have been particularly strong with 2022/23 seeing Telstra
investing in a 5G Telstra Tower upgrade, CBH Emergency Grain Storage completed and Workers
Accommodation planned, a Eucalypt Woodlands Project planned and a Crisp Wireless tower built at
Newcarlbeon.

Health Services are an ongoing concern for Council with continuous communication and partnership
with the Shire of Wyalkatchem on our Doctor service, and with WA Country Health on our Nursing Post
service.

Waste Management is still a priority for council, with the Strategic Waste Management Plan and the
Waste Facility Landfill Closure Management Plan adopted at the November 2022 Council meeting.

Round Three of the Local Roads and Infrastructure funding project: Recreation Ground Upgrade and
Extension, tender was awarded in December 2022. There has been a significant delay with the project
due to labour shortages. Funding for this project has been carried forward to the 2023/24 budget and we
look forward to the commencement of this community project.

While the Council has seen unprecedented funding opportunities arising over the past two years,
significant consideration is given to the capacity of the Council and Community to service and maintain
liabilities into the future.

While outside the 12-month reporting period, in August this year we bid farewell to our CEO Darren
Simmons. | would like to acknowledge his contribution to the Shire and community during his four-year
tenure.

In closing | would like to congratulate and thank Council and Staff for their commitment over the past 12
months. Thanks also must go to the community for supporting us through the many opportunities and
challenges that arise throughout the year. Your feedback allows us to make informed decisions on behalf
of the community.

Jannah Stratford
President | 5





ACTING GEO COMMENT

It is a pleasure to be able to provide comment for the 2022/2023 Annual Report.

It has been a busy few years working towards delivering a nhumber of key infrastructure
projects, following the COVID stimulus funding handed to Local Governments through the
Local Roads and Community Infrastructure Fund. We have been fortunate to be able to
complete some fantastic projects for our community, and visitors alike, with upgrades to
Yalambee Short Term Accommodation, Caravan Park Ablutions and Bays, and most recently
the proposed upgrades and extensions to the Koorda Recreation Centre.

Due to delays with the planned Recreation Upgrade and Extension project, we were able to use the
2022/2023 financial year to undertake some critical reviews of our current documents, system processes
and procedures.

Council established a Policy Review Committee, who have worked thoroughly to complete a
comprehensive review of the current Council Policies and recommended updates to policies by way of
updating, merging, rescinding or transferring to the Operational Policy Manual. Although this work
wasn’'t entirely completed during 2022/2023, the outcome once complete will have a lasting impact on
our Council now and into the future, with policies providing a strong foundation to decision making
processes.

Under Regulation 17 of the Local Government (Audit) Regulations 1996, the CEO is to review the
appropriateness and effectiveness of a local government's systems and procedures in relation to; risk
management, internal control and legislative compliance. An external company, in Moore Australia, were
contracted to undertake this thorough review and provided a report on any areas requiring
improvement. Significant work has been wundertaken by Staff to remediate improvement
recommendations.

In addition to this, a complete re-write of the Shire's Delegation Register was undertaken, and adopted
by the Council in May 2023.

The Shire Economy continues to grow with a large amount of property sales during the 2022/2023 year.
Twenty two rural properties sold for a combined value of $17.2million, and eleven town properties with a
sale value of $1.2million. On top of this, $7.97million worth of development applications and building
applications were received over twelve applications.

Provision for Health Services still remains a high priority on the Council's agenda. During the year, WA
Country Health Services extended their lease on the Koorda Health Centre, from 1 February 2023 to 31
January 2025, with an option to extend to 2027 and 2029. To further cement the relationship between
the Shire of Koorda and the Shire of Wyalkatchem with regard to the provision of Doctor Services, a Deed
of Agreement was sighed by both Shires to compliment the work that has been undertaken by both
parties in securing and maintaining a high level of Doctor Services for both communities.

A notable mention to President Stratford, CEO Darren Simmons and Shire of Wyalkatchem President
Quentin Davies and CEO Peter Klein for the mountain of work and advocacy undertaken behind the
scenes.

In closing, | would like to extend a thanks to the Council and Staff cohort for the unwavering support
and commitment during another busy year. Looking forward, we have some exciting projects coming up,
and the ground work undertaken during 2022/2023 won't go unnoticed.

A special thank you to our community members who continue to support each other and the Shire as we
translate your priorities and goals into action.

Lana Foote
Acting CEO





HIGHLIGHTS

o P AP er g
TRl ot Tt g bt ;
- J A g i b g I 1 B
el AT A A B A A TR N T RN B
ek Sl ltd S d Sa B, VL b b il o b5 [T b W i e e e e Y W o W e e W

Asphalting of the driveway at Yalambee Units. A CWA Building Upgrades included roof and floor
board restoration work.

Community Citizen of the Year
Two nominations were received for Community
Citizen of the year; Marissa Chandler & Kylie Burrell.
The 2022 Community Citizen of the Year was

The Shire was successful in receiving a grant from the
Western Australian Government through the State Library
of WA. With this grant, we were able to secure two iPads
and one Samsung Tablet for public use.

Marissa Chandler Kylie Burrell receiving her
accepting the award nomination certificate

Hosted a number of successful and
positive workshops for the
Recreation Ground Upgrade

Hosted another successful Seniors Purchased a generator to run
Luncheon with catering from Saffron the Admin Office during power
Cakes & Catering. outages.






HIGHLIGHTS

21

11 Council, 3 Special Council,
5 Audit Committee, 1 Works
Committee and 1 Electors
Meeting.

$17.2M

22 rural property sales were
processed throughout the year
with a sale value of
$17,246,951

S1.2M

11 town property sales were
processed throughout the
year with a sale value of
$1,200,000

S150K

income received from the
Yalambee Units in
2022/2023. Up from $41k in
21/22. and $91k from 20/21

2.5

1,756 recorded visitors stayed

in Shire owned facilities for

an average of 2.5 nights. 60%
of these visitors stayed

between 1 July - 30 October.

S8KM

of gravel roads were re-
formed and re-sheeted over
four roads for $99k.
Roads included Koorda North
West, Mollerin Rock South,
Dukin West & Mulji.

13.7KM $985K

of roads were resealed on spent on full
three roads for $494k.
Sections of roads that were

reconstructions on
5.5km over four
resealed included parts of; roads to widen two
Koorda-Kulja, Koorda- roads from 6.2m to
Dowerin and Burakin-Wialki. 8.0m and one from
3.6m to 7.5m

-

894

Held ten screenings at
the Drive in which

e O

attracted 894 visitors.
There was an average of
90 visitors per
screening.

$7.97M

Received and approved;
six development applications
worth $4.66million, and
six building applications
worth $3.31million






ELEGTE
D MEMBERS - As AT 30 JuNE 2023
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Elected Member Meeting Attendance Record

As per regulation 19B (2)(f) of the Local Government (Administration) Regulations 1996, the annual
report must contain information of the number of Council and Committee meetings attended by each

Elected Member during the financial year. (LOA: Leave of Absence. APOL: Apology)
Ll 3 5 1 ]
(Deputy Member)
8 2 1
LOA: 1, APOL: 2 LOA: 1 (Deputy Member) ! APOL:1
10 2
APOL:1 APOL: 1 APOL: 1 1
10
APOL: 1 3 1
10
APOL: 1 3 5 APOL: 1
8 2 4 : 1
APOL: 3 APOL:1 APOL:1

Elected Member Information

As per regulation 19B (2)(g)(h)(i) of the Local Government (Administration) Regulations 1996, the
annual report must contain, if available, information on the Elected Members in regard to their;
gender, linguistic background, country of birth, age and the number who identify as Aboriginal or
Torres Straight Islander.

No Elected Members identify as Aboriginal or Torres Strait Islander.

3

o o © 2

0
1 i 1 i 1 i 18-24 25-34 35-44 45-54 55-64 64+

100%

—r

Remuneration and Allowance

As per regulation 19B (2)(c) of the Local Government (Administration) Regulations 1996, the annual
report must contain information of any remuneration and allowances paid by the local government
under Schedule 5.1 clause 9 during the financial year.

During the 2022/2023 period, no remuneration or allowances were paid.

Other Remuneration

As per regulation 19B (2)(d) of the Local Government (Administration) Regulations 1996, the annual
report must contain any amount ordered under section 5.110(6)(b)(iv) to be paid by a person against
whom a complaint was made under section 5.107(1), 5.109(1) or 5.114(1) to the local government during
the financial year.

During the 2022/2023 period, no such amount was ordered to be paid. |10





Employee Remuneration Disclosure

As per section 19B (a)(b) of the Local Government (Administration) Regulations 1996, the annual
report must contain the number of employees of the local government entitled to an annual salary of
$130,000 or more, and the number of employees in the local government entitled to an annual salary
that falls within each band of $10,000 over $130,000.

Salary Range Number of Employees
$130,000 - $139,999 (0]
$140,000 - $149,999 1

Note: In this regulation - remuneration has the meaning given in the Salaries and Allowances Act
1975 section 4(1).
Remuneration includes salary, allowances, fees, emoluments and benefits (whether money or not)

CEO Remuneration

As per regulation 19B (2)(e) of the Local Government (Administration) Regulations 1996, the annual
report must contain the remuneration paid or provided to the CEO during the financial year.

The Shire of Koorda is a band 4 local government. The total reward package of a band 4 local
government is $131,423 - $206,141.

During the 2022/2023 period, $194,551 was paid/provided to the CEO.

Disability Access and Inclusion Plan (DAIP)
Since 1995 it has been a requirement under the Disability Services Act 1993, that all Western

Australian Local Governments develop and implement a Disability Access and Inclusion Plan (DAIP)
that outlines the ways in which the Local Government will ensure that people with disability have
equitable access to its facilities and services. The plan is to be reviewed and amended at a minimum
of every five years.

The Shire of Koorda DAIP 2020-2025 was adopted at the July 2020 Ordinary Council Meeting and
includes strategies which will address physical access barriers to Shire facilities and services as well
as promote inclusion of people with disability within our community.

Council has continued a program of upgrading access to sealed footpaths and some local amenities
to ensure that community members utilising “wheelchairs or gophers” are not disadvantaged. Council
continue to monitor their current plan and are considering any additional requirements seen as
desirable by Council or the community and ensured it met the key changes between the Disability
Service Plans and the now legislated, disability access and inclusion plans (DAIP’s).

National Competition Policy
This policy was introduced by the Commonwealth Government in 1995 to promote competition for

the benefit of business, consumers and the economy by removing what was considered to be
unnecessary protection of monopolies of markets where competition can be enhanced. It effects
local governments as factors such as exemption from company and income tax or possible local
regulation and laws may give local government a potential advantage over private contractors.

During the 2022/2023 financial year, the Shire met its obligation concerning National Competition
Policy. The Shire has no local laws or policies that contain anti-competitive provisions. No complaints
were received during the period.
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Freedom of Information

In complying with the Freedom of Information Act 1992, the Shire of Koorda is required to prepare
and publish an information statement.

The Shire of Koorda’'s information Statement is subject to review annually and is available via
Council’s website or at the Shire Administration Office. The information statement contained advice
on the type of documents available to the public and how to access those documents.

The Shire received no Freedom of Information Applications in the 2022/2023 reporting year.

Public Interest Disclosures

The Public Interest Disclosures Act 2003 facilitates the disclosure of public interest information and
provides protection for those making disclosures and those who are the subject of disclosures. The
Act provides a system for the matters disclosed to be investigated and for appropriate action to be
taken.

During the 2022/2023 period, no public interest disclosures were lodged.

Sewerage Scheme Reports
In accordance with the operating license issued to the Shire of Koorda by the Environmental

Regulation Authority, a report has been prepared on the operation of the sewerage scheme.

The scheme operated during the 2022/2023 period with an operating expenditure of $74,698 and
operating revenue of $125,742 with the costs being ongoing maintenance and asset management.

Council will continue to budget for ongoing operating maintenance, annual sewer cleaning with the
balance of the income received being set aside in a Reserve Fund for future requirements. The
balance in the Sewerage Reserve at 30 June 2023 was $1,050,190.

For the 2022/2023 period six (6) defect reports were received.
Records Management

The Shire is committed to meeting the requirements of the State Records Act 2000 which requires
the Shire to maintain and dispose of all records in the prescribed manner.

The Shire transitioned to an Electronic Document Management System in 2020/2021, utilising IT
Vision’s software; Altus ECM. Retaining documents in an electronic management system delivers best
practice in recordkeeping and provides an efficient document processing service to meet customer
needs and volume demands.

In accordance with the State Records Act 2000 the Shire undertook a review of its Record Keeping
Plan in 2021/2022. The plan sets out matters regarding how records are created and how the Shire
retains its records.

The Shire’s reviewed Record Keeping Plan was approved on 5 August 2022 by the State Records

Commission and in accordance with section 28 of the State Records Act 2000, the Shire’s Plan is to
be reviewed by 2026/2027.
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Local Government (Rules of Conduct) Regulations 2007 - Complaints Register

These regulations require the reporting of various offences by elected members, as prescribed by the
Regulations. Elected members must comply with their obligations under the Local Government Act
1995 and subsidiary legislation. Complaints about elected member conduct are to be made to the
Complaints Officer, who in accordance with section 5.120 of the Local Government Act 1995, must be
a designated senior employee. The Shire’s Complaints Officer is the Chief Executive Officer. Section
5.121 of the Local Government Act 1995 requires the Annual Report to contain details of the entries
made about elected members.

There were no formal complaints lodged against elected members in the year under review.

Staff Movements
During 2022/2023 period we bid farewell to seven staff members.

Two of our cleaners retired during the year; Liz Johnston following two years of service and Vicki
Verelst with four years of service.

Four of our Plant Operators retired; Jim Madew after completing three years of service, Rod Verelst
after four years, Gary Thornton after six years, Ray Clarke after seven years and Rob Fleay following
eight years of service to the Shire of Koorda.

We take this opportunity to thank the above staff members for their strong work ethics, efforts and
loyal service to the Shire over their tenure.

Strategic Community and Corporate Business Plans
As per regulation 19B (2)(j)(k) of the Local Government (Administration) Regulations 1996, the annual
report must detail any modifications to the Local Government's Strategic Community or Corporate

Business Plan during the financial year.

The Integrated Strategic Plan (ISP) was adopted by Council at the April 2022 Ordinary Council
Meeting as per resolution 060422. The ISP incorporates both the Strategic Community Plan 2022-
2032 and Corporate Business Plan 2022-2025.

IPR Reviews

This Integrated Strategic Plan will be subject to a major review requiring extensive community
engagement in 2025 as legislated. In addition, council priorities will be reviewed and updated
annually to reflect any changes to regional and local priorities, the budget and to service levels.

Progress reporting for the IPR reports can be found on the following pages.
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Progress Reporting

The Shire of Koorda has adopted a traffic light based Quarterly Update to report progress to Council and the Community against their documented
commitments. In addition, results are formally communicated to the community both quarterly in the Shire Narkal Notes pages and annually via the

legislated Annual Report.

Qi
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Community Priorities

1.1 - Local people feel safe,
engaged, and enjoy a healthy and
peaceful lifestyle.

1.2 - Local volunteer groups
supported through initiatives that
reduce volunteer fatigue and
strengthen their resilience.

1.3 - Emergency services are
supported with effective planning,
risk mitigation, response, and
recovery.

Council Actions

1.1.1 - Maintain strong working relationships with State Agencies. (e.g. WAPOL,
Department of Education and WACHS)

1.1.2 - Advocate for continued improvements in medical, education and
support services from other levels of government and the private sector that
facilitates aging, living and learning within the Shire.

1.1.3 - Facilitate and support events that promote the region and deliver a
positive economic impact.

1.2.1 - Recognise and support the value of our community volunteers and
provide meaningful opportunities to contribute to Shire projects and improving
local living.

1.2.2 - Develop and implement a Community Grants Program.

1.2.3 - Make available a list of current grant opportunities to local businesses,
clubs and community groups.

1.3.1 - Work with emergency service stakeholders to ensure the Shire and
Volunteers meet WHS standards.

1.3.2 - Conduct regular LEMC meetings and exercises.

1.3.3 - Investigate regional emergency service arrangements. (Policies,
procedures, risk management plans).

22
23

23
24

24
25

Status

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Comment

Continued advocacy to maintain local services.

WACHS lease renewal request for Koorda Health Centre.
Partnered with Shire of Wyalkatchem to facilitate contract extension for local
GP retention. Ongoing Liaison with Shire of Wyalkatchem for the future
continued provision of GP services.

Policy Review Committee investigated Community Grants and will work on the
policy and framework to be roll them out in 2023/2024 Budget. Supported
Festival of Small Halls concert and annual Drive-in screenings.

Drafting of local “Koorda Awards” to replace Australia Day Awards to be rolled
out in the second quarter of 2023/2024.

Guideline drafting commenced during 2022/2023. To roll out in the second
quarter of 2023/2024.

Local businesses and groups encouraged to liaise with the Koorda CRC (as the
Shire’s Community Development Officer) for available grants.

BFAC Meeting held in June 2023. Meetings scheduled for the 2023/24 year to
continue working towards improved training and meeting WHS standards.

Quarterly LEMC meetings scheduled in June 2023 for the 2023/24 year.

An MOU with GECZ Shires regarding shared resources during local emergency
situations has been developed. NEWROC Shires working on scope to complete
an Emergency Services/ Resources Audit.
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Community Priorities

2.1 - Our local economy grows in a
sustainable manner.

2.2 - Tourism helps to diversify and
grow our local economy

Council Actions

2.1.1 - Ensure that our planning framework is modern and meets the needs of
the relevant zoning stakeholders, such as industry, residential, small business
and any emerging opportunities.

2.1.2 - Advocate regionally to reduce economic barriers such as access and
reliability of water, electricity, logistics infrastructure and telecommunications.

2.1.3 - Investigate the viability of a Business/Economy grant program.

2.1.4 - Promote business network development and collaboration. (e.g. CRC
business after dark and Wheatbelt Business Network)

2.1.5 - Activate the town centre through community inspired street scaping and
initiatives.

2.2.1 - Contribute to regional tourism marketing campaigns. (e.g.
NEWTRAVEL/Wheatbelt Way)

2.2.2 - Work towards a high standard of tourism assets and information.
(Yalambee, Caravan Park & tourist information boards and brochures)

22
23

23
24

24
25

Status

Oongoing

Ongoing

On Hold

Ongoing

Ongoing

Ongoing

Ongoing

Comment

Allocation in 2023/24 Draft Budget to update the Local Planning Scheme to
allow for more than one dwelling on a rural land parcel. Six development
applications approved during 2022/2023 totalling $4.66million worth of
development.

Development Applications for; upgraded Telstra tower within the Koorda
Townsite and CRISP Wireless Internet Koorda North Tower. Admin Office
Generator purchased. Planning underway for projects under the Seroja

Resilience Funding to increase community resilience during emergencies.

Yet to commence. To investigate the need for such a grant program following
the roll out of the Community Grants Program.

Koorda CRC, acting as the Shire’s Community Development Officer, works with
Wheatbelt Business Network to ensure training opportunities for local
businesses are available in town.

Koorda Town Team successful in RAC grant application for multiple town
scaping projects around town.

NEWTRAVEL membership continued and meetings attended in July, October
and February.

Upgrades and Yalambee Units and Caravan Park completed.
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Community Priorities

3.1 - Shire owned facilities are
renewed and maintained in a
strategic manner to meet
community needs.

3.2 - Safe, efficient, and well-
maintained road, and footpath
infrastructure.

3.3 - A high standard of sustainable
waste services.

3.4 - Conservation of our natural
environment for future generations.

Council Actions

3.1.1 - Manage Shire Assets sustainably using the Strategic Resourcing Plan.

3.1.2 - Develop and implement online user maintenance request system.

3.2.1 - Continue to improve the road and footpath network by maximising
external funding sources and delivering infrastructure projects to a high
standard.

3.2.2 - Implement an effective, proactive road maintenance program that is
sensitive to industry seasonality.

3.3.1 - Develop and effectively implement Waste Management and Landfill
Rehabilitation Project.

3.3.2 - Continue to work towards a Regional Waste solution with NEWROC.

3.4.1 - Support renewable energy initiatives and encourage further renewable
industry development.

3.4.2 - Partner with Wheatbelt NRM and DWER for future grant and project
opportunities.

3.4.3 - Increase community awareness and preparedness for the impacts of
climate change and its major local risks such as bush fires.

22
23

23
24

24
25

Status

Ongoing

Complete

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Comment

Allocation in the 2023/24 Budget for a review of the Strategic Resourcing
Plan. Upgrades undertaken as per Budget Programs.

Works requests via Shire website now available.

Haig Street (West) footpath completed in 2022/23 budget. Allocation in
2023/24 for Greenham Street (North) footpath.

Liaison with Main Roads to complete assessments to investigate RAV rating
increases on strategic freight networks. To be finalised before 2023/24
Harvest.

Council adopted a Waste Management Plan and Koorda Landfill Closure
Management Plan in November 2022. Plans to be implemented once an
outcome has been reached with the NEWROC Regional Landfill project.

NEWROC waste project still under consideration. As waste management, and
particularly the provision of landfill-based waste disposal sites, is a key local
government service shared by all member Councils of NEWROC, the
NEWROC waste project aims offer NEWROC residents a more contemporary,
environmentally friendly waste service whilst reducing waste management
costs across through sharing of resources across the NEWROC membership.

Currently working through NEWROC on its energy project.

Participated and promoted DPIRD pest parrot and cockatoo management
strategy consultation.

Updates to Shire Website to ensure Fire & Emergency Service information is
easily accessible. Continued promotion of firebreak, total fire ban and
harvest and movement bans.
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Community Priorities

4.1 - Open and Transparent
Leadership.

4.2 - Investment in the skills and
capabilities of our elected members
and staff.

4.3 - Forward planning and delivery
of services and facilities that achieve
strategic priorities.

Council Actions

4.1.1 - Ensure the use of resources is effective, efficient and reported regularly.
(e.g. Financial Management)

4.1.2 - [dentify business improvement opportunities to enhance operational
effectiveness. (e.g. implement any recommended actions from audit/OAG
reports)

4.1.3 - Develop and implement Customer Service Charter & External
Stakeholder communication plan.

4.2.1 - Promote continued professional development amongst elected
members and staff.

4.2.2 - Progress Team Koorda' initiative.
(e.g. Workforce Plan)

4.3.1 - Actively participate in regional collaboration initiatives. (e.g. NEWROC
regional subsidiary)

4.3.2 - Regularly report on progress of strategic plan initiatives using a quarterly
score card.

22
23

23
24

24
25

Status

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Comment

Review of Financial Management, Risk Management, Legislative Compliance and
Internal Controls (FMR) undertaken in February 2023, with subsequent report
tabled at the June 2023 Audit Committee Meeting. Quarterly reporting
implemented to report on progress made to report findings.

Continued improvement opportunities identified and implemented as staff work
through the FMR Report and recommended actions.

Community Engagement Charters are being considered as part of the Local
Government Act Reform. These regulations and materials will be created via
consultation with the local government sector. Most of these reforms will not be
ready for implementation until 2024.

Continuing Professional Development for Elected Members has been endorsed
by the Policy Review Committee and Council in June 2023. Elected Members
registered to attend WALGA Convention in September 2023.

Continued support for corporate health checks. Staff liaison for changes to WA
Industrial Relations system. Staff encouraged to take recreational leave (in line
with OAG audit and TeamKoorda principles).

Continued attendance at NEWROC Council & Executive Meetings and Quarterly
GECZ Meetings.
NEWROC Regional Subsidiary still a work in progress.

Quarterly reports tabled at Audit and Council Meetings, and following
endorsement advertised in the Narkal Notes and on the Shire Website.
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The Shire of Koorda conducts the operations of a local government with the following
community vision:

To build a vibrant and sustainable community with shared social values,
in which we can live and work in harmony with our environment.

Principal place of business:
10 Haig Street
Koorda WA 6475





SHIRE OF KOORDA
FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

Local Government Act 1995
Local Government (Financial Management) Regulations 1996

STATEMENT BY CEO

The accompanying financial report of the Shire of Koorda has been prepared

in compliance with the provisions of the Local Government Act 1995 from proper
accounts and records to present fairly the financial transactions for the reporting period
ended 30 June 2023 and the financial position as at 30 June 2023.

At the date of signing this statement the particulars included in the financial
report are not misleading or inaccurate.

Signed on the 11th day of December 2023

Adting Chief Executive Officer

Lana Foote

OAG

DRY
AUDITED [ KIRKNESS]
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SHIRE OF KOORDA
STATEMENT OF COMPREHENSIVE INCOME
FOR THE YEAR ENDED 30 JUNE 2023

Revenue

Rates

Grants, subsidies and contributions
Fees and charges

Interest revenue

Other revenue

Expenses

Employee costs
Materials and contracts
Utility charges
Depreciation

Finance costs
Insurance

Other expenditure

Capital grants, subsidies and contributions

Profit on asset disposals

Loss on asset disposals

Fair value adjustments to financial assets at fair value
through profit or loss

Reversal of other provisions

Net result for the period

Other comprehensive income for the period

Items that will not be reclassified subsequently to profit or loss

Changes in asset revaluation surplus

Total other comprehensive income for the period

Total comprehensive income for the period

This statement is to be read in conjunction with the accompanying notes.

OAG

AUDITED

2023 2023 2022
NOTE Actual Budget Actual
$ $ $

2(a),23 1,178,085 1,174,278 1,145,170
2(a) 3,168,607 1,207,917 2,976,456
2(a) 619,525 525,510 533,461
2(a) 154,241 21,000 24,040
2(a) 22,813 22,400 20,352
5,143,271 2,951,105 4,699,479
2(b) (1,266,922) (1,487,645) (1,388,534)
(1,163,519) (569,853) (983,831)
(200,362) (230,900) (196,489)
(1,911,611) (1,777,500) (1,869,790)
2(b) (1,970) 0 (1,466)
(171,606) (167,880) (127,600)
2(b) (43,587) (99,025) (65,127)
(4,759,577) (4,332,803) (4,632,837)
383,694 (1,381,698) 66,642
2(a) 780,930 748,890 797,414
127,521 90,600 92,771
0 (13,000) (81,332)
4(b) 2,764 0 2,998
13 142,646 0 2,932
1,053,861 826,490 814,783
1,437,555 (555,208) 881,425
14 14,977,230 0 0
14,977,230 0 0
16,414,785 (555,208) 881,425

DRY
KIRKNESS
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SHIRE OF KOORDA

STATEMENT OF FINANCIAL POSITION

AS AT 30 JUNE 2023

CURRENT ASSETS
Cash and cash equivalents

Trade and other receivables
Other financial assets

Inventories
TOTAL CURRENT ASSETS

NON-CURRENT ASSETS
Trade and other receivables

Other financial assets
Property, plant and equipment

Infrastructure
TOTAL NON-CURRENT ASSETS

TOTAL ASSETS

CURRENT LIABILITIES
Trade and other payables
Other liabilities

Employee related provisions
TOTAL CURRENT LIABILITIES

NON-CURRENT LIABILITIES
Employee related provisions

Other provisions
TOTAL NON-CURRENT LIABILITIES

TOTAL LIABILITIES
NET ASSETS

EQUITY
Retained surplus

Reserve accounts

Revaluation surplus
TOTAL EQUITY

NOTE 2023 2022

$ $
3 2,785,894 1,433,866
5 167,100 92,328
4(a) 6,024,334 5,877,725
6 23,568 27,851
9,000,896 7,431,770
5 15,156 18,207
4(b) 61,117 58,353
7 13,640,111 13,658,706
8 92,645,554 77,212,577
106,361,938 90,947,843
115,362,834 98,379,613
10 419,797 158,957
11 423,185 16,145
12 304,342 245,392
1,147,324 420,494
12 37,645 55,363
13 553,337 694,013
590,982 749,376
1,738,306 1,169,870
113,624,528 97,209,743
53,351,556 52,060,610
25 6,024,334 5,877,725
14 54,248,638 39,271,408
113,624,528 97,209,743

This statement is to be read in conjunction with the accompanying notes.

OAG

AUDITED

DRY
KIRKNESS
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SHIRE OF KOORDA
STATEMENT OF CHANGES IN EQUITY
FOR THE YEAR ENDED 30 JUNE 2023

RETAINED RESERVE REVALUATION TOTAL
NOTE SURPLUS ACCOUNTS SURPLUS EQUITY
$ $ $ $
Balance as at 1 July 2021 51,308,559 5,748,351 39,271,408 96,328,318
Comprehensive income for the period
Net result for the period 881,425 0 0 881,425
Total comprehensive income for the period 881,425 0 0 881,425
Transfers to reserve accounts 25 (129,374) 129,374 0 0
Balance as at 30 June 2022 52,060,610 5,877,725 39,271,408 97,209,743
Comprehensive income for the period
Net result for the period 1,437,555 0 0 1,437,555
Other comprehensive income for the period 14 0 0 14,977,230 14,977,230
Total comprehensive income for the period 1,437,555 0 14,977,230 16,414,785
Transfers to reserve accounts 25 (146,609) 146,609 0 0
Balance as at 30 June 2023 53,351,556 6,024,334 54,248,638 113,624,528

This statement is to be read in conjunction with the accompanying notes.

DRY
KIRKNESS
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SHIRE OF KOORDA
STATEMENT OF CASH FLOWS
FOR THE YEAR ENDED 30 JUNE 2023

2023 2022
NOTE Actual Actual
$ $
CASH FLOWS FROM OPERATING ACTIVITIES
Receipts
Rates 1,184,669 1,178,842
Grants, subsidies and contributions 3,152,462 2,772,226
Fees and charges 622,931 531,073
Interest revenue 154,241 35,852
Goods and services tax received 141,187 118,396
Other revenue 22,813 20,352
5,278,303 4,656,741

Payments
Employee costs (1,223,855) (1,322,043)
Materials and contracts (923,593) (825,166)
Utility charges (200,362) (196,489)
Insurance paid (171,606) (127,600)
Goods and services tax paid (204,536) (294,811)
Other expenditure (43,587) (65,127)

(2,767,539) (2,831,236)
Net cash provided by operating activities 2,510,764 1,825,505
CASH FLOWS FROM INVESTING ACTIVITIES
Payments for purchase of property, plant & equipment 7(a) (755,785) (669,615)
Payments for construction of infrastructure 8(a) (1,725,574) (1,633,154)
Capital grants, subsidies and contributions 1,204,115 797,414
Proceeds from financial assets at amortised cost (146,609) (129,374)
Proceeds from sale of property, plant & equipment 260,117 385,360
Proceeds from other receivables 5,000 0
Net cash (used in) investing activities (1,158,736) (1,249,369)
Net increase in cash held 1,352,028 576,136
Cash at beginning of year 1,433,866 857,730
Cash and cash equivalents at the end of the year 2,785,894 1,433,866

This statement is to be read in conjunction with the accompanying notes.

DRY
KIRKNESS
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SHIRE OF KOORDA
STATEMENT OF FINANCIAL ACTIVITY
FOR THE YEAR ENDED 30 JUNE 2023

2023 2023 2022
NOTE Actual Budget Actual
$ $ $
OPERATING ACTIVITIES
Revenue from operating activities
General rates 1,144,551 1,142,037 1,118,127
Rates excluding general rates 33,5634 32,241 27,043
Grants, subsidies and contributions 3,168,607 1,207,917 2,976,456
Fees and charges 619,525 525,510 533,461
Interest revenue 154,241 21,000 24,040
Other revenue 22,813 22,400 20,352
Profit on asset disposals 127,521 90,600 92,771
Fair value adjustments to financial assets at fair value through profit or loss 4(b) 2,764 0 2,998
Reversal of other provisions 142,646 0 2,932
5,416,202 3,041,705 4,798,180
Expenditure from operating activities
Employee costs (1,266,922) (1,487,645) (1,388,534)
Materials and contracts (1,163,519) (569,853) (983,831)
Utility charges (200,362) (230,900) (196,489)
Depreciation (1,911,611) 1,777 500) (1,869,790)
Finance costs (1,970) (1,466)
Insurance (171,606) (167,880) (127,600)
Other expenditure (43,587) (99,025) (65,127)
Loss on asset disposals 0 (13,000) (81,332)
(4,759,577) (4,345,803) (4,714,169)
Non-cash amounts excluded from operating activities 24(a) 1,630,999 1,634,517 1,743,326
Amount attributable to operating activities 2,287,624 330,419 1,827,337
INVESTING ACTIVITIES
Inflows from investing activities
Capital grants, subsidies and contributions 780,930 748,890 797,414
Proceeds from disposal of assets 260,117 452,000 385,360
Proceeds from financial assets at amortised cost - self supporting loans 0 5,000 0
1,041,047 1,205,890 1,182,774
Outflows from investing activities
Purchase of property, plant and equipment 7(a) (755,785) (2,103,000) (669,615)
Purchase and construction of infrastructure 8(a) (1,725,574) (1,666,000) (1,633,154)
(2,481,359) (3,769,000) (2,302,769)
Non-cash amounts excluded from investing activities 24(b) 0 (5,000) 5,000
Amount attributable to investing activities (1,440,312) (2,568,110) (1,114,995)

FINANCING ACTIVITIES
Inflows from financing activities

Transfers from reserve accounts 25 0 810,586 0
0 810,586 0

Outflows from financing activities
Transfers to reserve accounts 25 (146,609) (288,002) (129,374)
(146,609) (288,002) (129,374)
Amount attributable to financing activities (146,609) 522,584 (129,374)

MOVEMENT IN SURPLUS OR DEFICIT

Surplus or deficit at the start of the financial year 24(c) 1,334,638 1,715,107 751,670
Amount attributable to operating activities 2,287,624 330,419 1,827,337
Amount attributable to investing activities (1,440,312) (2,568,110) (1,114,995)
Amount attributable to financing activities (146,609) 522,584 (129,374)
Surplus or deficit after imposition of general rates 24(c) 2,035,341 0 1,334,638

This statement is to be read in conjunction with the accompanying notes.

DRY
KIRKNESS
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SHIRE OF KOORDA
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023
. BASIS OF PREPARATION

The financial report of the Shire of Koorda which is a Class 4

local government, comprises general purpose financial

statements which have been prepared in accordance with

the Local Government Act 1995 and accompanying regulations. The class
4 designation for the Shire of Koorda is in accordance with the Local
Government (Constitution) Regulations 1998.

Local Government Act 1995 requirements
Section 6.4(2) of the Local Government Act 1995 read with the Local
Government (Financial Management) Reqgulations 1996 prescribe that
the financial report be prepared in accordance with the Local
Government Act 1995 and, to the extent that they are not inconsistent
with the Local Government Act 1995, the Australian Accounting
Standards. The Australian Accounting Standards (as they apply to local
governments and not-for-profit entities) and Interpretations of the
Australian Accounting Standards Board were applied except for disclosure
requirements of:
* AASB 7 Financial Instruments Disclosures
* AASB 16 Leases paragraph 58
* AASB 101 Presentation of Financial Statements paragraph 61
* AASB 107 Statement of Cash Flows paragraphs 43 and 45
* AASB 116 Property, Plant and Equipment paragraph 79
* AASB 137 Provisions, Contingent Liabilities and Contingent

Assets paragraph 85

The Local Government (Financial Management) Regulations 1996
specify that vested land is a right-of-use asset to be measured at cost,
and is considered a zero cost concessionary lease. All right-of-use
assets under zero cost concessionary leases are measured at zero
cost rather than at fair value, except for vested improvements on
concessionary land leases such as roads, buildings or other
infrastructure which continue to be reported at fair value, as opposed
to the vested land which is measured at zero cost. The measurement
of vested improvements at fair value is a departure from AASB 16 Leases
which would have required the Shire to measure any vested
improvements at zero cost.

Accounting policies which have been adopted in the preparation of

this financial report have been consistently applied unless stated
otherwise. Except for cash flow and rate setting information, the
financial report has been prepared on the accrual basis and is based on
historical costs, modified, where applicable, by the measurement at fair
value of selected non-current assets, financial assets and liabilities.

The local government reporting entity

All funds through which the Shire controls resources to carry on its
functions have been included in the financial statements forming part
of this financial report.

No monies were held in the Trust Fund during the year.

Judgements and estimates

The preparation of a financial report in conformity with Australian
Accounting Standards requires management to make judgements,
estimates and assumptions that effect the application of policies and
reported amounts of assets and liabilities, income and expenses.

The estimates and associated assumptions are based on historical
experience and various other factors that are believed to be reasonable
under the circumstances; the results of which form the basis of making
the judgements about carrying values of assets and liabilities that are
not readily apparent from other sources. Actual results may differ from
these estimates.

The balances, transactions and disclosures impacted by accounting
estimates are as follows:

« estimated fair value of certain financial assets

« impairment of financial assets

« estimation of fair values of land and buildings, and infrastructure.
« estimation of fair value of provisions

« impairment of financial assets

« estimation of fair values of land and buildings, and infrastructure.
« estimation of fair value of provisions

Initial application of accounting standards

During the current year, the following new or revised Australian

Accounting Standards and Interpretations were applied for the

first time.

* AASB 2020-3 Amendments to Australian Accounting Standards -
Annual Improvements 2018-2020 and Other Amendments

* AASB 2020-6 Amendments to Australian Accounting Standards —
Classification of Liabilities as Current or Non-current —
Deferral of Effective Date

* AASB 2021-7a Amendments to Australian Accounting Standards

- Effective Date of Amendments to AASB 10 and AASB 128 and
Editorial Corrections [general editorials]

* AASB 2022-3 Amendments to Australian Accounting Standards

- lllustrative Examples for Not-for-Profit Entities accompanying
AASB 15 Revenue from Contracts with Customers

These amendments have no material impact on the current

annual financial report

New accounting standards for application in future years

The following new accounting standards will have application to local
government in future years:

* AASB 2014-10 Amendments to Australian Accounting Standards
- Sale or Contribution of Assets between an Investor and its
Associate or Joint Venture

* AASB 2020-1 Amendments to Australian Accounting Standards -
Classification of Liabilities as Current or Non-current

* AASB 2021-2 Amendments to Australian Accounting Standards -
Disclosure of Accounting Policies or Definition of Accounting
Estimates
This standard will result in a terminology change for significant
accounting policies

* AASB 2021-7c Amendments to Australian Accounting Standards
- Effective Date of Amendments to AASB 10 and AASB 128 and
Editorial Corrections [deferred AASB 10 and AASB 128
amendments in AASB 2014-10 apply]

* AASB 2022-5 Amendments to Australian Accounting Standards
- Lease Liability in a Sale and Leaseback

* AASB 2022-6 Amendments to Australian Accounting Standards
- Non-current Liabilities with Covenants

* AASB 2022-7 Editorial Corrections to Australian Accounting
Standards and Repeal of Superseded and Redundant Standards

* AASB 2022-10 Amendments to Australian Accounting Standards
- Fair Value Measurement of Non-Financial Assets of Not-for-
Profit Public Sector Entities
The amendment may result in changes to the fair value of
non-financial assets. The impact is yet to be quantified.

Except as described above these amendments are not expected to

have any material impact on the financial report on initial application.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

. REVENUE AND EXPENSES

-

Revenue

Contracts with customers
Recognition of revenue is dependant on the source of revenue and the associated terms and conditions associated with each source
of revenue and recognised as follows:

Nature of goods and When obligations Returns/Refunds/ Timing of revenue
Revenue Category services typically satisfied Payment terms Warranties recognition
Rates - general rates General rates Over time Payment dates None When rates notice is
adopted by council issued
during the year
Grants, subsidies and Community events, Over time Fixed terms transfer of Contract obligation if ~ Output method based
contributions minor facilities, funds based on agreed project not complete  on project milestones
research, design, milestones and and/or completion date
planning evaluation reporting matched to
and services performance
obligations
Fees and charges - licences, Building, planning, Single point in time Full payment prior to None On payment of the
registrations, approvals development and issue licence, registration or
animal management. approval
Other revenue - private Contracted private Single point in time Monthly in arrears None At point of service
works works

Consideration from contracts with customers is included in the transaction price.
Revenue Recognition
Revenue recognised during the year under each basis of recognition by nature of goods or services is provided in the table below:

For the year ended 30 June 2023

Contracts with Capital Statutory
Nature customers grant/contributions Requirements Other Total
$ $ $ $ $
Rates 0 0 1,178,085 0 1,178,085
Grants, subsidies and contributions 43,245 0 0 3,125,362 3,168,607
Fees and charges 598,210 0 19,302 2,013 619,525
Interest revenue 0 0 7,632 146,609 154,241
Other revenue 21,086 0 0 1,727 22,813
Capital grants, subsidies and contributions 0 764,408 0 16,522 780,930
Total 662,541 764,408 1,205,019 3,292,233 5,924,201
For the year ended 30 June 2022
Contracts with Capital Statutory
Nature customers grant/contributions Requirements Other Total
$ $ $ $ $

Rates 0 0 1,138,527 6,643 1,145,170
Grants, subsidies and contributions 230,302 0 0 2,746,154 2,976,456
Fees and charges 387,246 0 15,550 130,665 533,461
Interest revenue 0 0 6,000 18,040 24,040
Other revenue 2,648 0 12,622 5,082 20,352
Capital grants, subsidies and contributions 0 797,414 0 0 797,414
Total 620,196 797,414 1,172,699 2,906,584 5,496,893
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

. REVENUE AND EXPENSES (Continued)

=1

-

Revenue (Continued)

Other revenue
Commissions
Reimbursements

Interest revenue
Interest on reserve account funds
Other interest revenue

Expenses

Auditors remuneration
- Audit of the Annual Financial Report
- Other services — grant acquittals

Employee Costs
Employee benefit costs
Other employee costs

Finance costs
Provisions: unwinding of discount

Other expenditure
Council member costs
Sundry expenses

2023 2022
Note Actual Actual
$ $

14,086 12,622
8,727 7,730
22,813 23,284
146,609 18,040
23(a) 7,632 6,000
154,241 24,040
29,600 33,400
3,000 0
32,600 33,400
1,157,492 1,314,209
109,430 74,325
1,266,922 1,388,534
13 1,970 1,466
1,970 1,466
19(a) 40,049 38,644
3,538 26,483
43,587 65,127

[ 11





SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

3. CASH AND CASH EQUIVALENTS

Cash at bank and on hand
Total cash and cash equivalents

Held as
- Unrestricted cash and cash equivalents
- Restricted cash and cash equivalents

SIGNIFICANT ACCOUNTING POLICIES

Cash and cash equivalents

Cash and cash equivalents include cash on hand, cash at bank,
deposits available on demand with banks and other short term
highly liquid investments with original maturities of three months
or less that are readily convertible to known amounts of cash
and which are subject to an insignificant risk of changes in value.

Bank overdrafts are reported as short term borrowings in current
liabilities in the statement of financial position.

4. OTHER FINANCIAL ASSETS

(a) Current assets
Financial assets at amortised cost

Other financial assets at amortised cost
Term deposits

Held as
- Restricted other financial assets at amortised cost

(b) Non-current assets
Financial assets at fair value through profit or loss

Financial assets at fair value through profit or loss
Units in Local Government House Trust - opening balance
Movement attributable to fair value increment

Units in Local Government House Trust - closing balance

Note 2023 2022
$ $
2,785,894 1,433,866
2,785,894 1,433,866
2,362,709 1,417,721
15 423,185 16,145
2,785,894 1,433,866

Restricted financial assets

Restricted financial asset balances are not available for general use
by the local government due to externally imposed restrictions.
Restrictions are specified in an agreement, contract or legislation.
This applies to reserve accounts, unspent grants, subsidies and
contributions and unspent loans that have not been fully expended in
the manner specified by the contributor, legislation or loan agreement
and for which no liability has been recognised.

2023 2022

$ $
6,024,334 5,877,725
6,024,334 5,877,725
6,024,334 5,877,725
6,024,334 5,877,725
15 6,024,334 5,877,725
6,024,334 5,877,725
61,117 58,353
61,117 58,353
58,353 55,355
2,764 2,998
61,117 58,353

Fair value of financial assets at fair value through profit or loss is determined from the net asset value of the units
held in the Local Government House Trust at balance date as compiled by WA Local Government Association.

SIGNIFICANT ACCOUNTING POLICIES

Other financial assets at amortised cost

The Shire classifies financial assets at amortised cost if both of

the following criteria are met:

- the asset is held within a business model whose objective is to
collect the contractual cashflows, and

- the contractual terms give rise to cash flows that are solely
payments of principal and interest.

Fair values of financial assets at amortised cost are not materially
different to their carrying amounts, since the interest receivable
on those assets is either close to current market rates or the
assets are of a short term nature. Non-current financial assets at

amortised cost fair values are based on discounted cash flows using

a current market rates. They are classified as level 2 fair values in
the fair value hierachy (see Note 22 (i)) due to the observable
market rates).

Interest received is presented under cashflows from operating
activities in the Statement of Cash Flows where it is earned from
financial assets that are held for cash management purposes.

Financial assets at fair value through profit or loss

The Shire has elected to classify the following financial assets at fair

value through profit or loss:

- debt investments which do not qualify for measurement at either
amortised cost or fair value through other comprehensive income.

- equity investments which the Shire has elected to recognise as
fair value gains and losses through profit or loss.
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

. TRADE AND OTHER RECEIVABLES

Current

Rates and statutory receivables
Trade receivables

Other receivables

GST receivable

Non-current
Rates and statutory receivables

SIGNIFICANT ACCOUNTING POLICIES

Rates and statutory receivables

Rates and statutory receivables are non-contractual
receivables arising from statutory requirements and include
amounts due from ratepayers for unpaid rates and service
charges and other statutory charges or fines.

Rates and statutory receivables are recognised when the
taxable event has occurred and can be measured reliably.

Trade receivables

Trade receivables are amounts receivable from contractual
arrangements with customers for goods sold, services
performed or grants or contributions with sufficiently
specific performance obligations or for the construction of
recognisable non financial assets as part of the ordinary
course of business.

Other receivables

Other receivables are amounts receivable from contractual
arrangements with third parties other than contracts

with customers and amounts received as grants for

the construction of recognisable non financial assets.

Measurement

Trade and other receivables are recognised initially at the
amount of the transaction price, unless they contain a
significant financing component, and are to be
recognised at fair value.

. INVENTORIES

Current
Fuel and materials

The following movements in inventories occurred during the year:

Balance at beginning of year
Inventories expensed during the year
Additions to inventory

Balance at end of year

SIGNIFICANT ACCOUNTING POLICIES

General

Inventories are measured at the lower of cost and net
realisable value.

Net realisable value is the estimated selling price in the
ordinary course of business less the estimated costs of
completion and the estimated costs necessary to make
the sale.

2023 2022
$ $

88,681 68,852
12,155 15,561

0 5,000

66,264 2,915
167,100 92,328
15,156 18,207

15,156 18,207

Classification and subsequent measurement
Receivables which are generally due for settlement within
30 days except rates receivables which are expected to be
collected within 12 months are classified as current assets.
All other receivables such as, deferred pensioner rates
receivable after the end of the reporting period are
classified as non-current assets.

Trade and other receivables are held with the objective

to collect the contractual cashflows and therefore the Shire
measures them subsequently at amortised cost using

the effective interest rate method.

Due to the short term nature of current receivables, their
carrying amount is considered to be the same as their
fair value. Non-current receivables are indexed to
inflation, any difference between the face value and fair
value is considered immaterial.

2023 2022
$ $
23,568 27,851
23,568 27,851
27,851 10,992
(153,931) (147,162)
149,648 164,021
23,568 27,851





SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

7. PROPERTY, PLANT AND EQUIPMENT

(a) Movements in Balances

Movement in the balances of each class of property, plant and equipment between the beginning and the end of the current financial year.

Total property,

Buildings - Total land and  Furniture and Plant and plant and
Land specialised buildings equipment equipment equipment
$ $ $ $ $

Balance at 1 July 2021 520,300 10,899,642 11,419,942 162,218 2,427,675 14,009,835
Additions 0 148,671 148,671 28,954 491,990 669,615
Disposals (7,000) (91,869) (98,869) 0 (275,052) (373,921)
Depreciation 0 (198,353) (198,353) (28,796) (419,674) (646,823)
Balance at 30 June 2022 513,300 10,758,091 11,271,391 162,376 2,224,939 13,658,706
Comprises:

Gross balance amount at 30 June 2022 513,300 10,955,313 11,468,613 328,348 3,983,172 15,780,133
Accumulated depreciation at 30 June 2022 0 (197,222) (197,222) (165,972) (1,758,233) (2,121,427)
Balance at 30 June 2022 513,300 10,758,091 11,271,391 162,376 2,224,939 13,658,706
Additions 0 109,969 109,969 0 645,816 755,785
Disposals (6,000) 0 (6,000) 0 (126,596) (132,596)
Depreciation 0 (202,036) (202,036) (30,868) (408,880) (641,784)
Balance at 30 June 2023 507,300 10,666,024 11,173,324 131,508 2,335,279 13,640,111
Comprises:

Gross balance amount at 30 June 2023 507,300 11,065,282 11,572,582 328,348 4,362,940 16,263,870
Accumulated depreciation at 30 June 2023 0 (399,258) (399,258) (196,840) (2,027,661) (2,623,759)
Balance at 30 June 2023 507,300 10,666,024 11,173,324 131,508 2,335,279 13,640,111
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

7. PROPERTY, PLANT AND EQUIPMENT (Continued)

(b) Carrying Value Measurements

Fair Value Basis of Date of Last

Asset Class Hierarchy Valuation Technique Valuation Valuation Inputs Used
(i) Fair Value

Land and buildings

Market approach using recent

observable market data for similar Independent
Land 2 o . registered June 2021 Price per hectare/market borrowing rate
properties/income approach using
. valuer
discounted cashflow methodology
- . Cost approach using current Independent Construction costs and current condition, residual
Buildings - specialised 3 registered June 2021 . . .
replacement cost valuer values and remaining useful life assessments inputs

Level 3 inputs are based on assumptions with regards to future values and patterns of consumption utilising current information. If the basis of these assumptions were varied,
they have the potential to result in a significantly higher or lower fair value measurement.

During the period there were no changes in the valuation techniques used by the local government to determine the fair value of property, plant and equipment using either
level 2 or level 3 inputs.

(ii) Cost
Furniture and equipment N/A At cost N/A N/A
Plant and equipment N/A At cost N/A N/A
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

8. INFRASTRUCTURE

(a) Movements in Balances

Movement in the balances of each class of infrastructure between the beginning and the end of the current financial year.

Infrastructure - Infrastructure - Infrastructure - Total
roads other landfill Infrastructure
$ $ $ $

Balance at 1 July 2021 73,862,166 2,244,745 695,479 76,802,390
Additions 1,562,911 70,243 0 1,633,154
Depreciation (991,448) (185,154) (46,365) (1,222,967)
Balance at 30 June 2022 74,433,629 2,129,834 649,114 77,212,577
Comprises:

Gross balance at 30 June 2022 78,244,329 3,009,135 695,479 81,948,943
Accumulated depreciation at 30 June 2022 (3,810,700) (879,301) (46,365) (4,736,366)
Balance at 30 June 2022 74,433,629 2,129,834 649,114 77,212,577
Additions 1,725,574 0 0 1,725,574
Revaluation increments / (decrements) transferred to

revaluation surplus 8,937,219 6,023,293 16,718 14,977,230
Depreciation (1,032,485) (190,977) (46,365) (1,269,827)
Balance at 30 June 2023 84,063,937 7,962,150 619,467 92,645,554
Comprises:

Gross balance at 30 June 2023 84,063,937 7,962,150 619,467 92,645,554
Balance at 30 June 2023 84,063,937 7,962,150 619,467 92,645,554
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

8. INFRASTRUCTURE (Continued)

(b) Carrying Value Measurements

Valuation Technique

Basis of Valuation

Date of Last
Valuation

Inputs Used

Fair Value
Asset Class Hierarchy
(i) Fair Value
Infrastructure - roads 3
Infrastructure - other 3
Infrastructure - landfill 3

Cost approach using current
replacement cost

Cost approach using current
replacement cost

Cost approach using depreciated
discounted cash flow methodology

Management valuation

Management valuation

Management valuation

June 2023

June 2023

June 2023

Construction csts and current condition, residual
values and remaining useful life assessments inputs

Construction csts and current condition, residual
values and remaining useful life assessments inputs

Discounted future construction cost estimates based
on inflated current costs

Level 3 inputs are based on assumptions with regards to future values and patterns of consumption utilising current information. If the basis of these assumptions were varied, they
have the potential to result in a significantly higher or lower fair value measurement.

During the period there were no changes in the valuation techniques used to determine the fair value of infrastructure using level 3 inputs.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

9. FIXED ASSETS
(a) Depreciation

Depreciation rates
Typical estimated useful lives for the different asset classes for the current and prior years are included in the table below:

Asset Class Useful life
Buildings - specialised 25 to 100 years
Furniture and equipment 4 to 10 years
Plant and equipment 4to 7 years
Infrastructure - roads 25 to 60 years
Infrastructure - other 5 to 50 years
Infrastructure - landfill 15 years
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023
. FIXED ASSETS (Continued)

SIGNIFICANT ACCOUNTING POLICIES

Fixed assets

Each class of fixed assets within either property, plant and equipment
or infrastructure, is carried at cost or fair value (as indicated), less
any accumulated depreciation and impairment losses.

Initial recognition and measurement for assets held at cost
Plant and equipment including furniture and equipment is
recognised at cost on acquisition in accordance with Financial
Management Regulation 17A. Where acquired at no cost, the asset
is initially recognised at fair value. Assets held at cost are
depreciated and assessed for indicators of impairment annually.

Initial recognition and measurement between

mandatory revaluation dates for assets held at fair value
Assets for which the fair value as at the date of acquisition is under
$5,000 are not recognised as an asset in accordance with
Financial Management Regulation 17A (5). These assets are
expensed immediately.

Where multiple individual low value assets are purchased together
as part of a larger asset or collectively forming a larger asset
exceeding the threshold, the individual assets are recognised as
one asset and capitalised.

Upon initial recognition, cost is determined as the amount paid (or
other consideration given) to acquire the assets, plus costs incidental
to the acquisition. For assets acquired at zero cost or otherwise
significantly less than fair value, cost is determined as fair value at
the date of acquisition. The cost of non-current assets constructed
by the Shire includes the cost of all materials used in construction,
direct labour on the project and an appropriate proportion of variable
and fixed overheads.

Individual assets that are land, buildings and infrastructure

acquired between scheduled revaluation dates of the asset

class in accordance with the Shire's revaluation policy,

are recognised at cost and disclosed as being fair value as
management believes cost approximates fair value.

They are subject to subsequent revaluation at the next revaluation date
consistent with Financial Management Regulation 17A(4).

Revaluation

The fair value of land, buildings and infrastructure is determined
at least every five years in accordance with the regulatory
framework. This includes buildings and infrastructure items

which were pre-existing improvements (i.e. vested improvements)
on vested land acquired by the Shire.

At the end of each period, the carrying amount for each asset class
is reviewed and, where appropriate, the fair value is updated to
reflect current market conditions consistent with

Financial Management Regulation 17A(2) which requires land,
buildings infrastructure and vested improvements to be shown

at fair value.

Revaluation (continued)

For land, buildings and infrastructure increases in the carrying
amount arising on revaluation of asset classes are credited to a
revaluation surplus in equity.

Decreases that offset previous increases of the same class of asset
are recognised against revaluation surplus directly in equity. All other
decreases are recognised in profit or loss.

Subsequent increases are then recognised in profit or loss to the
extent they reverse a net revaluation decrease previously recognised
in profit or loss for the same class of asset.

Depreciation

The depreciable amount of all property, plant and equipment and
infrastructure, are depreciated on a straight-line basis over the
individual asset’s useful life from the time the asset is held ready for
use. Leasehold improvements are depreciated over the shorter of
either the unexpired period of the lease or the estimated useful life of
the improvements.

The assets residual values and useful lives are reviewed, and
adjusted if appropriate, at the end of each reporting period.

Depreciation on revaluation

When an item of property, plant and equipment and infrastructure
is revalued, any accumulated depreciation at the date of the
revaluation is treated in one of the following way:

(i) Eliminated against the gross carrying amount of the asset and
the net amount restated to the revalued amount of the asset.

Impairment

An asset's carrying amount is written down immediately to its
recoverable amount if the asset's carrying amount is greater than
its estimated recoverable amount.

Gains or losses on disposal

Gains and losses on disposals are determined by comparing
proceeds with the carrying amount. These gains and losses are
included in the Statement of Comprehensive Income in the period in
which they arise.
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

TRADE AND OTHER PAYABLES

Current

Sundry creditors

Prepaid rates

Accrued payroll liabilities
PAYG liabilities

Bonds and deposits held

SIGNIFICANT ACCOUNTING POLICIES

Financial liabilities

Financial liabilities are initially recognised at fair value
when the Shire becomes a party to the contractual
provisions of the instrument.

Non-derivative financial liabilities (excluding financial
Financial liabilities are derecognised where the related
profit or loss.

2023 2022
$ $
288,255 53,123
40,325 16,963
59,666 55,423
21,346 23,754
10,205 9,694
419,797 158,957

Trade and other payables

Trade and other payables represent liabilities for
goods and services provided to the Shire prior to the
end of the financial year that are unpaid and arise
when the Shire becomes obliged to make future
payments in respect of the purchase of these
amounts of trade and other payables are
occurred (start of the next financial year),
refundable at the request of the ratepayer. Rates
received in advance are initially recognised as a
financial liability. When the taxable event occurs,
the financial liability is extinguished and the Shire
recognises income for the prepaid rates that have
not been refunded.
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11.

SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

OTHER LIABILITIES

Current
Contract liabilities
Capital grant/contributions liabilities

Reconciliation of changes in contract liabilities

Opening balance

Revenue from contracts with customers included as a contract
liability at the start of the period

The Shire expects to satisfy the performance obligations, from
contracts with customers unsatisfied at the end of the reporting
period, within the next 12 months.

Reconciliation of changes in capital grant/contribution
liabilities

Opening balance

Additions

Revenue from capital grant/contributions held as a liability at
the start of the period

2023 2022
$ $

0 16,145

423,185 0
423,185 16,145
16,145 16,145
(16,145) 0

0 16,145

0 0

423,185 0

0 0

423,185 0

Performance obligations in relation to capital grant/contribution liabilities are satisfied
as project milestones are met or completion of construction or acquisition of the asset.

SIGNIFICANT ACCOUNTING POLICIES

Contract liabilities

Contract liabilities represent the Shire's obligation to
transfer goods or services to a customer for which the
Shire has received consideration from the customer.

Contract liabilities represent obligations which are not
yet satisfied. Contract liabilities are recognised as revenue
when the performance obligations in the contract are satisfied.

Capital grant/contribution liabilities

Capital grant/contribution liabilities represent the Shire's
obligations to construct recognisable non-financial

assets to identified specifications to be controlled by the
Shire which are yet to be satisfied. Capital grant/contribution
liabilities are recognised as income when the

obligations in the contract are satisfied.

Fair values for non-current capital grant/contribution liabilities,
not expected to be extinguished within 12 months, are

based on discounted cash flows of expected cashflows to
satisfy the obligations using a current borrowing rate. They
are classified as level 3 fair values in the fair value hierarchy
(see Note 22(i)) due to the unobservable inputs, including
own credit risk.
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

EMPLOYEE RELATED PROVISIONS
Employee Related Provisions

Current provisions

Employee benefit provisions

Annual leave

Long service leave

Total current employee related provisions

Non-current provisions

Employee benefit provisions

Long service leave

Total non-current employee related provisions

Total employee related provisions

2023 2022
$ $

169,690 137,668
134,652 107,724
304,342 245,392

37,645 55,363

37,645 55,363
341,987 300,755

Provision is made for benefits accruing to employees in respect of wages and salaries, annual leave
and long service leave and associated on costs for services rendered up to the reporting date and

recorded as an expense during the period the services are delivered.

Annual leave liabilities are classified as current, as there is no unconditional right to defer settlement

for at least 12 months after the end of the reporting period.

SIGNIFICANT ACCOUNTING POLICIES

Employee benefits

The Shire’s obligations for employees’ annual leave, long
service leave and other employee leave entitlements are
recognised as employee related provisions in the Statement
of Financial Position.

Short-term employee benefits

Provision is made for the Shire’s obligations for short-term
employee benefits. Short-term employee benefits are
benefits (other than termination benefits) that are expected
to be settled wholly before 12 months after the end of the
annual reporting period in which the employees render the
related service, including wages, salaries and sick leave.
Short-term employee benefits are measured at the
(undiscounted) amounts expected to be paid when the
obligation is settled.

The Shire’s obligations for short-term employee benefits
such as wages, salaries and sick leave are recognised as
a part of current trade and other payables in the statement
of financial position.

Other long-term employee benefits

Long-term employee benefits provisions are measured at the
present value of the expected future payments to be made to
employees. Expected future payments incorporate
anticipated future wage and salary levels, durations of
service and employee departures and are discounted at
rates determined by reference to market yields at the end

of the reporting period on government bonds that have
maturity dates that approximate the terms of the obligations.
Any remeasurements for changes in assumptions of
obligations for other long-term employee benefits are
recognised in profit or loss in the periods in which the
changes occur.

The Shire’s obligations for long-term employee benefits are
presented as non-current provisions in its statement of
financial position, except where the Shire does not have an
unconditional right to defer settlement for at least 12 months
after the end of the reporting period, in which case the
obligations are presented as current provisions.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

OTHER PROVISIONS
Make good
provisions Total
$ $
Opening balance at 1 July 2022
Non-current provisions 694,013 694,013
694,013 694,013
Unused amounts reversed (142,646) (142,646)
Charged to profit or loss
- unwinding of discount 1,970 1,970
Balance at 30 June 2023 553,337 553,337
Comprises
Non-current 553,337 553,337
553,337 553,337

Other provisions
Amounts which are expected to be paid out within 12 months of the reporting date
are classified as current. Exact timing of payment of non-current obligations is unable

to be reliably estimated as it is dependent on factors beyond the control of the local government.

Make good provisions
Unused amounts of the make good provisions were reversed due to the movement in the
net present value of the non-current provision.

Provisions

Provisions are recognised when the Shire has a present
legal or constructive obligation, as a result of past events,
for which it is probable that an outflow of economic benefits
will result and that outflow can be reliably measured.

Provisions are measured using the best estimate of the
amounts required to settle the obligation at the end of the
reporting period.
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

REVALUATION SURPLUS

Revaluation surplus - Land - freehold land
Revaluation surplus - Buildings - specialised
Revaluation surplus - Plant and equipment
Revaluation surplus - Infrastructure - roads
Revaluation surplus - Infrastructure - other
Revaluation surplus - Infrastructure - landfill

2023 Total 2023 2022 2022
Opening Movement on Closing Opening Closing
Balance Revaluation Balance Balance Balance

$ $ $ $ $
915,782 0 915,782 915,782 915,782
5,835,459 0 5,835,459 5,835,459 5,835,459
603,573 0 603,573 603,573 603,573
29,800,929 8,937,219 38,738,148 29,800,929 29,800,929
2,115,665 6,023,293 8,138,958 2,115,665 2,115,665
0 16,718 16,718 0
39,271,408 14,977,230 54,248,638 39,271,408 39,271,408
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16.

SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023

RESTRICTIONS OVER FINANCIAL ASSETS

The following classes of financial assets have restrictions
imposed by regulations or other externally imposed
requirements which limit or direct the purpose for which
the resources may be used:

- Cash and cash equivalents
- Financial assets at amortised cost

The restricted financial assets are a result of the following
specific purposes to which the assets may be used:
Restricted reserve accounts

Contract liabilities

Capital grant liabilities

Total restricted financial assets

UNDRAWN BORROWING FACILITIES AND CREDIT
STANDBY ARRANGEMENTS

Credit card limit

Total amount of credit unused

2023 2022
Note Actual Actual
$ $

3 423,185 16,145
4 6,024,334 5,877,725
6,447,519 5,893,870
25 6,024,334 5,877,725
1 0 16,145
1 423,185 0
6,447,519 5,893,870
15,000 15,000
15,000 15,000
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18.

SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

CONTINGENT LIABILITIES

Under the Contaminated Sites Act 2003, the Shire is required to report known and suspected
contaminated sites to the Department of Water and Environmental Regulation (DWER).

In accordance with the Act, DWER classifies these sites on the basis of risk to human health,

the environment and environmental values. Where sites are classified as 'contaminated - remediation
required' or 'possibly contaminated - investigation required', the Shire may have a liability in respect
of investigation or remediation expenses.

Department of Water and Environmental Regulation has classified Ninghan Location 4187,

Mollerin 6475 as 'possibly contaminated - investigation required'. Until the Shire conducts an
investigation, it is not possible to estimate the potential financial effect or to identify the uncertainties
relating to the amount or timing of any outflows.

To ensure Department of Water and Environment Regulation (DWER) contaminated site
investigation requirements are met, the Shire intends to seek quotes from suitably qualified
environmental consultants to carry out a site investigation and provide a report detailing their findings
a report detailing their findings and, if necessary detail any, recommended remediation works.

CAPITAL COMMITMENTS

2023 2022
$ $
Contracted for:
- plant & equipment purchases 294,271
294,271
Payable:
- not later than one year 294,271

| 26





19.

(@)

(b)

SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT

FOR THE YEAR ENDED 30 JUNE 2023
RELATED PARTY TRANSACTIONS

Elected Member Remuneration

Fees, expenses and allowances to be paid or
reimbursed to elected council members.

President's annual allowance

President's meeting attendance fees

President's annual allowance for ICT expenses
President's travel and accommodation expenses

Deputy President's annual allowance
Deputy President's meeting attendance fees
Deputy President's annual allowance for ICT expenses

All other council member's meeting attendance fees
All other council member's annual allowance for ICT expenses
All other council member's travel and accommodation expenses

Key Management Personnel (KMP) Compensation

The total of compensation paid to KMP of the
Shire during the year are as follows:

Short-term employee benefits
Post-employment benefits
Employee - other long-term benefits
Council member costs

Short-term employee benefits

2023 2023 2022
Note Actual Budget Actual
$ $ $

7,500 7,500 7,500
4,500 4,500 4,500
900 900 900
1,532 600 600
14,432 13,500 13,500
1,725 1,650 1,650
3,650 3,600 3,600
900 900 900
6,275 6,150 6,150
14,600 14,400 14,400
3,600 3,600 3,600
1,142 994 994
19,342 18,994 18,994
19(b) 40,049 38,644 38,644
318,477 331,458
70,340 68,498
44,943 43,337
19(a) 40,049 38,644
473,809 481,937

These amounts include all salary and fringe benefits awarded to KMP except for details in

respect to fees and benefits paid to council members which may be separately found in the table above.

Post-employment benefits

These amounts are the current-year's cost of the Shire's superannuation contributions

made during the year.

Other long-term benefits

These amounts represent annual leave and long service leave entitlements accruing during the year.

Council member costs

These amounts represent payments of member fees, expenses, allowances and reimbursements during the year.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

19. RELATED PARTY TRANSACTIONS

(c) Transactions with related parties

Transactions between related parties and the Shire are on normal commercial terms and conditions,
no more favourable than those available to other parties, unless otherwise stated.

No outstanding balances or provisions for doubtful debts or guarantees exist in relation to related parties at year end.

In addition to KMP compensation above the following transactions 2023 2022
occurred with related parties: Actual Actual

$ $
Sale of goods and services 5,654 5,580
Purchase of goods and services 79,592 123,465

Related Parties
The Shire's main related parties are as follows:

i. Key management personnel
Any person(s) having authority and responsibility for planning, directing and controlling the activities of the
entity, directly or indirectly, including any council member, are considered key management personnel and are
detailed in Notes 19(a) and 19(b)

ii. Other Related Parties
An entity that is controlled by or over which KMP, or close family members of KMP, have authority and
responsibility for planning, directing and controlling the activity of the entity, directly or indirectly,
are considered related parties in relation to the Shire.

iii. Entities subject to significant influence by the Shire
There were no such entities requiring disclosure during the current or previous year.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

JOINT ARRANGEMENTS

Share of joint operations

The Shire of Koorda has 3 separate joint agreements with the Department of Communities for the provision
of housing at 38, 46 and 49 Smith Street, Koorda.

For accounting purposes, these joint arrangements constitutes joint operations. The assets are land and

9 housing units. The ownership of the assets is determined by agreements which includes the percentage
of each parties equitable interest. The assets are included in the Land and Buildings as follows:

Non-Current Assets
Land and Buildings

2023
Actual

Actual

Land - Lot 550 Smith Street @ 100% 19,000 19,000
38 Smith Street Koordax 3 (A,B&C) @ 12.12% 22,233 25,452
Land - Lot 291 Smith Street @ 100% 7,000 7,000
46 Smith Street Koordax 3 (1,2 & 3) @ 15.35% 58,033 64,470
Land - Lot 13 Smith Street @ 100% 7,000 7,000
49 Smith Street Koordax 3 (1,2 & 3) @ 39.70% 137,402 142,920
Total assets 250,668 265,842
The Shire of Koorda manages the property and tenancy under the

joint operation.

Statement of Comprehensive Income

Fees and charges 48,799 46,284
Depreciation (15,174) (16,533)
Employee costs (3,686) (5,483)
Insurance (3,930) (3,566)
Materials and contracts (20,896) (23,713)
Utilities (7,922) (6,900)
Profit/(loss) for the period (2,809) (9,911)
Other comprehensive income 0 0
Total comprehensive income for the period (2,809) (9,911)
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SHIRE OF KOORDA

NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

21. EVENTS OCCURRING AFTER THE END OF THE REPORTING PERIOD
There were no events occuring after the balance date that have a significant effect on the annual financial statements.
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22.

SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

OTHER SIGNIFICANT ACCOUNTING POLICIES

a) Goods and services tax (GST)

Revenues, expenses and assets are recognised net of the amount of GST,
except where the amount of GST incurred is not recoverable from the
Australian Taxation Office (ATO).

Receivables and payables are stated inclusive of GST receivable or payable.
The net amount of GST recoverable from, or payable to, the ATO is included
with receivables or payables in the statement of financial position.

Cash flows are presented on a gross basis. The GST components of cash
flows arising from investing or financing activities which are recoverable from,
or payable to, the ATO are presented as operating cash flows.

b) Current and non-current classification

The asset or liability is classified as current if it is expected to be settled
within the next 12 months, being the Shire’s operational cycle. In the case of
liabilities where the Shire does not have the unconditional right to defer
settlement beyond 12 months, such as vested long service leave, the liability
is classified as current even if not expected to be settled within the next 12
months. Inventories held for trading are classified as current or non-current
based on the Shire's intentions to release for sale.

c) Rounding off figures
All figures shown in this annual financial report, other than a rate in the dollar,
are rounded to the nearest dollar. Amounts are presented in Australian Dollars.

d) Comparative figures
Where required, comparative figures have been adjusted to conform with
changes in presentation for the current financial year.

When the Shire applies an accounting policy retrospectively, makes a
retrospective restatement or reclassifies items in its financial statements that
has a material effect on the statement of financial position, an additional
(third) Statement of Financial Position as at the beginning of the preceding
period in addition to the minimum comparative financial report is presented.

e) Budget comparative figures

Unless otherwise stated, the budget comparative figures shown in this annual
financial report relate to the original budget estimate for the relevant item of
disclosure.

f) Superannuation

The Shire contributes to a number of Superannuation Funds on behalf of
employees. All funds to which the Shire contributes are defined contribution
plans.

g) Fair value of assets and liabilities

Fair value is the price that the Shire would receive to sell the asset or would
have to pay to transfer a liability, in an orderly (i.e. unforced) transaction
between independent, knowledgeable and willing market participants at the
measurement date.

As fair value is a market-based measure, the closest equivalent observable
market pricing information is used to determine fair value. Adjustments to
market values may be made having regard to the characteristics of the
specific asset or liability. The fair values of assets that are not traded in an
active market are determined using one or more valuation techniques. These
valuation techniques maximise, to the extent possible, the use of observable
market data.

To the extent possible, market information is extracted from either the

principal market for the asset or liability (i.e. the market with the greatest
volume and level of activity for the asset or liability) or, in the absence of such a
market, the most advantageous market available to the entity at the end of the
reporting period (i.e. the market that maximises the receipts from the sale of the
asset after taking into account transaction costs and transport costs).

For non-financial assets, the fair value measurement also takes into account
a market participant’s ability to use the asset in its highest and best use or
to sell it to another market participant that would use the asset in its highest
and best use.

h) Interest revenue

Interest revenue is calculated by applying the effective interest rate to the
gross carrying amount of a financial asset measured at amortised cost
except for financial assets that subsequently become credit-impaired. For
credit-impaired financial assets the effective interest rate is applied to the
net carrying amount of the financial asset (after deduction of the loss
allowance).

i) Fair value hierarchy

AASB 13 Fair Value Measurement requires the disclosure of fair value information
by level of the fair value hierarchy, which categorises fair value measurement into
one of three possible levels based on the lowest level that an input that is
significant to the measurement can be categorised into as follows:

Level 1
Measurements based on quoted prices (unadjusted) in active markets for
identical assets or liabilities that the entity can access at the measurement date.

Level 2
Measurements based on inputs other than quoted prices included in Level 1 that
are observable for the asset or liability, either directly or indirectly.

Level 3
Measurements based on unobservable inputs for the asset or liability.

The fair values of assets and liabilities that are not traded in an active market are
determined using one or more valuation techniques. These valuation techniques
maximise, to the extent possible, the use of observable market data. If all
significant inputs required to measure fair value are observable, the asset or
liability is included in Level 2. If one or more significant inputs are not based on
observable market data, the asset or liability is included in Level 3.

Valuation techniques

The Shire selects a valuation technique that is appropriate in the circumstances
and for which sufficient data is available to measure fair value. The availability of
sufficient and relevant data primarily depends on the specific characteristics of
the asset or liability being measured. The valuation techniques selected by the
Shire are consistent with one or more of the following valuation approaches:

Market approach
Valuation techniques that use prices and other relevant information generated by
market transactions for identical or similar assets or liabilities.

Income approach
Valuation techniques that convert estimated future cash flows or income and
expenses into a single discounted present value.

Cost approach
Valuation techniques that reflect the current replacement cost of the service
capacity of an asset.

Each valuation technique requires inputs that reflect the assumptions that
buyers and sellers would use when pricing the asset or liability, including
assumptions about risks. When selecting a valuation technique, the Shire gives
priority to those techniques that maximise the use of observable inputs and
minimise the use of unobservable inputs. Inputs that are developed using market
data (such as publicly available information on actual transactions) and reflect
the assumptions that buyers and sellers would generally use when pricing the
asset or liability are considered observable, whereas inputs for which market
data is not available and therefore are developed using the best information
available about such assumptions are considered unobservable.

i) Impairment of assets

In accordance with Australian Accounting Standards the Shire's assets, other
than inventories, are assessed at each reporting date to determine whether
there is any indication they may be impaired.

Where such an indication exists, an impairment test is carried out on the asset
by comparing the recoverable amount of the asset, being the higher of the
asset's fair value less costs to sell and value in use, to the asset's carrying
amount.

Any excess of the asset's carrying amount over its recoverable amount is
recognised immediately in profit or loss, unless the asset is carried at a revalued
amount in accordance with another Standard (e.g. AASB 116 Property, Plant
and Equipment ) whereby any impairment loss of a revalued asset is treated as
a revaluation decrease in accordance with that other Standard.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

23. RATING INFORMATION

(a) General Rates

2022/23 2022/23 2022/23 2022/23 2022/23 2022/23 2022/23 2021/22
Number Actual Actual Actual Actual Budget Budget Budget Actual
RATE TYPE Rate in of Rateable Rate Interim Total Rate Interim Total Total
Rate Description Basis of valuation $ Properties Value* Revenue Rates Revenue Revenue Rate Revenue Revenue
$ $ $ $ $ $ $ $
General rate Gross rental valuation 0.11870 135 959,024 113,836 0 113,836 113,836 0 113,836 111,535
General rate Unimproved valuation 0.01501 218 71,480,000 1,073,201 1,086 1,074,287 1,073,201 0 1,073,201 1,049,145
Total general rates 353 72,439,024 1,187,037 1,086 1,188,123 1,187,037 0 1,187,037 1,160,680
Minimum
Payment
Minimum payment $
General rate Gross rental valuation 410 28 29,070 11,480 293 11,773 11,480 0 11,480 10,800
General rate Unimproved valuation 410 31 365,471 12,710 590 13,300 12,300 0 12,300 9,600
Total minimum payments 59 394,541 24,190 883 25,073 23,780 0 23,780 20,400
Total general rates and minimum payments 412 72,833,565 1,211,227 1,969 1,213,196 1,210,817 0 1,210,817 1,181,080
Rate in
Ex-gratia Rates
General rate Unimproved valuation 8,461 8,461 8,461 0 8,461 6,643
Total amount raised from rates (excluding general rates) 0 0 8,461 0 8,461 8,461 0 8,461 6,643
Discounts (43,572) (45,000) (42,553)
Total Rates 1,178,085 1,174,278 1,145,170
Rate overdue interest Note 2(a) 7,632 6,000 6,000

The rate revenue was recognised from the rate record as soon as practicable after the Shire resolved to impose rates in the financial year as well as when the rate record was amended to
ensure the information in the record was current and correct.

*Rateable Value at time of raising of rate.
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SHIRE OF KOORDA
NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

24. DETERMINATION OF SURPLUS OR DEFICIT

2022/23
2022/23 Budget 2021/22
(30 June 2023 (30 June 2023 (30 June 2022
Carried Carried Carried
Note Forward) Forward) Forward
$ $ $
(a) Non-cash amounts excluded from operating activities
The following non-cash revenue or expenditure has been excluded
from amounts attributable to operating activities within the Statement of
Financial Activity in accordance with Financial Management Regulation 32.
Adjustments to operating activities
Less: Profit on asset disposals (127,521) (90,600) (92,771)
Less: Movement in liabilities associated with restricted cash 5,016 522 627
Less: Fair value adjustments to financial assets at fair value through profit or loss (2,764) 0 (2,998)
Add: Loss on disposal of assets 0 13,000 81,332
Add: Depreciation 1,911,611 1,777,500 1,869,790
Less: Reversal of other provisions (142,646) 0 (2,932)
Non-cash movements in non-current assets and liabilities:
Pensioner deferred rates 3,051 0 (2,251)
Employee benefit provisions (17,718) 0 16,924
Other provisions 1,970 0 40,366
Capital grant liabilities 0 (65,905) (164,761)
Non-cash amounts excluded from operating activities 1,630,999 1,634,517 1,743,326
(b) Non-cash amounts excluded from investing activities
The following non-cash revenue or expenditure has been excluded
from amounts attributable to investing activities within the Statement
of Financial Activity in accordance with Financial Management Regulation 32.
Adjustments to investing activities
Movement in non current loan receivable 0 (5,000) 5,000
Non-cash amounts excluded from investing activities 0 (5,000) 5,000
(c) Surplus or deficit after imposition of general rates
The following current assets and liabilities have been excluded
from the net current assets used in the Statement of Financial Activity
in accordance with Financial Management Regulation 32 to
agree to the surplus/(deficit) after imposition of general rates.
Adjustments to net current assets
Less: Reserve accounts 25 (6,024,334) (5,346,747) (5,877,725)
Add: Current liabilities not expected to be cleared at end of year
- Employee benefit provisions 206,103 201,317 201,087
Total adjustments to net current assets (5,818,231) (5,145,430) (5,676,638)
Net current assets used in the Statement of Financial Activity
Total current assets 9,000,896 5,611,507 7,431,770
Less: Total current liabilities (1,147,324) (466,077) (420,494)
Less: Total adjustments to net current assets (5,818,231) (5,145,430) (5,676,638)
Surplus or deficit after imposition of general rates 2,035,341 0 1,334,638
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NOTES TO AND FORMING PART OF THE FINANCIAL REPORT
FOR THE YEAR ENDED 30 JUNE 2023

2023 2023 2023 2023 2023 2023 2023 2023 2022 2022 2022 2022
Actual Actual Actual Actual Budget Budget Budget Budget Actual Actual Actual Actual
25. RESERVE ACCOUNTS Opening T Transfer Closing Opening Transfer to Transfer Closing Opening Transfer to Transfer Closing
Balance (from) Balance Balance (from) Balance Balance (from) Balance
$ $ $ $ $ $ $ $ $ $ $ $
Restricted by council
(a) Leave reserve 201,087 5,016 0 206,103 200,795 84,102 0 284,897 200,048 1,039 0 201,087
(b) Plant reserve 873,267 21,782 0 895,049 872,055 46,586 (445,000) 473,641 829,437 43,830 0 873,267
(c) Road reserve 707,677 17,652 0 725,329 706,649 41,837 0 748,486 704,021 3,656 0 707,677
(d) Council Building reserve 842,671 21,019 0 863,690 841,446 2,188 (115,000) 728,634 838,317 4,354 0 842,671
(e) TVreserve 31,982 798 0 32,780 31,936 83 0 32,019 31,817 165 0 31,982
(f) Recreation reserve 1,271,844 31,724 0 1,303,568 1,269,997 3,302 (250,586) 1,022,713 1,265,274 6,570 0 1,271,844
(g9) Medical Practitioners reserve 299,029 7,459 0 306,488 298,595 776 0 299,371 297,484 1,545 0 299,029
(h) IT and Administration reserve 386,311 9,636 0 395,947 385,750 1,003 0 386,753 384,315 1,996 0 386,311
(i) Sewerage reserve 1,024,632 25,557 0 1,050,189 1,023,231 62,504 0 1,085,735 959,649 64,983 0 1,024,632
(i) Community Bus reserve 62,927 1,569 0 64,496 62,835 163 0 62,998 62,601 326 0 62,927
(k) NRM reserve 22,105 551 0 22,656 22,073 58 0 22,131 21,991 114 0 22,105
() Waste Management reserve 154,193 3,846 0 158,039 153,969 45,400 0 199,369 153,397 796 0 154,193
5,877,725 146,609 0 6,024,334 5,869,331 288,002 (810,586) 5,346,747 5,748,351 129,374 0 5,877,725
All reserves are supported by cash and cash equivalents and financial assets at amortised cost and are restricted within equity as Reserve accounts.
In accordance with council resolutions or adopted budget in relation to each reserve account, the purpose for which the reserves are set aside and their anticipated date of use are as follows:
Name of reserve account Purpose of the reserve account
Restricted by council
(a) Leave reserve To be used to fund annual, long serve, accrued holiday and sick leave requirements.
(b) Plant reserve To be used to ensure plant purchases are funded from funds set aside and the use of those funds determined by a ten year Forward Plan, which is reviewed annually.
(c) Road reserve To be used to assist future road works difficult to fund on an annual basis including acts of nature.
(d) Council Building reserve To be used to fund the major asset category the Shire owns, and allow some management of the various building requirements.
(e) TV reserve To be used to fund future upgrading or extension of receiver/transmission facility.
(f) Recreation reserve To be used to fund future upgrading, renovations and general requirements.
(g9) Medical Practitioners reserve To be used to fund future costs of attracting and retaining a qualified medical practitioner within the District/Region.
(h) IT and Administration reserve To be used to fund future technology that will require future updating.
(i) Sewerage reserve To be used to fund upgrading and replacement of the town sewerage treatment plant.
(i) Community Bus reserve To be used to fund the change over of costs of the community bus.
(k) NRM reserve To be used to fund the future retention of the Natural Resource Management (NRM) officer.
(I) Waste Management reserve To be used to fund future refuse development.
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Auditor General

INDEPENDENT AUDITOR’S REPORT
2023
Shire of Koorda

To the Council of the Shire of Koorda

Opinion
| have audited the financial report of the Shire of Koorda (Shire) which comprises:
o the Statement of Financial Position as at 30 June 2023, and the Statement of

Comprehensive Income, Statement of Changes in Equity, Statement of Cash Flows and
Statement of Financial Activity for the year then ended

o Notes comprising a summary of significant accounting policies and other explanatory
information.

In my opinion, the financial report is:

o based on proper accounts and records

o presents fairly, in all material respects, the results of the operations of the Shire for the year
ended 30 June 2023 and its financial position at the end of that period

o in accordance with the Local Government Act 1995 (the Act) and, to the extent that they
are not inconsistent with the Act, the Australian Accounting Standards.

Basis for opinion

| conducted my audit in accordance with Australian Auditing Standards. My responsibilities under
those standards are further described in the Auditor’s responsibilities for the audit of the financial
report section below.

| believe that the audit evidence | have obtained is sufficient and appropriate to provide a basis
for my opinion.

Other information

The Chief Executive Officer (CEQ) is responsible for the preparation and the Council for
overseeing the other information. The other information is the information in the entity’s annual
report for the year ended 30 June 2023, but not the financial report and my auditor’s report.

My opinion on the financial report does not cover the other information and accordingly, | do not
express any form of assurance conclusion thereon.

In connection with my audit of the financial report, my responsibility is to read the other
information and, in doing so, consider whether the other information is materially inconsistent
with the financial report, or my knowledge obtained in the audit or otherwise appears to be
materially misstated.
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If, based on the work | have performed, | conclude that there is a material misstatement of this
other information, | am required to report that fact. | did not receive the other information prior to
the date of this auditor’s report. When | do receive it, | will read it and if | conclude that there is a
material misstatement in this information, | am required to communicate the matter to the CEO
and Council and request them to correct the misstated information. If the misstated information is
not corrected, | may need to retract this auditor’s report and re-issue an amended report.

Responsibilities of the Chief Executive Officer and Council for the financial report
The Chief Executive Officer (CEQ) of the Shire is responsible for:
e keeping proper accounts and records

e preparation and fair presentation of the financial report in accordance with the requirements
of the Act and, to the extent that they are not inconsistent with the Act, the Australian
Accounting Standards

e managing internal control as required by the CEO to ensure the financial report is free from
material misstatement, whether due to fraud or error.

In preparing the financial report, the CEO is responsible for:
e assessing the Shire’s ability to continue as a going concern
e disclosing, as applicable, matters related to going concern

e using the going concern basis of accounting unless the State Government has made
decisions affecting the continued existence of the Shire.

The Council is responsible for overseeing the Shire’s financial reporting process.

Auditor’s responsibilities for the audit of the financial report

As required by the Auditor General Act 2006, my responsibility is to express an opinion on the
financial report. The objectives of my audit are to obtain reasonable assurance about whether the
financial report as a whole is free from material misstatement, whether due to fraud or error, and
to issue an auditor’s report that includes my opinion. Reasonable assurance is a high level of
assurance but is not a guarantee that an audit conducted in accordance with Australian Auditing
Standards will always detect a material misstatement when it exists.

Misstatements can arise from fraud or error and are considered material if, individually or in the
aggregate, they could reasonably be expected to influence the economic decisions of users
taken on the basis of the financial report. The risk of not detecting a material misstatement
resulting from fraud is higher than for one resulting from error, as fraud may involve collusion,
forgery, intentional omissions, misrepresentations or the override of internal control.

A further description of my responsibilities for the audit of the financial report is located on the
Auditing and Assurance Standards Board website. This description forms part of my auditor’s
report and can be found at https://www.auasb.gov.au/auditors_responsibilities/ar4.pdf.

My independence and quality management relating to the report on the financial
report

| have complied with the independence requirements of the Auditor General Act 2006 and the
relevant ethical requirements relating to assurance engagements. In accordance with ASQM 1
Quality Management for Firms that Perform Audits or Reviews of Financial Reports and Other
Financial Information, or Other Assurance or Related Services Engagements, the Office of the
Auditor General maintains a comprehensive system of quality management including
documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.
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Matters relating to the electronic publication of the audited financial report

This auditor’s report relates to the financial report of the Shire of Koorda for the year ended

30 June 2023 included in the annual report on the Shire’s website. The Shire’s management is
responsible for the integrity of the Shire’s website. This audit does not provide assurance on the
integrity of the Shire’s website. The auditor’s report refers only to the financial report. It does not
provide an opinion on any other information which may have been hyperlinked to/from the annual
report. If users of the financial report are concerned with the inherent risks arising from
publication on a website, they are advised to contact the Shire to confirm the information
contained in the website version.

Jhmspel Yot

Jordan Langford-Smith

Senior Director Financial Audit

Delegate of the Auditor General for Western Australia
Perth, Western Australia

13 December 2023
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Shire of Koorda
Integrated Strategic Plan 2022

COMMUNITY PRIORITIES

1.1 - Local people feel safe,
engaged, and enjoy a healthy and
peaceful lifestyle.

1.2 - Local volunteer groups
supported through initiatives that
reduce volunteer fatigue and
strengthen their resilience.

Current Review: 10/23 - 12/23 (Update for review period shown in bold text below)

Next Review Due: 01/24 - 03/24

COUNCIL ACTIONS

1.1.1 - Maintain strong working relationships with
State Agencies. (e.g. WAPOL, Department of
Education and WACHS)

1.1.2 - Advocate for continued improvements in
medical, education and support services from
other levels of government and the private
sector that facilitates aging, living and learning
within the Shire.

1.1.3 - Facilitate and support events that
promote the region and deliver a positive
economic impact.

1.2.1 - Recognise and support the value of our
community volunteers and provide meaningful
opportunities to contribute to Shire projects and
improving local living.

1.2.2 - Develop and implement a Community
Grants Program.

1.2.3 - Make available a list of current grant
opportunities to local businesses, clubs and
community groups.

STATUS

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

COMMENTS

Annual Book Award donations paid to
neighbouring Schools (Koorda PS, Cadoux PS,
Kalannie PS & Wyalkatchem DHS).

Council and the Executive Management team
continue advocacy for local services. President and
ACEO are meeting with WAPOL and WACHS at the
2023 Heads of Agency Breakfast in September to
ensure local issues are known and advocacy around
improved services are heard.

Working with the Health Centre to ensure
equipment remains maintained and in working
order. Repairs undertaken on blood spinner.
President and ACEO in regular partnership with
Shire of Wyalkatchem regarding current and future
doctor services. Continued advocacy with WACHS
for Koorda Nursing Post Services. Ongoing Liaison
with Shire of Wyalkatchem for the future continued
provision of GP services.

Partnered with Shire of Wyalkatchem to facilitate 6-
month contract extension for local GP retention.
Koorda Community Grants Program (CGP)
rolled out in October aims to facilitate and
support local events. Annual Contribution
towards P&C Community Christmas Tree.
Liaison with Koorda CRC for upcoming "Street
Party" planned for 14 October.

Policy Review Committee investigated Community
Grants and will work on the policy and framework to
be roll them out in 2023/2024 Budget. (The

auidelines look at supporting local events)
Koorda CGP emails to promote community

capacity and encourage people and
organisations to help themselves, with the
inclusion to support the purchase of equipment
or assistance towards workshops/projects.
Community Awards to be presented 15th
December at Community Christmas Tree.
Council provided principal support to local Town
Team RAC grant application for 3 projects within the
Koorda townsite. Council are working on a "Koorda
Awards" program, in lieu of the annual Australia Day
awards to recognise local volunteers.

President & CEO meet with CRC and local Town
Teams volunteers to discuss future initiatives and

fundina apbolication.
Koorda Community Grants Program (CGP)

rolled out in October open from the 1st - 30th
November. A pool so $10,000 is available with
groups being able to access up to $5,000 per
application. Applications to be determined by
the CGP Committee in December. Successful
proiects to be acauitted bv 25 June 2024.

Local businesses, clubs and community groups may
liaise directly the Koorda CRC (as the Shire's
Contract Community Development Officer) for
access to its GrantGuru subscription and assistance
with any subsequent preparation of grant
applications.

Weblinks to free online grant directories (GrantGuru
and wa.gov.au) also available on the Shire's
website.






COMMUNITY PRIORITIES

1.3 - Emergency services are
supported with effective planning,
risk mitigation, response, and
recovery.

2.1-Our local economy grows in a
sustainable manner.

COUNCIL ACTIONS

1.3.1 - Work with emergency service

stakeholders to ensure the Shire and Volunteers

meet WHS standards.

1.3.2 - Conduct regular LEMC meetings and
exercises.

1.3.3 - Investigate regional emergency service
arrangements. (Policies, procedures, risk
management plans).

2.1.1 - Ensure that our planning framework is
modern and meets the needs of the relevant
zoning stakeholders, such as industry,
residential, small business and any emerging
opportunities.

2.1.2 - Advocate regionally to reduce economic
barriers such as access and reliability of water,
electricity, logistics infrastructure and
telecommunications.

2.1.3 - Investigate the viability of a
Business/Economy grant program.

2.1.4 - Promote business network development
and collaboration. (e.g. CRC business after dark
and Wheatbelt Business Network)

2.1.5 - Activate the town centre through
community inspired street scaping and
initiatives.

STATUS

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

On Hold

Ongoing

Ongoing

COMMENTS

2024 schedule of meetings includes an
allocation of 2 x BFAC meetings (28 March & 29
August).

LEMC and Bushire Advisory Committee (BFAC)
Meetings held 7 September 2023. BFAC meeting
tabled new Work Health and Safety Legislation and
aims to work through training and PPC/PPE
requirements.

An MOU with GECZ Shires regarding shared
resources during local emergency situations has
been developed. NEWROC Shires working on
scope to complete an Emergency Services/

Resources Audit.

LEMC Meetings held 29/06/2023, 07/09/2023 and
30/11/2023. Desktop exercise undertaken
30/11/2023.

Participation in NEWROC Emergency Management
Day at Trayning on 15/03/2023 includes case
study/exercise.

An MOU with GECZ Shires regarding shared
resources during local emergency situations has
been developed. NEWROC Shires working on
scope to complete an Emergency Services/
Resources Audit.

NEWROC Emergency Management Day on
15/03/2023 arose from and part of NEWROC
emergency management initiatives discussed at
NEWROC meeting on 28/11/2022.

An Application was received from CBH for an
Amendment (#2) to the Koorda Local Planning
Scheme No. 3.

Allocation in 2023/24 Draft Budget to update the
Local Planning Scheme to allow for more than one

dwellina on a rural land parcel. i
Successful Seroja Resilience Funding

Application. Projects/initiatives completed under
this scheme;

- Purchase of new Fire Tender for the far North
of the Shire

- Purchase and installation of 5 x 32,000L water
tanks to enhance the access of water for
bushfire emergencies.

- Upgrade of plumbing at the Koorda Memaorial
Hall, being the second designated Evacuation
Centre.

Projects still to be completed;

- Additional Ablution Block and Generator at
Koorda Recreation Centre, being the first
designated Evacuation Centre.

- Portable Communications Tower

- 3 x generators (1 x Health Centre & 2 x
Portable)

Liaison between Telstra and the Community
reaardina localised outaaes.

Following the roll out of the Community Grants
Scheme, and review after the first year, feedback
will be sought to determine the appetite for any other
such grants.

Policy to be developed as part of Council's policy
review project

Koorda CRC facilitated Backpacker sundowner
function 03/04/2023.

Townscape Plan Shire and CRC have met to
discuss 'Meet and Greet' function early 2023.
Quotes sought for direction town signage.
Draft signage planned as per the 2023/24
Townscaping Budget. Planting of large pots along
the parking/tourist area on Railway Street has been
undertaken to enhance the area.

Staff met with sign writers to look at options for
Townsite stack signs and heavy vehicle parking.
Assisted with Koorda Community Garden water
harvesting and reticulation.






COMMUNITY PRIORITIES

2.2 - Tourism helps to diversify
and grow our local economy.

3.1 - Shire owned facilities are
renewed and maintained in a
strategic manner to meet
community needs.

3.2 - Safe, efficient, and well
maintained road, and footpath
infrastructure.

3.3 - A high standard of
sustainable waste services.

COUNCIL ACTIONS

2.2.1 - Contribute to regional tourism marketing
campaigns. (e.g. NEWTRAVEL/Wheatbelt Way)

2.2.2 - Work towards a high standard of tourism
assets and information. (Yalambee, Caravan
Park & tourist information boards and brochures)

3.1.1 - Manage Shire Assets sustainably using
the Strategic Resourcing Plan.

3.1.2 - Develop and implement online user
maintenance request system

3.2.1 - Continue to improve the road and
footpath network by maximising external funding
sources and delivering infrastructure projects to
a high standard.

3.2.2 - Implement an effective, proactive road
maintenance program that is sensitive to
industry seasonality.

3.3.1 - Develop and effectively implement Waste
Management and Landfill Rehabilitation Project.

3.3.2 - Continue to work towards a Regional
Waste solution with NEWROC.

STATUS

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

COMMENTS

Additional contribution provided to
NEWTRAVEL to support regional events officer.
NEWTRAVEL currently investigating the viability
and framework to provide a local event support
coordinator to assist with local events. Continuing
support of NEWTRAVEL in 2023/24 Draft Budget.
NEWTRAVEL membership continued and meetings
attended

Yalambee and Caravan Park Upgrades entry
signage left to complete. At Budget Review, a
shelter over the Caravan Park Ablutions will be
investigated to ensure there is full walk around
cover from the Campers Kitchen out to the last
ablutions. Signage will be updated around town as
part of the Townscaping Budget Allocation.
Allocation in the 2023/24 Budget for the updating of
the Strategic Resourcing Plan. Asset Revaluations
have included condition reporting to ensure staff can
monitor individual asset conditions when
considering current and future updates and
recommended replacement plans.

Significant degree of work on Rec Ground Pavilion
upgrade. CWA Hall ceiling works completed and
floor coverings now being replaced.

2022/23 Shire Budget adopted 29/06/2022 informed
by Strategic Resourcing Plan

Continuing community education in the platform
available to log requests.

Works requests via Shire website now available
Another comprehensive road works program was
adopted within the 2023/24 budget. LRCI Phase 4b
was announced with Koorda being allocated approx
$253k for regional roads, footpath, parking bay
projects etc.

Construction of a new footpath on Haig Street.
Allocation in 2023/24 Draft Budget for a new
footpath on Greenham Street (North).

100% of Regional Road Group recoups completed.
Roads proposed for RAV network change
undergoing MRWA for assessment. Works
undertaken on Mulji and Koorda-Kulja Roads.
Shire staff commenced a restricted access vehicle
research project to assist Council review its existing
RAV ratings for local roads. Regional Road Group-
supported sealing works completed on Dowerin-
Koorda Road and Burakin-Wialki Road.

WSFN Delivery Plan for 2023/2024 includes a
budget allocation of $100,000 for the Koorda-
Wyalkatchem Road (slk: 11.14 — 17.30) to
commence preparation works with clearing permits,
road designs & soil testing for future upgrades.
Maintenance grading undertaken as required
subject to road construction requirements (as per
3.2.1).

Urgent gravel road grading works prioritised during
harvest 2022.

Council Closure Management Plans will be
implemented once there is an outcome on a
NEWROC Regional Landfill site.

Council adopted a Waste Management Plan and
Koorda Landfill Closure Management Plan in
November 2022.

At the November 2023 Council meeting, Council
endorsed an application by NEWROC to the
Federal Government's Regional Precincts
Partnership Program for waste management
planning.

Wyalkatchem Landfill facility (probable NEWROC
regional waste site) nearing completion of DWER
clearing assessment. NEWROC waste project still
under consideration.






‘ COMMUNITY PRIORITIES

3.4 - Conservation of our natural
environment for future
generations.

4.1 - Open and Transparent
Leadership.

4.2 - Investment in the skills and
capabilities of our elected
members and staff.

COUNCIL ACTIONS

3.4.1 - Support renewable energy initiatives and
encourage further renewable industry
development.

3.4.2 - Partner with Wheatbelt NRM and DWER
for future grant and project opportunities.

3.4.3 - Increase community awareness and
preparedness for the impacts of climate change
and its major local risks such as bush fires.

4.1.1 - Ensure the use of resources is effective,
efficient and reported regularly. (e.g. Financial
Management)

4.1.2 - Identify business improvement
opportunities to enhance operational
effectiveness. (e.g. implement any
recommended actions from audit/OAG reports)

4.1.3 - Develop and implement Customer
Service Charter & External Stakeholder
communication plan.

4.2.1 - Promote continued professional
development amongst elected members and
staff.

STATUS

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

Ongoing

COMMENTS

EOI for solar power and battery back up system for
the Recreation Centre submitted as a group
application with NEWROC.

Proposed participation in NEWROC-wide electric
vehicle (EV) included in Mar 2023 council budget
review.

Currently working through NEWROC on its energy
project

Liaison with Wheatbelt NRM to secure free trees to
replant dead trees in avenue of trees and trees
around town.

Participated and promoted DPIRD pest parrot and
cockatoo management strategy consultation.
DWER and Shire collaborating to install water tank
at Mt Collier Dam

Discussions at LEMC & Bush Fire Advisory
Committee Meetings held 7/09/2023 regarding
upcoming bush fire season.

Updates to Shire Website to ensure Fire &
Emergency Service information is easily accessible.
Due to prevailing bush fire risk, prohibited burning
period extended by two weeks. NEWROC
emergency management day includes briefing and
discussion on climate change impacts on NEWROC
communities.

Promotion of firebreak, total fire ban and harvest
and movement ban requirements completed.

Final audit visit undertaken in Aug/Sept. Quarterly
report update on actions taken in regard to the FMR
report.

Interim Audit undertaken in May. Action Plan for
improvements identified in Moore Australia FM &
Reg 17 Review to be tabled at Audit Committee and
Council Meetings in June.

Unqualified (‘clean’) 2021/22 external audit
completed Dec 2022.

Continued improvement opportunities identified and
implemented as staff work through the FMR Report
and recommended actions.

Utilising OAG reports and recommendations
(Verifying Employee Identity & Credentials) during
procedure and policy creation.

OAG management letter items referred to Shire
administration Dec 2022. 2022 DLGSC Compliance
Audit Return to 22/03/2023 Audit and Council
meetings.

Community Engagement Charters are being
considered as part of the Local Government Act
Reform. The first tranche included a number of
important non-electoral changes, some of which
are to be implemented on proclamation, but
most require the development of regulations
and guidance materials before being
implemented. These regulations and materials
will be created via consultation with the local
government sector. Most of these reforms will
not be ready for implementation until 2024.
Creation and implementation of a
comprehensive "Councillor Induction Program"
for new Councillors.

Elected Members attended the 2023 WALGA
Convention in September.

Continuing Professional Development for Elected
Members has been endorsed by the Policy Review
Committee and Council in June 2023.

Allocation in the 2023/24 Budget for Staff training.
Staff Training opportunities identified during annual
performance reviews.






COMMUNITY PRIORITIES

4.3 - Forward planning and
delivery of services and facilities
that achieve strategic priorities.

COUNCIL ACTIONS

4.2.2 - Progress ‘Team Koorda’ initiative. (e.g.
Workforce Plan)

4.3.1 - Actively participate in regional
collaboration initiatives. (e.g. NEWROC regional
subsidiary)

4.3.2 - Regularly report on progress of strategic
plan initiatives using a quarterly score card.

SIS

Ongoing

Ongoing

Ongoing

COMMENTS

Introduction of monthly "Crewsletter" in
September which goes to all staff members.
Staff encouraged to send in any topics they
would like considered/project highlights to be
included. Monthly updates on Council Decision,
upcoming events and other important
information.

Staff Meeting held in August to go through new
Employee Code of Conduct and Employee Policy
creation and implementation.

Majority of staff participated in corporate skin cancer
screening program on 14/03/2023. From 01/01/2023
Shire now under WA Industrial Relations system.
Continued attendance at NEWROC Council &
Executive Meetings and Quarterly GECZ
Meetings.

NEWROC Regional Subsidiary still a work in
proaress.

Quarterly reports tabled at Audit and Council
Meetings, and following endorsement advertised
in the Narkal Notes and on the Shire Website.






Workforce Plan 2022

Current Review: 10/23 - 12/23 (Update for review period shown in bold text below)

Next Review Due: 01/24 - 03/24

1 - Attracting and selecting the

1.1 - Develop an employment brand for the Shire

Hight people e DCEO v Completed 2021/2022.
1.2 - Provide er)flltJIe work arrangements and EMT i Flexible arrangements in place
promote the positive workplace.
1.3 - Develop an appropriate induction and EMT & v N B e el ne 2l e s
orientation process. Payroll )
2 - Developing a flexible, 2.1 - Encourage employees to identify professional| EMT & all J Part of annual performance reviews completed July
innovative and capable workforce |development and training opportunities. employees 2022
Any improvements that have been identified in the
FMR report will be looked into to improve
2.2 - Continually review and upgrade finance and DCEO & Efgvcvl?izgsje T T TS [ T
administration systems to improve performance. Finance well. will moni¥0r Audit Report and
recommendations to determine if any improved
modules are required in the future.
2.3 - Encourage all staff to contribute to a EMT & all Code of Conduct adopted. To continue
workplace culture that values safety and 50% encouraging staff to contribute to workplace culture
eliminates workplace injuries. employees in regard to workplace health and safety.
3 - Retaining and engaging our 3.1 - Provide opportunities for staff to act in other
) . EMT v
valued workforce roles that will support their development.
Introduction of monthly "Crewsletter” in
September which goes to all staff members.
Staff encouraged to send in any topics they
would like considered/project highlights to be
3.2 - Foster and value openness by encouraging EMT & all J included. Monthly updates on Council Decision,
effective communication throughout the shire. employees upcoming events and other important
information.
Employee Code of Conduct workshop help with
staff 24 July 2023 to understand the changes to the
new Code of Condict adonted 1 Julv 2023
_3.3 - Review cqrrent megtlng structure and EMT Not Started
introduce meetings that improve performance.
3.4 - Encourage participation in whole of EMT & all v Well attended and successful (based on comments
organisation social activities. employees received) Christmas function on 02/12/2022.
Updated performance review templates used
3.5 - Review our performance management for 2023 reviews. To monitor templates to
framework and create a simplified performance EMT & N ensure they remain relevant to employees
review process that aligns to our strategic Payroll positions.
objectives. WALGA templates being considered by EMT early
2023I Code of Cond d d |
. ; Employee Code of Conduct adopted 1 July
4 Developlng. astrategic 2023. Staff workshop held in August to go
workforce for improved 4.1 - Develop an Employee Code of Conduct. EMT v through the Code of Conduct and new
performance Emplovee Secondary Emplovment Policy.
422 = DISYEIED [OSIe-CEe] T BEeI) fiet Being considered as part of Council's policy review
includes job task instructions, key contacts, and a EMT Not Started .
calendar. project
4.3 - Develop succession plans for key roles. EMT 25% zigith\:ijinrﬁIoeqsrzsgi:ppmntments have attracted
HR forms have undergone a brand refresh
aligning with WALGA templates to ensure
consistency and relevancy.
Being considered as part of Council's policy review
a- A EMT project. Policy manual split up to separate "Council"
feiou?fngl?c%gc;:g?&Tgxrseu:e of human Payroﬁ 50% and "Organisational/Staff" policies. Once the

Council Policy Review is complete, staff will
undertake a review of the Organisation/Staff Policy
Manual and use OAG Reports/Recommendations
and WALGA Policy templates to ensure current
policies are contemporarv and compliant.
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Changes since last reporting period

6.2.14 - Appointment of Acting Chief Executive Officer Policy E5.8

Almost Complete > Completed

6.2.3 - Public Question Time Policy No: A22

Almost Complete > Completed

8.2.1 - Risk Register

Commenced > Completed

6.2.13 - Policy Publication

Commenced > Completed

7.2.1 - Risk Management Procedures

Commenced > Completed

7.2.2 - Operational Procedures

Commenced - Completed

7.2.4 - ICT Risk Evaluation

- Completed

7.2.5 - Access to Shire Facilities

Commenced > Completed

7.2.6 - Segregation of Duties and Internal Controls

Commenced > Completed

8.1.1 - Council and Committee Minutes

8.1.2 - Council and Audit Risk Committee

Almost Complete > Completed
VEHBIGOMHEREE > Complete

8.2.3 - Register of Hazardous Materials

Almost Complete -> Completed

8.2.6 - Swimming Pool Inspection Register

Almost Complete - Completed

8.6.1 - Audit Regulation 17 Review

Commenced > Completed

8.6.2 - Financial Management Review

Commenced > Completed

YEliOIComMeEnee > Commenced->Almost Complete->Completed
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6.2.6 - Payments To Councillors Policy No: C3

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Elected Member Entitlements Policy updated and endorsed by Policy Committee 17/04/23.

DCEO Yes Yes 17/04/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623 and practices updated.

Context of Purpose/Goal Risk Number

Report Section Component
assessment

Policy to outline the support that will be provided to council members

Entity Wide 6.2 Payments To Councillors Policy No: C3 through the provision of equipment, payment of allowances, 6.2.6
reimbursement of expenses incurred.

Operational Combined Risk
Consequences Consequence Category

Feb-23 Likely Moderate Moderate Moderate High

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Prioritised action

required

Risk Issue and Failure Modes Risk Identified | Mitigation and Management Strategy (Possible Future Controls)

. - . . . Review and update the policy, ensuring alignment is maintained with the
The policy sets out an allowance in lieu of reimbursement for information : . L N ;
. . . Invalid or Ineffective provisions of the most recent determination published by the SAT.

technology expenses. The amount set by the policy does not align with the ; ) ; S RN . .

. . X . Policy, Compliance Consider limiting the level of detail within the policy to support the review
amount set at the most recent review by Council, and does not align with the
i Breach of allowances, fees and payments to elected members as resolved by
allowances paid to elected members for ICT expenses. Council annually
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6.2.10 - Purchasing Policy No: F16

Date Action
Taken

Responsible

Completed -

Yes/No Action Taken

Officer

Comment

DCEO Yes Yes 12/06/2023

Outdated policy supplied during review process.
The updated Purchasing Policy which was adopted 16/09/22 included contract variations as
per point two in the “Mitigation and Management Strategy.”

An updated Purchasing Policy Draft was endorsed by Policy Committee 12/06/23.
To be tabled at Council on 28/06/23.
Policy adopted as per RES 120623 and practices updated.

Context of

Report Section

Component

Purpose/Goal Risk Number

assessment

Entity Wide 6.2 Purchasing Policy No: F16

Policy providing a best practice approach and procedures for purchasing.
Ensure consistency for all purchasing activities that integrates with all
operational areas.

Requires compliance with the Local Government Act 1995 and Local
Government (Functions and General) Regulations 1996.

6.2.10

Date of initial risk

Likelihood Strategic Consequences

identification

Risk
Category

Combined
Consequence

Operational

Action Required
Consequences

Feb-23 Likely Moderate

Prioritised action

Moderate )
required

Moderate High

Risk Issue and Failure Modes
Authorisation for a sole source of supply arrangement considered under the
policy is not defined.
The policy provides some direction regarding contract variations and
extensions, however provides limited guidance where associated price
changes change the purchase value threshold. The policy should ensure
appropriate controls exist to minimise opportunities to circumvent purchasing
threshold requirements through application of variations and extensions.
Purchasing requirements for procurement of goods or services in accordance
with the exemptions under Local Government (Functions and General)
Regulations 1996 Regulation 11(2), are not consistent within the policy. The
CEO is required to ensure controls exist for all purchases including those
made using these exemptions. It is noted the practice of testing the market
through sourcing multiple quotations when using the exemptions is often
occurring, and the policy should be updated to reflect the expectation and
requirement, regardless of whether the quotations are being sought from pre-
qualified suppliers, WALGA Preferred Supply Contracts or other suppliers.
The policy makes reference to pre-qualified suppliers and instances where
pre-qualified suppliers are to be given priority for purchasing activities. This

Failure to identify risks

Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Amend the policy to provide the following:

» Amend policy to require CEO approval under sole source of supply
arrangements, and to reference the risks and control environment where
considering these arrangements.

» Consideration to purchasing requirements for the issuing of contract
variations and extensions should be included to circumstances where the
contract value increase over a policy threshold level, due to the variation
or extension.

* Amend purchasing requirements for procurement of goods or services to
be consistent regardless of where the quotations are being sought from,
including those made under the exemptions under Local Government
(Functions and General) Regulations 1996 Regulation 11(2).

« If a separate prequalified supplier policy is not intended to be developed
and adopted, references to pre-qualified suppliers should be removed
from the policy to avoid confusion and non compliance in executing policy
requirements.

* Publish the current, up to date purchasing policy on the official local
government website as required by legislation.

or adequately treat
risks, Invalid or
Ineffective Policy

Shire of Koorda Action Plan: FM & Reg 17 Review 2023
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may cause confusion for users of the policy. The Shire do not have a policy
relating to pre-qualified suppliers, and entering into such an arrangement
may not comply with legislation.

The current policy is not published on the official local government website as
required by legislation.

Shire of Koorda Action Plan: FM & Reg 17 Review 2023 Page 5





6.2.14 - Appointment of Acting Chief Executive Officer Policy E5.8

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

New draft policy to incorporate recommendations. To be endorsed by policy review
committee before going to Council for adoption.

e = = 18/10/2023 An updated Purchasing Policy Draft was endorsed by Policy Committee 18/10/23.

Tabled at Council on 18/10/23.
Policy adopted as per RES 171023.

Purpose/Goal

Context of

Risk Number
assessment

Report Section Component

Policy to provide for the appointment of a suitably qualified Acting CEO
during limited absences of the Chief Executive Officer, in accordance with 6.2.14
the provisions of the Local Government Act 1995.

Appointment of Acting Chief Executive

Entity Wide 6.2 Officer Policy E5.8

Operational Combined Risk
Consequences Consequence Category

Date of initial risk
identification

Feb-23 Likely Moderate Moderate Moderate High

Likelihood Strategic Consequences Action Required

Prioritised action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strate Possible Future Controls
The current policy provides for the appointment of an Acting CEO for period
not exceeding six weeks. It does not address the following matters as
required by legislation:
’ Scopg to determme Sl qughﬂed bersons to.act as CEQ; . Invalid or Ineffective Review and update the policy to sufficiently address compliance with
» Requirements in the event appointment of an Acting CEO will be required to . . . .

. Policy, Compliance section 5.39C of the Local Government Act 1995 and publish on the
exceed a term of four weeks; and - ;
Breach Shire’s website.

» The amount of remuneration to be paid to an Acting CEO is not detailed
within this policy. This presents a risk of legislative non-compliance due to a
payment to an acting CEO not being in line with the salary bands set by the
Salaries and Allowances Tribunal (SAT).
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812118 - Ongoing Elected Member Professional Development Policy

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Continuing Professional Development Policy was endorsed by Policy Committee 12/06/23.
DCEO Yes Yes 12/06/2023 To be tabled at Council on 28/06/23.
Policy adopted as per RES 120623 and practices updated.

Context of Purpose/Goal Risk Number
assessment

Report Section Component

A policy to ensure equitable access to ongoing professional development

Entity Wide 6.2 Ongoing Elected Member Professional and training opportunities to enable elected members to fulfil their function 6.2.19
y ' Development Policy and perform the duties required of them under the Local Government Act o
1995.

Operational Combined Risk
Consequences Consequence Category

Date of initial risk
identification

Action Required

Likelihood Strategic Consequences

Prioritised action

Feb-23 Likely Moderate Moderate Moderate High .
required
Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
At the time of our review, no policy on Ongoing Elected Member Professional Invz_illd or Ineff_ectlve Develop and adopt a poll_cy for O_ngomg Elected Member Professional
Development had been adopted by Council Policy, Compliance Development to comply with section 5.128 of the Local Government Act
' Breach 1995. Publish the policy on the Shire’s website as required.
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7.1.1 - Code of Conduct for Employees, Volunteers and Contractors

Responsible

Completed -

Action Taken

Date Action

Comment

Officer

Yes/No

Taken

17/03/2021 -
Elected Member
Code of Conduct

* The current version of the code of conduct for council members, committee members
and candidates (as adopted by Council on 17 March 2021 as per Resolution No.
160321) was published to the Shire's website on 30 March 2023 and may be accessed
on the Shire's website at https://www.koorda.wa.gov.au/council/council-policies-and-
procedures/code-of-conduct.aspx
*» The preparation and implementation of an interim code of conduct to be observed by
employees of the local government was completed on 30 March 2023 as evidenced
by the attached copy of an email sent to all Shire employees.

No - Employee 30/03/2023 - . . .
Employee Code of In addition, a copy of the Interim Shire of Koorda Code of Conduct for Employees was
Code of Conduct ploy _ -
il b2 serslE e Conduct published on 30 March 2023 accessible at
CEO piet Yes https://www.koorda.wa.gov.au/documents/20230/shire-of-koorda-interim-code-of-conduct-
once consultation
eriod finishes on 18/07/2023 - employees
: 30 June 2023 Email confirming The adoption of an interim Shire of Koorda Code of Conduct for Employees (the Code)
' adoption of was in the interests of fairness, transparency and particularly clauses 1.4 (Our Values)
Employee Code and 1.5 (Our Commitment to Each Other and Our Community) of the Code, on a 3-
Sf ICOZd‘éCt' month basis (i.e., to 30 June 2023) to allow for employee consultation, comment, any
I\)N?ags?te to amendment and leading to adoption (and subsequent website publication) of a final

version from 1 July 2023.

Email sent to all employees with adopted “Code of Conduct - Employees” on
18/07/2023 with draft operational policy “E - Employee Secondary Employment”

Purpose/Goal

Context of
assessment

Entity Wide 7.1

Risk Number

Report Section Component

To provide guidance to employees, of enforceable rules and requirements 711
as prescribed in relevant legislation. o

Code of Conduct for Employees,
Volunteers and Contractors

Combined Risk
Consequence Category

Moderate High

Operational
Consequences

Date of initial risk
identification

Feb-23 Likely Moderate

Action Required

Likelihood Strategic Consequences

Prioritised action

Moderate :
required

Mitigation and Management Strategy (Possible Future Controls)
Develop a new Code of Conduct for employees and contractors as
required by legislation and undertake a re-induction with all employees.
Ensure the updated Code of Conduct is published on the official local
government website as required by section 5.51A of the Local
Government Act 1995.

Risk Identified \

Risk Issue and Failure Modes
Regulations gazetted on the 3 February 2021 introduced minimum
requirements for an Employee Code of Conduct and introduced a model
Code of Conduct for Council Members. At the time of our review, the Code of
Conduct for Employees had not been developed as required (by 3 May
2021), with the existing Code of Conduct still being utilised for employees.

Failure to identify risks
or adequately treat
identified risks.
Compliance breach
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Il - (CT Strategic Plan

Responsible Completed - Date Action

Officer Yes/No el Vel Taken

Comment

To work with ICT Providers in drafting and implementing an ICT Strategic Plan.

Context of

Report Section Component
assessment

Purpose/Goal Risk Number

Entity Wide 7.1 ICT Strategic Plan

Plan to guide the future development and delivery of ICT services and

7.1.4

address the handling of ICT disaster recovery.

Date of initial risk Likelihood

identification Strategic Consequences

Operational
Consequences

Combined Risk

Consequence Category (BN REGUITEE

Feb-23 Likely Moderate

Moderate

Prioritised action

Moderate High required

Risk Issue and Failure Modes

An ICT Plan highlighting and addressing ICT risks and how they are to be
addressed was not available for inspection.

Presently a single consultant is engaged to provide IT support services and
advice regarding security, etc. A high level of risk exists by engaging a single
entity to provide all IT services.

Risk Identified

Lack of strategic
direction for
implementation of
internal controls.

\ Mitigation and Management Strategy (Possible Future Controls)

Develop an ICT Strategic Plan, identifying and documenting key ICT risks,
along with the treatments to reduce the risk to an acceptable level.
Utilise the strategy to assist in considering the risks of utilising one single
IT provider, and to assist in developing a scope to articulate service level
agreements for a range of IT services to be potentially issued to different
providers.

Consider implementation of routine review and verification of skills,

competencies, qualifications and experience for IT service providers.
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7.2.1 - Risk Management Procedures

Responsible Completed - . Date Action
Officer Yes/No (RN TELE Taken el
Egll'gy - Zﬁ/ ?16/ 23 New Risk Management Policy to be adopted by Council 28/06/23.
EMT Yes Yes > i’}’gg /§3°p " | Following Risk Register Workshop facilitated by LGIS on 21/09/2023, a Risk Management

Strategy Strategy is to be tabled at the Audit & Risk Committee Meeting held 18/12/2023.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Procedures and practices to set out a uniform approach to the
Entity Wide 7.2 Risk Management Procedures identification, assessment, management, reporting and monitoring of 7.2.1
risks.

Date of initial risk e Operational Combined Risk
" e Likelihood
identification Consequences Consequence Category
Prioritised action

Feb-23 Likely Moderate Moderate Moderate High .
required

Strategic Consequences Action Required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Risk management procedures be updated, and a process developed in
accordance with any update to the risk management policy to ensure
procedures align to the policy.

Communicate throughout the organisation any updates to risk
management procedures and processes to assist with routine and
consistent applications in accordance with adopted policy. A key function

Risk management activities currently undertaken are largely undocumented
with existing procedures based on a superseded risk management standard.
These activities are sometimes performed independently within individual

departments which may not align with desired risk management practices of the Audit and Risk Committee should be to review updates to risk
reports, as well as to monitor and evaluate risks, particularly where

changes occur. Risk reports and updates should be routinely reported and
reviewed by the Audit and Risk Committee.

Failure to identify risks
or adequately treat
risks
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7.2.12 - Electronic Banking Transactions

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Further procedures have been created to ensure compliance with the 15-minute window
between audit trail production and ABA upload to the bank.
Additional receipt printed from banking transaction to show time stamps to marry up with the
audit trial creation.

DCEO Yes Yes 15/06/2023

Context of
assessment

Purpose/Goal Risk Number

Report Section Component

Process to reduce opportunity for fraudulent activity with electronic

banking. 1.2.12

Entity Wide 7.2 Electronic Banking Transactions

Risk
Category

Combined
Consequence

Date of initial risk
identification

Feb-23

Operational
Consequences

Likelihood Strategic Consequences Action Required

Prioritised action
required

Moderate Moderate Moderate

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls

We noted access to the ABA file from the time of generation to the time of N . . . . .
. : ; o e . Improve controls to minimise the risk of electronic banking details being
upload to the bank is not adequately restricted, with a limited verification Breakdown of internal : R
L o 8 : fraudulently manipulated through secure storage of ABA banking files.
process undertaken to ensure the ABA file is unmodified when uploaded to controls, financial and . . .
. . . . : : Controls should exist to restrict access to these files, and to detect and
the bank. This presents a risk where fraudulent manipulation of the ABA file fraud risk . :
may oceur prevent any unauthorised changes being made.
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7.2.13 - Changes to Banking Details

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Creditor Update and Application Form has been amended to include a call back to confirm
bank details for new suppliers, and for any updates, a call back using phone details on

DCEO & Finance record.
Officers Yes Yes 01/05/2023 Audit Trails are produced with each creditor pay run to confirm details of any changes and is
reviewed by two officers.

The DCEO produces an audit trail on a monthly basis as per end of month processes and
verifies changes and details.

CEMEL 0f Report Section Component FUITERERHECEY Risk Number
assessment
Entity Wide 7.2 Changes to Banking Details Controls to validate banking change requests. 7.2.13
D"’?te °f.”_““<”?' 1535 Likelihood Strategic Consequences OlpElElEiE] Co 172 NS Action Required
identification Consequences Consequence Category
Feb-23 Likely Moderate Moderate Moderate High Prlorltlse_d I
required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Formal procedures relating to changes to banking details for employees
. and creditors should be updated to ensure sufficient controls exist in both
Breakdown of internal o o
controls substantiating the change request and the changes performed within the
. o . . Shire’s ERP system. Review and update procedures to ensure the
We identified weaknesses in the formal procedure to change employee and Controls reliant on the . - .
. : : L . . . following matters are appropriately considered, documented and controls
supplier banking details due to some limitations to segregation of duties. capability and honesty are adequate 1o:
of staff, financial and . q ' . .
fraud risk « Validate the change request and its origin;
* Authority exists for the change request; and
+ Validate and control the changes once completed.
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7.2.18 - Security Controls for Cash Handling

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Cash handling procedures to be written.
As per the planned Risk Workshop with LGIS, cash handling will be identified in the register
for solutions to reduce/mitigate any likely risks.
A draft Risk Management Strategy will be recommended for adoption to determine the
likelihood, consequences and risk of various Council activities to assist staff in determine the
correct level or risk management per activity.

Context of Purpose/Goal Risk Number

Report Section Component
assessment
Entity Wide 7.2 Security Controls for Cash Handling Procedures and systems for the handling of cash at Shire facilities. 7.2.18

Date of initial risk T . Operational Combined Risk
. e Likelihood Strategic Consequences
identification Consequences Consequence Category
Prioritised action

Feb-23 Likely Moderate Moderate Moderate High .
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Breakdown of Internal Ensure access to any cash held is restricted only to authorised personnel

Security controls for cash held at various facilities are considered inadequate. | Controls, Failure to through secure storage. Implement appropriate documented procedures
Controls are not consistently documented to ensure appropriate review and identify risks or and controls for cash maintained by staff and / or third parties (such as

Action Required

authorisation processes occur in relation to the management and handling of | adequately treat contractors). Processes should also include reference to insured amounts
cash by staff and contractors. identified risks, relating to cash, to ensure adequate insurance levels are maintained
financial and fraud risk relating to cash.
Page 13
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7.2.24 - Record Keeping Practices

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken
DCEO & Records

As part of the Policy Review, a review/update of the Record Keeping Policy will be
undertaken and will flow through to the creation of admin procedures.

Context of Purpose/Goal

assessment

Risk Number

Report Section Component

To demonstrate compliance of record keeping systems and practices with

L : 7.2.24
legislative requirements.

Entity Wide 7.2 Record Keeping Practices

Operational Combined Risk
Consequences Consequence Category

Feb-23 Likely Moderate Moderate Moderate High

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Prioritised action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Staff representations indicate electronic records are stored in various
locations such as shared drives, rather than the Shire’s electronic document
and records management system (EDRMS). Where compliance with required
record keeping controls is low, information may become compromised where
deletions, loss and compromised security or confidentiality of records may
occur. Review, update and communicate procedures for the record keeping

practices and enforce individual accountability for compliance with
established procedures.
Where compromised controls relate to software errors, enforcement of
contract obligations and service delivery should be undertaken as a
minimum. If the Shire’s EDRMS is not correctly generating record

Based on our enquiries with staff, no regular refresher training for the use of
the records system is currently in place to support and direct staff to the
appropriate procedures to save records in accordance with the Shire’s record
keeping plans and policies. This may increase risks associated with
compliance with required record keeping controls. Where compliance with
required controls is low, information may become compromised in that disposals, urgent consideration should be given to alternative programs or
deletions, loss and compromised security or confidentiality of records may controls to provide an appropriate level of review to detect errors and
occur. ensure compliance with disposal of vital records.

Control procedures within the EDRMS relating to record preservation and
disposal of records are considered inadequate. Current controls are heavily
reliant on staff awareness of errors within the EDRMS generated disposal
dates, and application of manual system override and review to manage
compliance.

Breakdown of internal
controls, Failure to
identify risks or
adequately treat
identified risks,
compliance breach
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7.3.1 - Employee Identity and Credentials

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

WALGA & OAG templates used to create Shire of Koorda new employee forms.

OAG & WALGA Guidelines downloaded.
DCEO & Payroll Yes Yes 01/07/2023 DCEO & Payroll Officer working to create new induction forms and checklists to ensure
verification undertaken with new employees.

Areas identified as part of Workforce Plan 2022-2025 (1.3, 4.2 & 4.4)

Purpose/Goal

Context of
assessment

Risk Number

Report Section Component

Systems and controls for screening of new employees and monitoring
Entity Wide 7.3 Employee Identity and Credentials existing employees for changes in their circumstances which may impact | 7.3.1
their employment.

Operational Combined Risk
Consequences Consequence Category

Feb-23 Likely Moderate Moderate Moderate High

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Prioritised action

required
Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
Breakdown of internal . I . -
. o . o . Develop, implement and maintain appropriate policies and procedures to
Practices and procedures for verifying employee identity, right to work in controls . o . .
. e . o . reduce the risk of unqualified or unsuitable staff being employed by the
Australia, verification of employment history and qualifications are not Controls reliant on the S i . . , X
. . - Shire, in line with the Western Australian Auditor General’'s Report in June
consistently applied or documented. capability and honesty . o . .
of staff 2019 relating to Verifying Employee Identity and Credentials.
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Il - Contracts Register

Responsible Completed - Date Action

Officer Yes/No e Vel Taken

Comment

To explore contract registers and look at creating a register to track current contracts.

Context of

Report Section Component
assessment

Purpose/Goal Risk Number

Entity Wide 8.2 Contracts Register

Provide a record of contracts entered into by the Shire. 8.2.2

DEMS if [T (118 Likelihood Strategic Consequences

Operational

Combined Risk Action Required

identification
Feb-23 Likely Moderate

Consequences

Moderate

Consequence Category

Moderate High Prioritised action

required

Risk Issue and Failure Modes

A contracts register was not available for our inspection detailing the status of
contracts held by the Shire.

Risk Identified

Failure to identify risks

or adequately treat
identified risks.
Controls reliant on
capability and honesty
of staff.

Possible Future Controls

Maintain a register to record details of all contracts (current and expired)
and their status in a form to assist with ensuring contracts are monitored
and actioned as required and reflecting the value of the contracts.
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8124 - Financial Interest Register

Responsible Completed - Date Action

Officer Yes/No e Vel Taken CaarirE

Noted. Section highlighted to ensure it is not missed on form in the future.
WALGA procedure template downloaded and will be followed for annual returns, and any
CEO/ DCEO/ ves Yes 01/06/203 primary returns required following the upcoming Council Election and delegation changes.
Governance
All details entered properly and checked prior to acknowledgement for returns

received for the period ending 30 June 2023.

Context of Purpose/Goal

Report Section Component Risk Number

assessment

Records details required under the Act relating to financial circumstances

8.2.4
of relevant persons.

Entity Wide 8.2 Financial Interest Register

Date of initial risk T . Operational Combined Risk
. e Likelihood Strategic Consequences
identification Consequences Consequence Category

Feb-23 Likely Moderate Moderate Moderate High

Action Required

Prioritised action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)

We noted primary returns were completed for three relevant persons where Breakdown of internal .

. ; . Establish procedures to ensure all returns are properly completed at the
the returns did not record start dates. We were unable to verify the returns controls, Compliance time of providing acknowledaement of receint of the returns
have been completed within three months of the documented start date. breach P 9 g P '
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8.2.5 - Delegation Register

Responsible

Completed - .
Yes/No Action Taken

Officer Taken

Date Action

Comment

CEO Yes Yes

17/05/2023

Delegations register was adopted by Council on 17/05/2023 as per Resolution 090523.

Letters issued to staff regarding delegations. Delegation Register report included in

Councillor Information Report presented to Council following Council Meetings.

Context of

Report Section
assessment

Component

Purpose/Goal

Risk Number

Entity Wide 8.2 Delegation Register

Statutory register of delegations of authority.

8.2.5

Date of initial risk

identification Likelihood

Strategic Consequences

Operational
Consequences

Risk
Category

Combined

Action Required
Consequence

Feb-23 Likely Moderate

Moderate

Prioritised action

Moderate )
required

High

Risk Issue and Failure Modes
The review/amendment history recorded within the delegations register has
not been updated to note most recent reviews.
Our testing identified a number of issues with several delegations. We noted
common occurrences where:
» The delegation is suitable for ‘acting through’;
* The delegation replicates existing policies (and detail within each may
cause conflict between the delegation and the policy);
» The delegation is not a decision or power of Council; and
*» The delegation contains information not aligned with relevant current
legislation.
Several CEO sub delegations are included to an officer. The individual
currently performing the duties noted within the delegation is contracted, and
is not an employee of the Shire, therefore cannot be delegated authority the
Local Government Act 1995.
The formatting and presentation of delegations is inconsistent and presented
in alternative formats for some delegations. Maintaining a consistent format
across all delegations allows for better controls for their review and
maintenance.

Risk Identified

Breakdown of internal
controls, Failure to
identify risks or
adequately treat
identified risks. Invalid
Delegation

Mitigation and Management Strategy (Possible Future Controls)

Following review of Delegations by Council, update the latest ‘history’ date
on each delegation to provide an accurate record of when the delegation
was reviewed, amended and adopted.

Review and update the delegations register to ensure delegations are
appropriate and consistent with relevant legislation. Amend and update to
ensure delegation and policy limitations are aligned. Systems and
procedures should be in place to ensure consistent alignment to policies
and other external references is achieved during reviews.

Review the register of delegations to ensure all delegations made to the
CEO and employees are correctly recorded as required by section 5.46(1)
of the Local Government Act 1995.

Review and amend delegations to maintain a consistent format and
structure across all delegations.
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61211 - Policy Change and Review Policy No: A15

Responsible Completed - Date Action

Officer Yes/No e Vel Taken CaarirE

Policy Change and Review Policy endorsed by Policy Committee 12/06/2023.

DCEO Yes Yes 12/06/2023 To be tabled at Council on 28/06/2023.

Policy adopted as per RES 120623.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 Policy Change and Review Policy No:

AL5 Routine review of Policies to help ensure they remain current. 6.2.1

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Following review of policies by Council, continue to maintain document
Policies are required to be reviewed biennially by Council, following each Invalid or Ineffective control history on the policy to provide evidence and an accurate record of
ordinary local government election, to help ensure they remain current. The Policy, Compliance when the policy was reviewed, amended and adopted. Review systems
policy manual has not undergone a review as required. Breach and processes to ensure policy reviews occur as set out by the policy, and

to maintain compliance with legislation for specific policies as required.
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81212 - CEO Performance Review Policy No: A21

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

CEO Performance Review Policy endorsed by Policy Committee 17/04/23.

DCEO Yes Yes 17/04/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623.

Purpose/Goal Risk Number

Context of

Report Section Component
assessment

Framework to provide effective communication between an employee and
Entity Wide 6.2 CEO Performance Review Policy No: A21 | employer to measure performance, identify training needs and improve 6.2.2
effectiveness and efficiency in the workplace.

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Likelihood Strategic Consequences Action Required

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Linkages between the policy and adopted model standards relating to CEO

: - Invalid or Ineffective Review the policy to ensure alignment with adopted model standards.
performance reviews are not clear. It is noted the model standards were . : . . o o
. . . Policy, Compliance Alternatively, consider rescinding the policy if adopted model standards
adopted in March 2021, however the policy has not been updated to align . : .
Breach provide the required guidance.

with the adopted model standards.
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61218 - Public Question Time Policy No: A22

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Public Question time included in “Council Meeting System” Policy endorsed by Policy
DF:EO/ Pollc_y Yes Yes 18/10/2023 Committee and Council on 18/10/2023.
Review Committee

RES 171023.

Context of Purpose/Goal

Report Section Component Risk Number

assessment

Entity Wide 6.2 Public Question Time Policy No: A22 To provide a process which will address questions by the public in a timely 6.2.3

manner.

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
The process for public question time within the current policy (adopted 19 Invalid or Ineffective : . . _— .
July 2000) does not align with all requirements of the Shire's Standing Orders | Policy, Compliance CIZ S (e T el v thze0187h I Sl Qlrefs Lot LA
Local Law 2017. Breach ’
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6.2.4 - IT Equipment Including Tablets, Smart Phones and Computers Policy No: A44

Responsible Completed - Date Action

Action Taken

Officer Yes/No Taken el

Section 3.3 of Policy “Elected Member Entitlements” covers IT Equipment for Elected

Members. In regard to ICT, other FMR Actions are more specific to; Strategy, Disaster
Recovery, Security and Risk.

DCEO/ Policy As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
- : Yes Yes 28/06/2023 : . :
Review Committee incorporated as part of the Policy Review Progress.

As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review
Report will be considered when drafting policy amendments/changes.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 IT Equipment Including Tablets, Smart

Phones and Computers Policy No: A44 Policy to guide the future delivery of ICT services and equipment needs. 6.2.4

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
. - I LIS Review and update policy content to align to risks, and future needs of the
Policy content may be outdated and therefore not sufficient to address or adequately treat ., . .
. . : Shire’s ICT environment. Development of an ICT Strategic Plan may
current ICT risks. risks, Invalid or

Ineffective Policy assist to identify relevant policy inclusions.
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6.2.5 - Email Use Policy No: A45

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Internet, Email Usage and Access to IT System Policy endorsed by Policy Committee
17/04/23.
DCEO Yes Yes 17/04/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623.

Context of Purpose/Goal Risk Number

Report Section Component
assessment

To ensure that the Shire’s investment in computer hardware, software and
Entity Wide 6.2 Email Use Policy No: A45 services is used in the most productive manner to the greatest possible 6.2.5
benefit of the Shire.

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Review and update the policy to a more general ICT usage policy and
ensure all users agree to the usage terms and conditions. Systems and
controls may be required to monitor policy acknowledgement /
acceptance, and to integrate the policy into general operating procedures
and record keeping requirements.

Failure to identify risks
or adequately treat
risks, Invalid or
Ineffective Policy

Content of policy does not adequately consider current ICT risks and does
not adequately provide for acknowledgement or acceptance of conditions of
usage.
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6.2.7 - Investments Policy No: F1

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

DCEO/ Policy As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review Committee Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review
Report will be considered when drafting policy amendments/changes.

Policy mostly drafted for referral to Policy Review Committee.

Purpose/Goal Risk Number

Context of

Report Section Component
assessment

To adopt a prudent approach to investments, in full compliance with all

. 6.2.7
statutory requirements.

Entity Wide 6.2 Investments Policy No: F1

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Review and update the policy to provide for investments to align with
regulatory requirements, and to include appropriate considerations to

monitor and support control procedures required by Regulation 19 of the

Local Government (Financial Management) Regulations 1996.

Invalid or Ineffective
Policy, Compliance
Breach

The policy contains a reference to fair value accounting and asset valuations,
and it is unclear what alignment the statement has to investments.
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61218 - Asset Valuations in Accounts Policy No: No: F11

Responsible Completed - Date Action

Action Taken

Officer Yes/No Taken Comment
To propose rescind at Council on 28/06/2023

DCEO Yes Yes 28/06/2023
Policy rescinded as per RES 140623.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 Asset Valuations in Accounts Policy No: To ensure compliance with Fair Value Regulations while keeping costs at

No: F11 a minimum. B2

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Moderate Moderate

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strate Possible Future Controls
Formalisation of policies relating to asset accounting may result in a conflict
with the Australian Accounting Standards. To avoid conflict with the Invalid or Ineffective Consider rescinding the policy and adopt accounting policies annually
standards and legislation, the policy should not include legislative and Policy, Compliance

standards requirements and should enhance these requirements or provide a | Breach WU L SO SRl

policy decision where an accounting standard allows a policy choice.
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61218 - Review of Financial Management Systems Policy No: F15

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

To propose rescind at Council on 28/06/2023
DCEO Yes Yes 28/06/2023
Policy rescinded as per RES 140623.

Context of Purpose/Goal

Report Section Component Risk Number

assessment

Entity Wide 6.2

Review of Financial Management

Systems Policy No: F15 To keep abreast of technological change. 6.2.9

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Moderate Moderate

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
The policy statement provides for the CEO to negotiate with Council’s
auditors to review financial management systems every four years. The Invalid or Ineffective
review frequency required by legislation is every three years. To avoid Policy, Compliance Rescind the policy.

conflict with legislation the policy should not restate legislative requirements, | Breach
but rather should enhance these requirements.
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6.2.11 - Corporate Credit Card Use Policy No: F18

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Corporate Purchasing Card Policy endorsed by Policy Committee 12/06/23.

DCEO Yes Yes 12/06/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623

Purpose/Goal

Context of
assessment
Entity Wide 6.2 Corporate Credit Card Use Policy No: F18 | Policy to regulate the use of corporate credit cards issued to employees. 6.2.11

Report Section Component Risk Number

Operational Combined Risk
Consequences Consequence Category

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action

Feb-23 Possible Moderate Minor Moderate Medium :
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
The limit stated within the policy relating to the CEQO’s credit card does not Amend the policy to ensure alignment with current practices. When
align with the card limit noted during our testing. reviewing the policy, consider the required level of detail to be specified
Where appropriate invoices / receipts to support card transactions are not within the policy to address relevant identified risks.
available, the policy sets out how income tax credits are to be managed Failure to identify risks | Update the policy to include guidance to support purchases where a valid
relating to credit card transactions. The policy does not however set out how | or adequately treat tax invoice is not available. This should include appropriate consideration
those purchases are to be substantiated, reported, reviewed and authorised risks, Invalid or to identify the purchase and provide for robust control and review
where a valid tax invoice is not available. Ineffective Policy processes prior to payments being deducted through automated bank
The policy contains a specific reference to a set monthly bank / credit card payments.
charge. Detailed reference of this nature within the policy may result in the Review the policy to remove detailed references where appropriate, to
policy becoming outdated and non-compliant as changes to bank fees occur. minimise the risk of policy non-compliance and outdated references.
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812112 - Risk Management Policy No: R4

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Risk Management Policy endorsed by Policy Committee 12/06/23.

DCEO Yes Yes 12/06/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 Risk Management Policy No: R4 Policy to set out the Shire’s approach to articulate its commitment to Risk

Management. 6.2.12

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Failure to identify risks
The current policy is based on a superseded risk management standard AS/ | or adequately treat Develop and adopt a risk management policy to align to Risk
NZ ISO 31000:2009. risks, Invalid or Management Standard ISO 31000:2018.

Ineffective Policy
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6.2.13 - Policy Publication

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Have provided access to up to date policies of Council. Indexing of policies improved
and published on the website.
DCEO ves ves 28/06/2023 A new page on the Shire Website has been created for updated policies. Once the policies
are updated and adopted, they will be uploaded to the website as per the below link.
https://www.koorda.wa.gov.au/council/council-policies-and-procedures/policies.aspx

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 Policy Publication To provide access to current and consolidated policies of Council. 6.2.13

Date of initial risk T . Operational Combined Risk
. e Likelihood Strategic Consequences
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Some adopted policies are maintained individually in a folder on a shared
server drive, rather than in consolidated policy manual document. We also
noted not all policies of Council are published on the official local government | Invalid or Ineffective
website as required by legislation. Policy, Compliance
The formatting and presentation of policies is inconsistent and presented in Breach
alternative formats within different policies. Maintaining a consistent format
across all policies allows for better controls for their review and maintenance.

To provide access to up to date policies of Council, improve the indexing
of policies for better identification and access. Publish policies on the
Shire’s official website as required by regulation 29C (2)(c) of the Local
Government (Administration) Regulations 1996.

Review and amend policies to maintain a consistent format and structure
across all policies.
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6.2.15a - General Policy Actions

Responsible Completed - Date Action

Officer Yes/No el Vel Taken Sl

As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

DCEO/ Policy No Yes
Review Committee As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review

Report will be considered when drafting policy amendments/changes.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 General Policy Actions To set out parameters for the implementation of policies. 6.2.15a

Date of initial risk o . Operational Combined Risk
. O Likelihood Strategic Consequences
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
We noted the content of several council policies which may be operational in nature.
Council policies are not necessarily intended to provide direction on how different
operational functions are to be executed as these are the responsibility of the CEO.
Some policies where this may occur includes:
* A1 Administrative Structure;
* A2 Record Keeping;
» A12 Sexual Harassment;
» A32 Approval to the Use of Sale of Liquor;
» A34 Car Rallies;
» A36 Dog Control — Authorisations Under the Dog Act 1976;
» A43 Plant, Equipment and Vehicle Purchases;

- A44 IT Equipment Indluding tablets, smart phones and computers; Failure to identify _rlsks or Review and update _these policies to cons_,lder thg appropriate separatlgr) of the
« A45 Email use: adequately treat risks, roles of the council and the CEO. Consider review and update of policies to
’ . Invalid or Ineffective articulate the strategic direction of Council, particularly where legislation does not
* A46 Internet and WIFI/LAN use; . . N
Policy provide such direction.

» A48 Social Media Policy;

* B2 Bush Fire Prosecutions;

* B3 Bush Fire Courses;

» B4 Bush Fire Permits;

* B5 Fire Control Officers;

» B6 Harvesting Ban Officers;

» B7 Harvesting Ban Procedure;

» B9 Extension of Burning Periods;

» B10 Banning of Cooking and Campfires within the Shire of Koorda;
* B11 Bush Fire — Burning to Protect Dwellings;

» B12 Bush Fire Fighting Equipment — Financial Assistance;
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6.2.15b - General Policy Actions

Responsible Completed - Date Action

Officer Yes/No el Vel Taken Sl

As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

DCEO/ Policy No Yes
Review Committee As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review

Report will be considered when drafting policy amendments/changes.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 6.2 General Policy Actions To set out parameters for the implementation of policies. 6.2.15b

Date of initial risk o . Operational Combined Risk
. O Likelihood Strategic Consequences
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
We noted the content of several council policies which may be operational in nature.
Council policies are not necessarily intended to provide direction on how different
operational functions are to be executed as these are the responsibility of the CEO.
Some policies where this may occur includes:
* B13 Bush Fire — Roadside Burning;
* B14 Control of Fires — Forward Control Points;
» B15 Bush Fire Radio and Call Out Networks;
* C15 Annual Christmas Employee Functions;
* E1 Police Clearance Checks;
* E2 Medical Clearance Checks;

* E3 Employee Incentives; Failure to identify risks or Review and update these policies to consider the appropriate separation of the
* E4 Employee Use of Council Property; adequately treat risks, roles of the council and the CEO. Consider review and update of policies to

* E4a Employee Use of Council Property - DCEO/MoFA Administration Vehicle; Invalid or Ineffective articulate the strategic direction of Council, particularly where legislation does not
» E5 Leave — Outside Workforce; Policy provide such direction.

» E6 Gratuitous Payments to Employees;

* E7 Employee Annual Christmas Bonus;

» E8 Employee Terms and conditions;

* F2 Payments of Accounts;

* F12 Provision for Long Service Leave and Sick Leave;
* F14 Rates — Procedure of Collection;

» P3 Conditions of Hire to be acknowledged;

* P5 Swimming Pool Opening Times;

* P10 Playground Equipment;

* R1 Occupational Safety, Health and Welfare;
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6.2.15¢ - General Policy Actions

Responsible

Completed - Action Taken

Date Action

Comment

Officer Yes/No Taken

DCEO/ Policy

Review Committee N

Yes

As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review
Report will be considered when drafting policy amendments/changes.

Context of

Report Section Component

Purpose/Goal

Risk Number

assessment

Entity Wide 6.2 General Policy Actions

To set out parameters for the implementation of policies. 6.2.15¢c

Date of initial risk

identification Likelihood

Strategic Consequences

Consequences Consequence Category

Operational Combined Risk

Action Required

Feb-23 Possible Moderate

Planned action

Medium .
required

Minor Moderate

Risk Issue and Failure Modes
We noted the content of several council policies which may be operational in
nature. Council policies are not necessarily intended to provide direction on
how different operational functions are to be executed as these are the
responsibility of the CEO. Some policies where this may occur includes:
* R3 Injury Management and Rehabilitation;
« R5 Consultation and Communication;
* R7 Contractor Management;
* R8 Volunteer Management;
» S1 Safety and Health;
« S2 Personal Conduct;
» S3 Personal Protective Equipment;
» S4 Road Works;
S5 Plant and Equipment Responsibilities;
» S6 Use of Equipment;
» S7 Tree Pruning;
» S8 Drugs and Alcohol;
» W7 Private Works; and
» W8 Private Works — Service/Sporting Clubs.

Risk Identified

Mitigation and Management Strategy (Possible Future Controls)

Failure to identify risks
or adequately treat
risks, Invalid or
Ineffective Policy

Review and update these policies to consider the appropriate separation

of the roles of the council and the CEO. Consider review and update of

policies to articulate the strategic direction of Council, particularly where
legislation does not provide such direction.
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6.2.16a - Policy Reference to Legislation and External Information

Responsible Completed - Date Action

Action Taken

Comment

Officer Yes/No Taken

DCEO/ Policy No Yes

As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

Review Committee As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review
Report will be considered when drafting policy amendments/changes.

CEMEL 0f Report Section Component Rlipss Risk Number
assessment
Entity Wide 6.2 Policy Reference_to Legislation and To supp_ort the link between Council policy, legislation and other 6.2.16a
External Information information sources.

Date of initial risk

Operational Combined

RSiR Action Required

identification Likelihood Strategic Consequences

Feb-23 Possible Moderate Minor Moderate

Consequences Consequence Category

Planned action

Medium .
required

Risk Issue and Failure Modes

Risk

Mitigation and Management Strategy

We noted several policies contain specific detail relating to legislation and other external references, including:
» A2 Record Keeping;

* A13 Media Statements/Interviews;

» A14 Instruments of Delegation;

* A15 Policy Change and Review;

*« A21 CEO Performance Review;

* A24 Electors Meeting Date;

* A35 Permit Vehicle Approvals;

» A39 CEO to Enforce Act;

* A40 Exercise Powers Under Part 3;

» A47 Meeting attendance — CEO Matters;

» B8 Burning Periods;

» B9 Extension of Burning Periods;

* B15 Bush Fire Radio and Call Out Networks;

» C1 Councillor Information Requirements;

» E8 Employee Terms and conditions;

* F2 Payments of Accounts;

* F3 Amending the Rate Record;

* F9 Community Recreation Facilities Funding;

* F15 Review of Financial Management Systems;

* F16 Purchasing Policy;

This practice may result in conflict between the policy and legislation or guidance in the instance of a change in legislation, guidance, or
other external references. We noted a number of policy references are currently outdated in their current policy format.

Identified

Invalid or
Ineffective
Policy,
Compliance
Breach

(Possible Future Controls)

Update policies to remove specific and / or
detailed references to legislation and other
external references to assist with appropriate
alignment and consistency in Council
policies is maintained.
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81207 - Legislative Compliance Policy

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Legislative Compliance Policy endorsed by Policy Committee 12/06/23.

DCEO Yes Yes 12/06/2023 To be tabled at Council on 28/06/23.

Policy adopted as per RES 120623.

Purpose/Goal Risk Number

Context of

Report Section Component
assessment

A policy to evidence Council’s commitment to balancing the cost of
Entity Wide 6.2 Legislative Compliance Policy legislative compliance with the extent of compliance requirements, and its | 6.2.17
importance to the organisation.

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Likelihood Strategic Consequences Action Required

Planned action

required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Failure to identify risks
Currently, no policy on internal legislative compliance has been adopted by or adequately treat Development and adoption of a legislative compliance policy may help
Council. risks, Invalid or formalise Council’s commitment and approach to legislative compliance.

Ineffective Policy
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6.2.18 - Internal Control Policy

Responsible Completed - Action Taken Date Action

Officer Yes/No Taken el
As per Resolution 041122 from the November 2022 Council Meeting, this action item will be
incorporated as part of the Policy Review Progress.

DCEO/ Policy No Yes
Review Committee As Staff and Policy Review Committee are currently undertaking a full Policy Manual
Review, all policies will be looked at, and recommendations from the FM & Reg 17 Review

Report will be considered when drafting policy amendments/changes.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
A policy to evidence Council’s commitment to balancing the cost of
Entity Wide 6.2 Internal Control Policy internal controls with the extent of the control environment and their 6.2.18
importance to the organisation.

Date of initial risk
identification

Feb-23

Combined
Consequence

Risk
Category

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Moderate Moderate

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Failure to identify risks
or adequately treat
risks, Invalid or
Ineffective Policy

We suggest an internal control policy be formulated and adopted to
formalise Council’'s commitment and approach to internal controls, based
on a risk management process.

Currently, no policy on internal controls has been adopted by Council.
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Il - Business Continuity Disaster Recovery Plan

Responsible Completed - Date Action

Action Taken

Officer Yes/No Taken Cehulcls
Following the LGIS Risk Workshop and the development of a risk register, risk strategy and
risk ratings, the EMT will investigate a business continuity disaster recovery plan based off
the identified risks.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Entity Wide 71 Business Continuity Disaster Recovery Plan to facilitate organised decision-making in the event of a major

Plan incident impacting the Shire’s ability to continue normal operations. 1.2

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Moderate Moderate

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
A Business Continuity Plan was not available for our review. A Disaster Failure to adequately Deve!op a I_3usmess Continuity Plan to include business COI'I'FI!‘IUIty
S manage a business considerations other than ICT systems. The plan should facilitate
Recovery Plan has been developed, primarily focussed on ICT systems. . : . - L o . .
: . . disruption event organised decision making in the event of any major disruption impacting
Although ICT systems are an important element to business recovery in the . . L = . . 4 . o )
) . . T . Failure to identify risks the Shire’s ability to continue normal operations, with testing involving
event of a major business disruption, it is only one element to be considered - . e
o . - : or adequately treat relevant and key personnel to ensure validity of the identified risks and
within business continuity planning. . L
risks treatments within the plan.
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7.1.3 - ICT Disaster Recovery Plan

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

To work with IT providers, once the Risk Management Policy is adopted and risk ratings
have been set, to ensure plan is up to date and considers the current risks. Once updated,
investigate testing of the plan to ensure validity.

Context of
assessment
Entity Wide 7.1 ICT Disaster Recovery Plan Plan to address the handling of ICT disaster recovery. 7.1.3

Purpose/Goal Risk Number

Report Section Component

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
An ICT Disaster Recovery Plan has been prepared and was last reviewed in
August 2020. At the time of this review, the plan had not yet been tested.
The risk assessment within the plan identifies several risks. It is not evident
from the plan what risk management framework was utilised for the
assessment of the risks. Risk treatment plans to reduce risk levels are
considered in the plan, however there is no evidence to indicate that these
actions have been undertaken or progressed further.

Failure to adequately
manage a business
disruption event
Failure to identify risks
or adequately treat
risks

Review and update content of the Disaster Recovery Plan to ensure
relevancy and currency to the Shire. Maintain, review and test the plan to
ensure validity.

The plan should also align with the Shire's adopted risk management

policy.
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7.2.2 - Operational Procedures

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Fairly comprehensive procedures and checklists already exist for tasks and practices.
To review following policy review process to ensure compliance with policies and
delegations.

DCEO Yes Yes 01/07/2023
Operation procedures reviewed regularly/when tasks are being complete. To ensure
role continuity, new operational procedures are written to ensure all staff are able to
process enquiries/applications etc when key staff are away.

Context of Purpose/Goal Risk Number

Report Section Component

assessment
To provide direction to staff in the delivery of day-to-day operational tasks,
Functional 7.2 Operational Procedures as well as guidance for expected processes, systems, and controls to be 7.2.2
maintained.
Date °f.'f"“?' [ Likelihood Strategic Consequences CIEEmE] Comomed RIS Action Required
identification Consequences Consequence Category
Feb-23 Possible Moderate Minor Moderate Medium Plan_ned action
required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Undertake a review of existing operational procedures, and where
Procedures are not formalised for some key operational functions throughout required develop and implement additional procedures, to provide
the Shire. Workflow process diagrams and checklists may assist to create a Lack of strategic operational guidance aligned with adopted Council policies and legislation.
visual representation of a process, clearly identifying key points of control and | direction for Procedures should provide for activities not necessarily covered by
responsibility to be evidenced and independently reviewed. Where implementation of legislation to communicate expected standards to staff from management.
appropriate, these may be complemented by clearly articulated descriptive internal controls Development of documented procedures and checklists, and / or workflow
documented procedures. process diagrams may assist in clearly identifying controls and processes
to be followed.
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I - (CT Security

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

To investigate suppliers who can undertake a comprehensive and independent IT Security
review.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Procedures and practices to ensure the security of IT information, systems 723

Functional 7.2 ICT Security and data

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences
Planned action

required
Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Failure to identify risks Undertake a comprehensive independent IT security review, document
We noted limited controls in relation to the access to IT systems, including or adequately treat current policies and practices, and implement findings of the review. This
physical access to hardware. Some levels of permissions have been identified risks. review should be undertaken by those with the appropriate expertise,
established to control network access to software and data, however this is Controls reliant on the skills, qualifications and credentials. Consider implementation of routine
largely undocumented. capability and honesty review and verification of skills, competencies, qualifications and

of staff experience for IT service providers.
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7.2.4 - ICT Risk Evaluation

Responsible Completed - Date Action

Officer Yes/No e Vel Taken

Comment

EMT Yes Yes 21/09/2023

IT Risks identified and included in the Risk Register Workshop facilitated by LGIS on
21/09/2023. To work on any policies/procedures following on from identified risks and

identified areas of improvement.

Context of

Purpose/Goal Risk Number

Report Section Component

assessment

Functional 7.2 ICT Risk Evaluation

The evaluation of risk in the overall security policy, general ICT and

applications.

7.2.4

Date of initial risk
identification

Feb-23

Likelihood Strategic Consequences

Moderate

Operational
Consequences

Risk
Category

Combined
Consequence

Action Required

Planned action
required

Moderate

No formal evaluation process of the risks associated with the overall security
procedures, general ICT and application controls is in place. We also noted
formal risk treatment plans do not appear to be in place in relation to risks
associated with changes to the IT systems.

Risk Issue and Failure Modes

Risk Identified

Failure to identify risks

or adequately treat
identified risks.
Controls reliant on the
capability and honesty
of staff

Possible Future Controls

Develop evaluation systems and registers to evaluate, monitor and
resolve risks related to the Shire’s ICT environment. Controls should
appropriately manage changes to the ICT system to ensure continuous
and uninterrupted functionality of the ICT environment.

Shire of Koorda Action Plan: FM & Reg 17 Review 2023

Page 40






2215 - Access to Shire Facilities

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken
WSJ/CEO Yes Yes 13/11/2023

Depot Auto Gates installed inline with 2023/24 Budget. Self-closing to ensure restricted
access to Shire personnel.

Context of Purpose/Goal

assessment
Functional 7.2 Access to Shire Facilities Ensure access to Shire is restricted to only personnel who are authorised. | 7.2.5

Report Section Component Risk Number

Operational Combined Risk
Consequences Consequence Category

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action

Feb-23 Possible Moderate Minor Moderate Medium .
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Ensure adequate physical access security measures to prevent
unauthorised individuals from accessing facilities are appropriately
documented. Risks and their treatment plans should be recorded in a risk
register to communicate the risk, aligned to the Shire’s adopted risk
management policy and framework.

We noted limited physical access security measures to some Shire facilities.
The risk associated with this is not documented, measured or recorded
appropriately to verify whether treatment plans have reduced the perceived
level of risk to the Shire.

Failure to identify risks
or adequately treat
risks
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7.2.6 - Segregation of Duties and Internal Controls

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

As per recommendation to endorse an Internal Control Policy, and the Fraud and Corruption
Policy being tabled at Council on 28/06/2023, EMT will continue work on ensuring policies
and procedures are relevant and up to date to mitigate the risks with regard to segregation of

DCEO/CEO Yes Yes 01/07/2023 duties.

Internal processes have changed to segregation of duties to practices. To continue to
monitor to ensure segregation/reviews are taking place.

Context of
assessment

Purpose/Goal Risk Number

Report Section Component

Controls to minimise opportunities for collusion or fraud to occur, reduce
the risk of errors and improve oversight and compliance with adopted 7.2.6
policies and procedures.

Segregation of Duties and Internal

Functional 7.2 Controls

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk Likelihood

identification Action Required

Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Interventions should be available at various stages for a number of
operational functions, including routine independent reviews of controls to
ensure they are being observed and maintained as required. Where
resourcing constraints exist, other considerations should be applied such
as training and engaging officers within the organisation who may not
normally be involved in these processes, to assist with checks and
controls, or engaging independent parties to provide sufficient levels of
oversight. These controls should also be reflected in adopted policies and
approved procedures.

Breakdown of internal
controls, financial and
fraud risk. Failure to
identify risks or
adequately treat
identified risks.
Controls reliant on
capability of staff.

We note segregation of duties occurs for a number of key roles, however we
observed through our testing instances where resource constraints prevented
these controls being consistently applied. Where a single individual is
responsible for or involved in multiple stages of various processes, there is
an increased risk and opportunity for error or misconduct.
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7.2.7 - End of Month Processes

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

End of month processes are being prepared by the DCEO and reviewed by the CEO. To

EO/DCE N Y ) . . .
CEO/DCEOC ° €s implement a system to show evidence the reviews taking place.
SO O] Report Section Component REE Risk Number
assessment
Functional 79 End of Month Processes Processes for the completion of tasks and evidencing key points of 797
control.
Date °f.”_"“‘”_" 1518 Likelihood Strategic Consequences CEEmE] CambicEd RS Action Required
identification Consequences Consequence Category
Feb-23 Possible Moderate Minor Moderate Medium Planped action
required
Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Review of reports prepared each month is a useful mechanism to detect
. . Breakdown of internal and rectify errors or anomalies which may exist. It also provides an
End of month processes appear to exist and from staff representations are g . . .
. . - controls, Controls opportunity to ensure staff are performing and reporting duties as
routinely performed, however there was no evidence of procedures or review . S . . .
) S . . : reliant on capability of required. Management are strongly encouraged to continue with the
by an authorised officer independent of preparing/collating documentation. ;
staff. development of documented checklists and procedures to demonstrate
appropriate controls and reviews are in place.
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7218 - Outstanding Purchase Orders

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken
DCEO/Finance Yes Yes 01/05/2023

Part of end of month procedure to produce outstanding PO report and review and investigate
any anomalies.

Context of Purpose/Goal

assessment

Report Section Component Risk Number

Process to ensure invoices are being processed in a timely manner and in

accordance with the purchasing policy. .28

Functional 7.2 Outstanding Purchase Orders

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
We did not observe any formal procedures relating to the routine monitoring
of and clearance of outstanding purchase orders. Regular review of Breakdown of internal
outstanding purchase orders should be undertaken to assist with monitoring controls, financial risk
the value of and status of associated liabilities.

Update procedures to include review of the status of outstanding purchase
orders as part of end of month processes. Ensure any controls developed
are routinely and consistently applied.
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7.2.9 - Procurement

Responsible Completed - Date Action

Officer Yes/No e Vel Taken CaarirE

It is anticipated this item will be resolved as a flow on from the updated Purchasing Policy
taken to the Policy Review Committee on 12/06/23 and recommended for Council
DCEO Yes Yes 12/06/2023 endorsement on 28/06/2023.

Policy adopted as per RES 120623 and practices updated.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Functional 7.2 Procurement Procedures for the procurement of goods or services. 7.2.9

Risk
Category

Combined
Consequence

Date of initial risk
identification

Feb-23

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Our testing identified a contractor providing services to the Shire on an Breakdown (.)f Internal . .
) . L . Controls, Failure to All procurement of goods or services should be undertaken in accordance

ongoing basis, resulting in non-compliance between procurement thresholds | . o ! o . . . )

. : . . . : identify risks or with legislative requirements and the purchasing policy. A review of the
and purchasing requirements in accordance with Council policy. Although a . . . T .
i , C o : ; adequately treat purchasing policy may be required to ensure the policy is practical and
unique nature of supply’ provision is included within the purchasing policy, . e : o .

: . . - identified risks, addresses identified procurement risks.

the services do not appear to comply with the policy provisions. financial risk
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I - Procurement Assessment

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

EMT to investigate procurement assessment checklists to formalise the assessment process
already taking place.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Procedures to provide probity for the assessment of procurement options 7210

Functional 7.2 Procurement Assessment .
received.

Operational Combined Risk
Consequences Consequence Category
Planned action

Feb-23 Possible Moderate Minor Moderate Medium .
required

Date of initial risk
identification

Likelihood Strategic Consequences Action Required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
To help ensure probity and fairness when assessing high value
procurement, at least three persons should assess the procurement
Documented formal requirements when undertaking assessments of Breakdown of Internal responses independently of each other. Documented processes should
responses to requests for quotations have not been established for high Controls, Failure to require a higher level of probity and due diligence for higher value or
value purchases. identify risks or higher risk purchases.
Documented procedures are not in place to require declarations of interest adequately treat Persons assessing any significant procurement should be required to
and confidentiality to be signed prior to assessments being undertaken for identified risks, declare any matters which may impact or be perceived to impact on their
high value purchases. financial and fraud risk independence. Procedures for the declaration of interests prior to
procurement assessments being undertaken should also be documented
for high value purchases and tenders.
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7.2.11 - Credit Cards

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

It is anticipated this item will be resolved as a flow on from the updated Purchasing Policy
taken to the Policy Review Committee on 12/06/23 and recommended for Council
DCEO Yes Yes 12/06/2023 endorsement on 28/06/2023.

Policy adopted as per RES 120623 and practices updated.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Functional 7.2 Credit Cards Systems and processes to control use of Corporate Credit Cards held. 7.2.11

Risk
Category

Combined
Consequence

Date of initial risk
identification

Feb-23

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Breakdown of Internal

Review systems and procedures to ensure all credit card holders have
acknowledged and signed documentation setting out cardholder
responsibilities and legal obligations when using Shire credit cards.
Ensure credit cards are issued only after this has occurred and
documentation has been appropriately filed as required.

Controls, Failure to
identify risks or
adequately treat
identified risks,
financial and fraud risk

Agreements signed by credit card holders setting out cardholder
responsibilities and legal obligations when using Shire credit cards were not
available for our inspection or maintained on employee files.
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7.2.14 - General Journals

Responsible Completed - Date Action Comment

Officer Yes/No e Vel Taken

Current practice is that the DCEOQ raises and approves the journals when required, and the
CEO reviews/approves the journals after they have been updated. Recommendation to
review prior to updating.

CEO/DCEO No Yes
DCEO to investigate Altus Financial suite to see if module is available, and seek a quote, to
see if the general journal creation and approval can be automated online (similar to Bank
Reconciliations) to ensure segregation of duty and evidence of reviews taking place.

Context of Purpose/Goal Risk Number

Report Section Component
assessment
Functional 7.2 General Journals Processed general journals are independently reviewed and approved. 7.2.14

Date of initial risk T . Operational Combined Risk
. e Likelihood Strategic Consequences
identification Consequences Consequence Category
Planned action

Feb-23 Possible Moderate Minor Moderate Medium .
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Action Required

There are limited documented internal control procedures for general Document '”.‘e".‘a' contrp SUYCEIO processes to _support.
journals. We noted review and evidence of review of journals after posting TPVl SO ey [P (EGUSES @6 METHEISe 2l o

’ . L L o Breakdown of internal posting by an appropriate officer. The practice of independent review
appears to be consistently maintained. Best practice is to authorise journals . . . S . . .

. : : . S o controls, financial and | should be continued to be maintained, and evidence of review consistently
prior to posting, however this may be impractical in all situations. No general . . . L
: Lo : . fraud risk applied. A monthly journal audit trail report should be produced and
journal audit trail is currently produced to ensure only authorised journals . . : ;
have been posted independently reviewed prior to preparation of the monthly statement of
P ' financial activity.
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I - Grants Management

Responsible
Officer

Completed -

Yes/No Action Taken

Date Action
Taken

Comment

Noted. To investigate further.

Context of

Report Section
assessment

Component

Purpose/Goal Risk Number

Functional 7.2 Grants Management

Controls for the effective management of grants, compliance with

conditions imposed by funding bodies and compliance with AASB

standards.

7.2.15

Date of initial risk Likelihood

Strategic Consequences

Operational

Combined Risk Action Required

identification

Feb-23 Possible Moderate

Consequences Consequence Category

Minor

Planned action

Medium .
required

Moderate

Risk Issue and Failure Modes
We noted limited procedures exist to support processes and controls in
respect to:
* Application of grants;
* Acquittal of grants;
» Compliance with grant conditions; and
» Grant governance and administration arrangements.
Where grants are not effectively managed, there is a risk funds may be
returned due to poor performance or missed opportunities in the future. In
circumstances where controls are not effective for grant application
processes, unbudgeted and unauthorised financial commitments may be
undertaken on behalf of the Shire.

Risk Identified

Lack of strategic
direction for
implementation of
internal controls

\ Mitigation and Management Strategy (Possible Future Controls)

Document and implement procedures to consider the need for grant
programs, whether relevant factors and risks are thoroughly analysed and
assessed and appropriate options for delivery are considered prior to
applying for grants to ensure grant objectives are clearly defined. Systems
should include controls for the monitoring of grants with funding
conditions, acquittal processes and recording of liabilities in line with the
AASB standards. Incomplete consideration of these factors may result in
non-compliance with accounting standards and effective delivery of the
Shire’s grant programs. Maintain a register of grants to evidence the
routine review of status, compliance and performance of grants being
managed by the Shire.
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I - Revenue Controls at Shire Facilities

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

To be reviewed with regard to risk implications, likelihood and consequences once risk
policy, strategy and register finalised.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Procedures and systems for the collection of revenue and handling of 7216

Functional 7.2 Revenue Controls at Shire Facilities ) o
cash at Shire facilities.

prtte 9 (el iz < Likelihood Strategic Consequences Operational Combined RISK Action Required
identification Consequences Consequence Category
. . : Planned action
Feb-23 Possible Moderate Minor Moderate Medium .
required
Risk Issue and Failure Modes Risk Identified Possible Future Controls
Breakdown of internal . . . . .
. A review of procedures and controls is required to determine practical
Revenue controls for the collection of fees and charges as well as the controls : . e
- : . - : . . procedures, documentation and controls for the receipt and reconciliation
provision of services at some Shire facilities are considered inadequate. We Controls reliant on the o . .
o . . of revenue across all facilities. Procedures should ensure compliance with
noted limited controls to validate and support the accuracy of revenue capability and honesty . .
4 . associated regulatory requirements under the Local Government Act 1995
collected. of staff, financial and . .
fraud risk and associated regulations.
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7.2.17 - Petty Cash

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

The need for petty cash has lessened in past years. Management have looked at the
possibility of rescinding the petty cash float which will remove the risk and need for

CEO/DCEO No Yes 30/06/2023 procedures.
Final petty cash recoup completed as at 30 June 2023 and Petty Cash Float is no
longer.
SAMBL O Report Section Component FUImesRiCes] Risk Number
assessment
Functional 79 Petty Cash f;/;t]ems and processes to ensure controls are maintained around petty 7217

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Likelihood Strategic Consequences Action Required

Planned action

required
Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Breakdown of internal
We did not observe any formal procedures relating to petty cash systems and | controls . .
. ; . . Undertake a review of systems and processes relating to petty cash, to
controls. Controls are not routinely documented to ensure appropriate review | Controls reliant on the

ensure adequate controls exist relating to security of cash held, as well as

and authorisation processes occur in relation to the storage, management capability and honesty maintaining and processing of petty cash transactions
and handling of cash by staff. of staff, financial and 9 P g of petly '
fraud risk
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7.2.19 - Rates

Responsible Completed - Date Action Comment

Officer Yes/No e Vel Taken

2023/2024 rating period undertaken with independent review and verification of rating
matrices.

CEO/DCEO Yes Yes 01/08/2023 To test procedure for independent review and verification of rating matrices for accuracy for
annual rating processes during 2023/24 rating period.

To ensure evidence of review is documented thoroughly.

CEMEL 0f Report Section Component FUITERERHECEY Risk Number

assessment
Functional 7.2 Rates Rates are correctly imposed and rate system is properly maintained. 7.2.19

D"’?te °f.”_““<”?' 1535 Likelihood Strategic Consequences OlpElElEiE] Co 172 NS Action Required

identification Consequences Consequence Category
Feb-23 Possible Moderate Minor Moderate Medium Planped action
required
Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Limited reviews are undertaken of routine annual rating functions performed. Update existing systems and procedures to demonstrate appropriate
Although established procedures guide this process, we did not observe Failure to identify risks controls and authorisations exist for routine rating functions, including
evidence of independent review and verification of rating matrices for or adequately treat interim rating processes and annual rates billing.
accuracy for annual rating processes. identified risks. Develop and maintain systems and processes, in accordance with any
Evidence of routine reviews of rate exempt properties as defined by section Controls reliant on adopted Council policy, whereby routine reviews are undertaken of rate
6.26(2)(g) of the Local Government Act 1995 was not available for our capability of staff. exempt properties within the Shire, confirming these properties are used
inspection. exclusively for rate exempt purpose.
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7.2.20 - Overhead and Administration Allocations

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Admin allocations and overhead rate review undertaken for new financial year. DCEO
& Works Supervisor reviewed and updated plant allocation rates. To continue
monitoring costings and allocations on a monthly basis as part of the end of month

DCEO & Works No Yes 01/07/2023 procedures.

DCEO currently reviewing as part of the 2023/24 Budget preparation.
Routine review and monitoring of indirect costs are part of end of month procedures.

Context of
assessment
Functional 7.2 Overhead and Administration Allocations | To allocate indirect costs in a practical and efficient manner. 7.2.20

Purpose/Goal

Report Section Component Risk Number

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
A documented process to determine the allocation of indirect costs was not
available for our review. From staff representations, current plant allocation
rates are currently based on historical estimates. We noted management are
currently periodically monitoring unallocated indirect costs to undertake
corrective adjustments where required, with a review of these rates intended
to be undertaken in the near future.

Failure to identify risks
or adequately treat
identified risks.
Controls reliant on
capability of staff.

Undertake a review of activity based costings to support calculation of
overhead and administration allocations. Routine review and monitoring of
indirect costs should be maintained for accuracy and compliance in
financial reporting of works programs.

Shire of Koorda Action Plan: FM & Reg 17 Review 2023 Page 53






I - Contract Management

Responsible Completed - Date Action

Action Taken

Comment

Officer Yes/No Taken

Noted. To investigate further.

SR Report Section Component

Purpose/Goal Risk Number

assessment

Functional 7.2 Contract Management

To provide clear documentation of key contract / agreement information

7.2.21

entered into with third parties by the Shire.

DEMS if [T (118 Likelihood Strategic Consequences

Operational

Combined Risk Action Required

identification
Feb-23 Possible Moderate

Consequences

Minor

Consequence Category
Planned action

Moderate Medium .
required

Risk Issue and Failure Modes
We noted a humber functions are outsourced to external parties for a variety
of professional services. Systems, procedures and contract provisions may
not adequately address risks to ensure qualifications are maintained for
contractors engaged. The absence of controls in relation to project and/or
compliance management also imposes limitations to legislative compliance in
relation to currency of specific qualifications required to perform professional
duties.

Risk Identified

Breakdown of Internal
Controls, Failure to
identify risks or
adequately treat
identified risks

Mitigation and Management Strategy (Possible Future Controls)

Review and update systems and processes to provide for higher level
controls and oversight of contracts entered into with third parties by the
Shire. Agreements should be dually executed to ensure contract
obligations are met by both parties.
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7.2.22 - Stock Controls

Responsible Completed - Date Action

Action Taken Taken Comment

Officer Yes/No
Security/Access will be addressed as per item 7.2.5 - Access to Shire Facilities. Continually
investigating ways to improve procedures to ensure they are both effective and efficient.

Context of Purpose/Goal

assessment Risk Number

Report Section Component

Process to ensure stock is correctly allocated, as well as to reduce the

potential for theft or misappropriation. 7.2.22

Functional 7.2 Stock Controls

Risk
Category

Combined
Consequence

Operational
Consequences

Date of initial risk
identification

Feb-23

Likelihood Strategic Consequences Action Required

Planned action
required

Possible Moderate Moderate Medium

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Limited controls are in place to monitor potential erroneous allocations or Breakdown of internal
misuse of stock. Stock allocations are entered and reviewed for controls Review security and access to stock held. Develop and implement
reasonableness by management, but not independently reviewed for Controls reliant on the procedures for the monitoring of stock on hand in an effort to improve
accuracy at periodic intervals, nor mechanisms to detect where excess stock | capability and honesty | opportunities to detect any issues or potential misuse with fuel allocations
(including fuels, oils, materials etc) may be allocated inappropriately or of staff, financial and in a timely manner.
erroneously. fraud risk
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7.2.23 - Information Required to be Published on Official Local Government Website

Responsible Completed - Date Action

Officer Yes/No el Vel Taken Sl

+ Confirmed minutes of Committee meetings; - Available on website

* Minutes of annual meeting of electors; - Available on website

* Notice papers, agenda, reports and other documents presented at Council and committee
meetings; - Available on website

» Tender register; - Available on website

No Yes *» Up to date version of each policy of the local government; and - Available on website

» Adopted model standards relating to CEO recruitment, performance review and
termination. - Available on website.

CEO/ DCEO/
Admin

* Copies of all local laws; - Currently working on Local Law review, will upload once complete
and available

Context of Purpose/Goal

Report Section Component Risk Number

assessment

Information Required to be Published on Ensure information is published for public information as required by

Official Local Government Website legislation. 7.2.23

Functional 7.2

Date of initial risk Operational Combined Risk

Sl s e Likelihood Strategic Consequences Consequences Consequence Category Action Required

Planned action

Feb-23 Possible Moderate Minor Moderate Medium .
required

Risk Issue and Failure Modes Risk Identified | Mitigation and Management Strategy (Possible Future Controls)
At the time of our review, we noted the following information (in addition to
other matters noted throughout this report) has not been published on the
Shire’s official website as required by legislation:
+ Confirmed minutes of Committee meetings;
» Minutes of annual meeting of electors;
* Notice papers, agenda, reports and other documents presented at Council
and committee meetings;
* Copies of all local laws;
» Tender register;
» Up to date version of each policy of the local government; and
» Adopted model standards relating to CEO recruitment, performance review
and termination.

Breakdown of internal Ensure information is published on the Shire’s official website as required
controls, compliance by section 5.96A of the Local Government Act 1995 and any other
Breach relevant section of the Act.
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7.3.2 - Employee Appointment Procedures

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

WALGA & OAG templates used to create Shire of Koorda new employee forms.

OAG & WALGA Guidelines downloaded.
DCEO & Payroll Officer working to create new induction forms and checklists to ensure all

DCEO & Payroll No Yes
details are correct and appropriate when appointing new employees.

Areas identified as part of Workforce Plan 2022-2025 (1.3, 4.2 & 4.4)

CEMIER Of Report Section Component FUPESE EEs] Risk Number
assessment
Functional 73 Employee Appointment Procedures Procedures tp ensure appointment qf staff are apprqprlately a_uthorlsed, 739
and onboarding processes are consistently and routinely applied.

Dgte °f.'f"“"°?' 33 Likelihood Strategic Consequences ClpErEomE] Comomed RS Action Required
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium Plan_ned R
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Develop and implement procedures to ensure all new staff are
appropriately inducted and aware of the parameters of their employment
responsibilities and obligations including:

Breakdown of Internal * WH&S;
Staff inductions are inconsistently applied throughout the Shire, and induction | Controls, Failure to * Duties and responsibilities;
processes do not consistently communicate to staff required expectations identify risks or * Security;
and requirements when performing local government functions. adequately treat * Code of Conduct;

identified risks * HR Policies and Procedures;
* Legislative Compliance;
* Risk Management; and
* Other relevant and required topics.
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7.3.3 - Personnel Records

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Following on from Record Keeping Policy and Procedure Update, to review security controls
around electronic records and look to implement access levels.

SOMIEEY O Report Section Component REE Risk Number
assessment
Functional 73 Personnel Records Eg::sri employee records are securely stored to prevent unauthorised 733

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Likelihood Strategic Consequences Action Required

Planned action
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Breakdown of internal . - I
controls Secure electronic personnel records by restricting access and limiting
permissions to share drives only to officers who are appropriately

Controls reliant on the : . .
. authorised to access these records or an appropriate alternate security
capability and honesty control

of staff

Hard copy personnel records are securely locked in a cabinet, however
electronic records are not adequately restricted. Management
representations indicate efforts are being undertaken to improve access
restrictions through the EDRMS.

Shire of Koorda Action Plan: FM & Reg 17 Review 2023 Page 58





7.3.4 - Staff Contracts and Employee Files

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

To implement a procedure/checklist during 2023/24 payroll updates with regard to
mandatory superannuation increases and any pay policy changes following performance
reviews and the determination of wage increases in modern awards.

Context of Purpose/Goal

Risk Number

Report Section Component
assessment

To provide a documented record of the terms and conditions of each

Functional 7.3 Staff Contracts and Employee Files ;
employee’s contract of employment.

7.3.4

Risk
Category

Combined
Consequence

Date of initial risk
identification

Feb-23

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action

Moderate .
required

Moderate

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

Update systems and procedures to evidence controls for the application
and review of employee conditions within the payroll master file.
Interventions should be available at various stages for a number of

Breakdown of Internal

Through our limited testing, we noted an instance where evidence of Controls, Failure to . : . . - )
X . . e operational functions, including routine independent reviews of controls to
correspondence on an employee file to support an allowance applied through | identify risks or . o .
: ensure they are being maintained as required.
the payroll was not available. adequately treat

Undertake a review of all personnel files to reconcile documentation
relating to conditions of employment, remuneration, roles and
responsibilities with payments being made.

identified risks
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Il - staff Training

Responsible Completed - Date Action

Officer Yes/No el Vel Taken

Comment

Noted. To be investigated further.

Context of

Report Section Component
assessment

Purpose/Goal Risk Number

Functional 7.3 Staff Training

To ensure staff have access to ongoing and appropriate training. 7.3.5

DEMS if [T (118 Likelihood Strategic Consequences

Operational

Combined Risk Action Required

identification
Feb-23 Possible Moderate

Consequences

Minor

Consequence Category
Planned action

Moderate Medium .
required

Risk Issue and Failure Modes

Planned and required staff training needs for employees are currently
identified and recorded in a central training register. Further value from this
initiative can be added through refining the current matrix toward a more
formal required staff training structure, applied throughout the organisation.

Risk Identified

Failure to identify risks

or adequately treat
identified risks.
Controls reliant on
capability of staff.

Possible Future Controls

Refine the current staff training register to identify staff training needs
relevant to each role, ensuring it is co-ordinated across the organisation
and monitors currency of required licences and qualifications.
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7.3.6 - Payroll Exception Reporting

Responsible Completed -

Officer Yes/No Action Taken

Date Action
Taken

Comment

DCEO & Payroll Yes Yes

21/06/2023

Fortnightly comparison (as at 21/06/2023) and audit summary reports (since implementation
of system) being produced during the review of each pay period to ensure any major
anomalies in payroll are picked up and looked into/verified.

The audit trial reports on; hired employees, terminated employees, shared bank accounts
and organisation; leave policy changes, pay policy changes and provision policy changes.
As well as employee; bank changes, project changes, role changes, department changes,
pay calendar changes, pay policy changes, leave policy changes, tax declaration changes,
tax variation changes, superannuation account changes, superannuation contribution
changes, addition or deduction changes, work schedule changes, compliance changes.

Any changes to detail, the authorising officer will confirm details of changes on a form signed
by the employee.

Context of

Report Section Component
assessment

Purpose/Goal Risk Number

Functional 7.3 Payroll Exception Reporting

Procedures to assist with accurate processing of employee entitlements. 7.3.6

Date of initial risk

Operational Combined Risk Action Required

identification

Feb-23 Possible Moderate

Likelihood Strategic Consequences

Consequences Consequence Category
Planned action

Minor Moderate Medium .
required

Risk Issue and Failure Modes

created to assist with payroll processing, review and authorisation.

The officers responsible for processing and reviewing payroll are tasked with
review and capture of employee entitlements, allowances, deductions, etc.
Staff have advised more formal documentation / checklists are intended to be

Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Review procedures and controls to define systems documentation and
Failure to identify risks controls for the accurate processing of payroll each fortnight. Details for

or adequately treat each employee should be reviewed against individual employment
identified risks. contracts to capture allowances, deductions, entitlements etc, into a
Controls reliant on master list, with appropriate review and authorisation for changes. Payroll
capability of staff. exception reporting and review of audit trails should be undertaken to

capture anomalies or unauthorised changes.
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7.4.1 - Contractor Insurance

Responsible Completed - Date Action Comment

Officer Yes/No el Vel Taken

Finance Officers working to update Creditor Application/Update form to capture Contractor

DCE Finan N Y o :
CEO & Finance ° es Insurance and a prompt to seek updated certificates on expiry.
SO O] Report Section Component REE Risk Number
assessment
Functional 74 Contractor Insurance Insurancc_a cover maintained l?y contractors for damage caused when 741
undertaking works for the Shire.
Date °f.'F"“"%" 1518 Likelihood Strategic Consequences CEEmE] CambicEd RS Action Required
identification Consequences Consequence Category
Feb-23 Possible Moderate Minor Moderate Medium Planped action
required
Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
Breakdown of Internal To help ensure all contractors have the relevant licences and have
Contractors’ insurances are not always assessed prior to award of contracts Controls, Failure to adequate insurance cover for the works they undertake for the Shire,
in all cases. Reliance is placed on contract managers to ensure copies of identify risks or procedures should be developed, and records maintained to ensure
insurances are provided. adequately treat copies of contractor’s insurances are obtained and held on file prior to
identified risks award of contracts.
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8.1.1 - Council and Committee Minutes

Responsible Completed - . Date Action
Officer Yes/No (BTN I Taken el
Attachments are linked within the agenda and minutes items, not inserted into the document.
DCEO/ Yes Yes 01/09/2023 Unfortunately, links have an expiry, so staff are mvesﬂg_atmg the best way to include the
Governance attachments on the website.

2023 Attachments uploaded as a separate document to website.

Context of Purpose/Goal

Report Section Component Risk Number
assessment

Functional 8.1 Council and Committee Minutes Official record of proceedings and decisions. 8.1.1

Date of initial risk
identification

Feb-23

Risk
Category

Combined
Consequence

Operational

Likelihood Strategic Consequences
Consequences

Action Required

Planned action
required

Moderate Moderate

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)
Ensure all documents supporting Council / Committee decisions are
Attachments (monthly statement of financial activity, accounts for payment Failure to identify risks included in the official minutes, and all minutes are also published on the
list etc) are not published in the minutes on the official local government or adequately treat official local government website as required by legislation.
website to support the decisions made, including where the decision refers to | risks. Internal control Review procedures for recording of official minutes to ensure all detail,
the officer report or an attachment. or compliance breach decisions and proceedings required to be recorded by legislation are
captured.
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81112 - Council and Audit Risk Committee

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

As the Risk Register has been updated and a draft Risk Management Strategy for
EMT Yes Yes 01/12/2023 consideration at the Audit & Risk Committee Meeting planned for 18/12/2023, Council items
for the December 2023 Council Meeting include Risk ratings/implications for each item.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Functional 8.1 Council and Audit Risk Committee Monitoring and consideration of risks when making strategic decisions. 8.1.2

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Breakdown of Internal
Controls, Failure to
identify risks or
adequately treat
identified risks

Identified risks relating to a Council and / or Committee decision should be
consistently communicated within the agenda item, to enable elected
members to be fully informed of the identified risks when making
decisions. Risks should also be appropriately recorded in a risk register.

Identified risks are not consistently included within agenda items for elected
member consideration for recording in the risk register.
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8118 - Audit Committee

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Have made changes to the “Council Meeting” Module on the website to categories Meetings
(Council, Special, Audit, Electors) to clearly separate meetings to ensure compliance. Have
uploaded Audit Minutes back to 2021 in this category, with the rest being available for
inspection at the Shire Office if required.

DCEO Yes Yes 30/05/2023

Context of
assessment

Purpose/Goal Risk Number

Report Section Component

To provide oversight in monitoring compliance with legislation,
Functional 8.1 Audit Committee performance, risk and internal controls, internal audit, liaising with external | 8.1.3
auditors and reporting to Council.

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Date of initial risk

identification Action Required

Likelihood Strategic Consequences

Planned action

required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
Failure to identify risks
Minutes of all Audit Committee meetings were not published on the official or adequately treat Ensure all Committee minutes are published on the official local
local government website at the time of our review. risks. Internal control government website as required by legislation.

or compliance breach
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81211 - Risk Register

Responsible Completed - Date Action

Action Taken

Comment

Officer Yes/No Taken

EMT Yes Yes 21/09/2023

LGIS Risk Workshop undertaken Thursday 21 September 2023. Risk Register
complete. To include in quarterly reporting to Audit Committee.

Context of

Purpose/Goal Risk Number

Report Section Component
assessment

Functional 8.2 Risk Register

Provide a record of risk breaches and remedial action taken. 8.2.1

Date of initial risk Likelihood

Strategic Consequences

Operational

Combined Risk

Consequence Category (BN REGUITEE

identification
Feb-23 Possible Moderate

Consequences

Minor

Planned action

Moderate Medium .
required

Risk Issue and Failure Modes

A risk register was not available for our inspection to reflect identified risks,
and if they have been adequately treated.

Risk Identified

Failure to identify risks
or adequately treat
risks

Breakdown of internal
controls

Mitigation and Management Strategy (Possible Future Controls)
Maintaining risk registers for all identified risks is important to help ensure
appropriate recording and communication of high rated risks, along with
providing a record to enable the verification of whether treatment plans
have appropriately reduced the risk. Routine (at least quarterly) review of
the risk register is required to assist in ensuring identified risks are
adequately treated.
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81218 - Register of Hazardous Materials

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken
EMT No Yes 01/09/2023

A register of hazardous materials was not requested upon site visit.
A Register exists, staff to regularly review to ensure contents are applicable and up to date.

Context of Report Section Component Purpose/Goal Risk Number
assessment

Provide a record of properties under the Shire’s control containing

hazardous materials. .2

Functional 8.2 Register of Hazardous Materials

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences
Planned action

required
Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
Failure to identify risks
A register of hazardous materials was not available for our inspection, to or adequately treat
reflect properties under the control of the Shire which may contain hazardous | identified risks. Develop and maintain a register to record details of hazardous materials,
materials such as asbestos, and if associated risks have been adequately Controls reliant on such as asbestos, for properties under the control of the Shire.
treated. capability and honesty
of staff.
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8.2.6 - Swimming Pool Inspection Register

Responsible Completed - Date Action

Officer Yes/No el Vel Taken CaarirE

Due to the discontinuation in NEWHEALTH, the handover and requirement to inspect private
swimming pools was delayed.
A swimming pool inspection register exists and has been updated to provide details of the
CEO & EHO Yes Yes 01/09/2023 last inspection and next inspection date.
Outstanding pool inspection was due to resident not residing full time at the Koorda Property,
and the EHO working remotely. To liaise with EHO regarding overdue inspection.
Inspections flagged within Compliance Calendar.

Context of Purpose/Goal

Report Section Component Risk Number

assessment
Functional 8.2 Swimming Pool Inspection Register Register of inspections undertaken. 8.2.6

Date of initial risk T . Operational Combined Risk
. e Likelihood Strategic Consequences
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Planned action

required
Risk Issue and Failure Modes Risk Identified itigati Possible Future Controls
A register of inspections of private swimming pools within the district is Failure to identify risks
currently maintained, although it was noted some routine inspections were or adequately treat . L .
) ) . ) : . . : o ) Update systems and processes to ensure routine monitoring and review of
not performed in the required timeframe, with one inspection remaining identified risks. : . S . .
. - o . the register occurs for future private swimming pool inspections to be
overdue. Management representations indicate additional resources were Controls reliant on undertaken within required timeframes
allocated in December 2022 to undertake the backlog of inspections, and to capability and honesty q '
maintain the frequency of inspections. of staff.
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8.2.7 - Development Applications and Building Permits Register

Responsible Completed - Date Action

Officer Yes/No el Vel Taken Sl

With new Delegated Authority Register Reporting, a Development Application and
Building Permit Register has been created and details of new applications are being
recorded to ensure compliance with mandated timeframes.

CEO Yes Yes 01/07/2023 As per the 2023 Delegation Register, (Section 5 Building Act 2011 Delegations and Section
12 Planning and Development Act 2005 Delegations) - the adopted reporting requirements
seek “Delegations exercised are to be reported to Council monthly.”

A register, whether part of the report to Council, or separate, to include date of application,
due date of decision and date of decision.

Purpose/Goal

Context of

Risk Number
assessment

Report Section Component

Development Applications and Building

. . Provide a record of the receipt and status of applications received. 8.2.7
Permits Register

Functional 8.2

Date of initial risk
identification

Operational Combined Risk
Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences

Planned action

required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)

Failure to identify risks
A register to record and track applications for building permits and or adequately treat
development applications is not currently maintained. Reliance for identified risks. Create and maintain a register to record the details and status of
compliance with statutory processing timeframes of applications received Controls reliant on applications for building permits and development, to assist with ensuring
remains with only one officer, with no independent oversight, monitoring or capability and honesty applications are processed within mandated timeframes.
reporting being undertaken. of staff, compliance

breach
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I - Community Complaints Procedures

Responsible Completed - . Date Action
Officer Yes/No (RN TELE Taken el
DCEO/ Policy No No As the DCEO/Policy Review Committee undertake the updating of the Complaints Policy in
Review Committee the full Policy Manual Review, the Policy will filter through to a procedure to cover this item.
SO O] Report Section Component REE Risk Number
assessment
Functional 8.4 Community Complaints Procedures CP;;C;(;?;S for the recording handling and resolution of community 8.4.1

Date of initial risk Operational Combined Risk
identification Consequences Consequence Category

Feb-23 Possible Moderate Minor Moderate Medium

Action Required

Likelihood Strategic Consequences

Planned action
required

Risk Issue and Failure Modes Risk Identified \ Mitigation and Management Strategy (Possible Future Controls)

To help ensure all complaints are adequately monitored, reported and

A customer complaints register is not currently maintained to follow up and Failure to identify risks . : . o
. . . resolved, a register of customer complaints received should be maintained
ensure all complaints are adequately addressed. This type of register may or adequately treat .
. : . . . . . . and systems and processes should ensure staff are aware of their
assist with alignment to the requirements of the complaints handling policy. risks . . . i
obligations in accordance with adopted policies.
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B - nternal Audit

Responsible Completed - Date Action

Officer Yes/No el Vel Taken

Comment

CEO

Noted. To investigate further.

Context of

Report Section Component
assessment

Purpose/Goal Risk Number

Functional 8.5 Internal Audit

Internal audit monitors the level of compliance with internal procedures
and process along with assessing the appropriateness of these 8.5.1

procedures.

Date of initial risk

Operational

Combined Risk Action Required

identification
Feb-23 Possible Moderate

Likelihood Strategic Consequences

Consequences Consequence Category

Minor

Planned action

Moderate Medium .
required

Risk Issue and Failure Modes

Currently, no internal auditors have been appointed, and limited internal audit
functions have been undertaken.

Risk Identified

Failure to identify risks
or adequately treat
risks

\ Mitigation and Management Strategy (Possible Future Controls)

We suggest as the level of documented procedures increases, an
expanded internal audit function to confirm adherence to documented
policies and procedures may be required as recommended by the OAG in
their report to Parliament on the Audit Results Report — Annual 2017-18
Financial Audits of Local Government Entities.
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8.6.1 - Audit Regulation 17 Review

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Note in budget to prompt allocation for FMR & Reg 17 review.
Policy “Legislative Compliance” recommended to be endorsed at Council on 28/06/2023
includes a prompt as per excerpt below.
Review due date captured in Compliance Calendar.

CEO No Yes 28/06/2023
Regulation 17 of the Local Government (Audit) Regulations 1996 requires the CEO to review
of the appropriateness and effectiveness of systems and procedures in relation to risk
management, internal control and legislative compliance not less than once in every 3
financial years and report to the Audit Committee the results of that review.

Purpose/Goal

Context of

Risk Number
assessment

Report Section Component

CEQ’s review of the appropriateness and effectiveness of systems and
procedures for Risk Management, Internal Controls and Legislative
Compliance in accordance with Regulation 17 of Local Government
(Audit) Regulations 1996.

Functional 8.6 Audit Regulation 17 Review 8.6.1

Operational Combined Risk
Consequences Consequence Category

Date of initial risk

Likelihood Strategic Consequences Action Required

identification

Feb-23 Possible Moderate Minor Moderate Medium JEmTE SEter

required
Risk Issue and Failure Modes Risk Identified | Mitigation and Management Strategy (Possible Future Controls)
A review was last undertaken in 2018 which is outside of the time period as S _ . . .
. : . . . Ensure the next review is undertaken within the time period as required by
required by Regulation 17 of Local Government (Audit) Regulations 1996. Breakdown of internal X . .
. . . . . . Regulation 17 of Local Government (Audit) Regulations 1996.
The previous review made no recommendations in relation to the controls, Compliance : : e . ) I
. : : N Ensure future reviews identifies operational and financial risk, control
appropriateness and effectiveness of risk management, legislative breach

weaknesses and compliance weaknesses.

compliance and internal controls.
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8.6.2 - Financial Management Review

Responsible Completed - Date Action

Action Taken Comment

Officer Yes/No Taken

Note in budget to prompt allocation for FMR & Reg 17 review.

Policy “Legislative Compliance” recommended to be endorsed at Council on 28/06/2023
includes a prompt as per excerpt below.
Review due date captured in Compliance Calendar.
CEO No ves DA Regulation 5(2)(c) of the Local Government (Financial Management) Regulations 1996 also
requires the CEO to undertake reviews of the appropriateness and effectiveness of the
financial management systems and procedures of the local government regularly (and not less
than once in every 3 financial years) and report to the local government the results of those
reviews.

Context of
assessment

Purpose/Goal Risk Number

Report Section Component

Review of the appropriateness and effectiveness of the Financial
Management systems and procedures of the local government, required
to be undertaken every three years by Regulation 5(2) of Local
Government (Financial Management) Regulations 1996.

Functional 8.6 Financial Management Review 8.6.2

Operational Combined Risk
Consequences Consequence Category

Date of initial risk
identification

Action Required

Likelihood Strategic Consequences

Planned action

Feb-23 Possible Moderate Minor Moderate Medium .
required
Risk Issue and Failure Modes Risk Identified Mitigation and Management Strategy (Possible Future Controls)
A review was last finalised in 2016, with the next review being undertaken in Breakdown of internal | Ensure the next review is undertaken within the time period as required by
February 2022 which is outside of the time period as required by Regulation controls, Compliance Regulation 5(2) of Local Government (Financial Management)
5(2) of Local Government (Financial Management) Regulations 1996. breach Regulations 1996
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Introduction

The Shire of Koorda (“the Shire”) Risk Management Policy in conjunction with the components of this
document encompasses the Shire’s Risk Management Framework. It sets out the Shire’s approach to the
identification, assessment, management, reporting and monitoring of risks. All components of this
document are based on AS/NZS ISO 31000:2018 Risk management — Guidelines and have been tailored
to suit the Shire.

It is essential that all areas of the Shire adopt these procedures to ensure:
Strong corporate governance.

Compliance with relevant legislation, regulations and internal policies.
Integrated Planning and Reporting requirements are met.

Uncertainty and its effects on objectives is understood.

This Framework aims to balance a documented, structured and systematic process with the current size
and complexity of the Shire.

Continual
Improvement

Human and
Cultural
Factors

Best
Available

Information |

Risk
Identification

Risk
Analysis

Leadership and
Commitment

Risk
Evaluation

COMMUNICATION &
ONSULTATION

MONITORING & REVIEW

Framework (clause 5) Process (clause 6)
Figure 1: Relationship between the risk management principles, framework and process
(Source: 1SO 31000:2018)
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Governance

Appropriate governance of risk management within the Shire provides:
e Transparency of decision making.
¢ Clear identification of the roles and responsibilities of the risk management functions.
¢ An effective Governance Structure to support the risk framework.

Framework Review
The Risk Management Framework is to be reviewed for appropriateness and effectiveness at least every
three years.

Operating Model

The Shire has adopted a “Three Lines of Defence” model for the management of risk. This model ensures
roles, responsibilities and accountabilities for decision making are structured to demonstrate effective
governance and assurance. By operating within the approved risk appetite and framework, the Council,
Management and Community will have assurance that risks are managed effectively to support delivery of
the Shire’s Strategic, Corporate & Operational Plans.

First Line of Defence
All operational areas of the Shire are considered ‘15t Line’. They are responsible for ensuring that risks within
their scope of operations are identified, assessed, managed, monitored and reported. Ultimately, they bear
ownership and responsibility for losses or opportunities from the realisation of risk. Associated
responsibilities include;

e Establishing and implementing appropriate processes and controls for the management of risk (in

line with these procedures).

¢ Undertaking adequate analysis (data capture) to support the risk decision-making process.

e Prepare risk acceptance proposals where necessary, based on the level of residual risk.

¢ Retain primary accountability for the ongoing management of their risk and control environment.

Second Line of Defence

The Chief Executive Officer (CEO) acts as the primary ‘2" Line’. This position owns and manages the
framework for risk management. They draft and implement the governance procedures and provide the
necessary tools and training to support the 1st line process.

Maintaining oversight on the application of the framework provides a transparent view and level of
assurance to the 1%t & 3" lines on the risk and control environment. Support can be provided by additional
oversight functions completed by other 1% Line Teams (where applicable). Additional responsibilities
include:

¢ Providing independent oversight of risk matters as required.

¢ Monitoring and reporting on emerging risks.

e Co-ordinating the Shire’s risk reporting for the CEO & Senior Management Team and the Audit

Committee.

Risk Management Framework |4





Third Line of Defence
Internal & External Audit are the third line of defence, providing independent assurance to the Council, Audit
Committee and Shire Management on the effectiveness of business operations and oversight frameworks
(1%t & 2" Line).
Internal Audit — Appointed by the CEO to report on the adequacy and effectiveness of internal
control processes and procedures. The scope of which would be determined by the
CEO with input from the Audit Committee.
External Audit — Appointed by Council on the recommendation of the Audit Committee to report
independently to the President and CEO on the annual financial statements only.

Governance Structure
The following diagram depicts the current operating structure for risk management within the Shire.

Reports issued to the Mayor
COU);\C“
Audit Committee
CEO Reports every three
years (Regl7) on;
1. Risk Management
2. Internal Control — External Audit
3. Legislative Compliance (appointed by Council)
Second Line
Third Line
Provides : Reports
Executive [~ Aggregated > ExeculiveREe < issued ]
Risk to CEO
Reporting
Internal Audit
(appointed by CEO)
CEO DCEO Works
First Line

Figure 2: Operating Model
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Roles & Responsibilities

Chief Executive Officer
The Chief Executive Officer is the overall sponsor of the risk management process and will set the tone and
promote a positive risk management culture by providing firm and visible support for risk management.

The CEO will review the appropriateness and effectiveness of the Shire’s systems and procedures in regard
to risk management, internal controls and legislative compliance at least once every three calendar years
and report the results of that review to the Audit Committee.

Executive and Management Team

EMT are responsible for the oversight of the Risk Management Framework, including the review
of risk management procedures and policies on an annual basis. It is responsible for setting the tone and
promoting a positive risk management culture within the Shire. EMT maintains oversight of the highest
level risks and takes responsibility for ensuring mitigation strategies are being implemented.

The EMT will drive the risk management process for the organisation by liaising will key stakeholders in
both identifying risks, and in the recommendation of further actions to be implemented.

EMT is responsible for overall reporting on the Shire’s Risk Management Framework, and in the evaluation
of the Shire’s internal controls.

Members of the Management Team are responsible for completing risk management actions for risks
identified within their areas. This will be done through liaising and communication of requirements to their
relevant staff members and overseeing the action to completion.

Employees

All employees within the Shire are expected to develop an understanding and awareness of risks and how
they can contribute to the risk management process. All employees are responsible for
escalating/communicating risks to their immediate supervisor. Employees are also required to act in a
manner that does not place at risk the health and safety of themselves, other employees, residents and or
visitors to the Shire.
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Document Structure (Framework)

The following diagram depicts the relationship between the Risk Management Policy, Procedures and
supporting documentation and reports.

Risk Management
Policy

\ 4

Risk Management
» Framework
(This document)

Risk Management
Standards
ASINZ1SO Shire Risk Profiles
31000:2018
Risk Management —
Guidelines
\/ Risk Reportin
Internal Risk - CEO/
Reporting Executive Management
Team
.

Triennial Report

Risk Management — > Audit Committee
Internal Controls

Legislative Compliance

\/

Figure 3: Document Structure
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Risk Management Procedures

Each Executive (assigned as the Control Owner), is accountable for ensuring that Risk Profiles are:
o Reflective of the material risk landscape of the Shire.
e Reviewed on at least an 18 month rotation, or sooner if there has been a material restructure or
change in the risk and control environment.
e Maintained in the standard format.

This process is supported by the use of key data inputs, workshops and ongoing business engagement.

The risk management process is standardised across all areas of the Shire. The following diagram outlines
that process with the following commentary providing broad descriptions of each step.

Y
<) A: Scope, Context, Criteria <
Risk assessment

Y
5
-g <k I B: Risk Identification Tk =
= =
" 2
(=4 >
8 e
-] Y -E
5 ©
c |« » C: Risk analysis <« » 2
o £
= o
3 £
c o
= =
E h 4 =
E (L]
O |« I D: Risk evaluation . I
&

Y

i E: Risk treatment T

I A

H: Recording & Reporting

Figure 4: Risk Management Process 1SO 31000:2018
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A: Scope, Context, Criteria

The first step in the risk management process is to understand the context within which the risks are to be
assessed and what is being assessed, this forms two elements:

Organisational Criteria

This includes the Risk Assessment and Acceptance Criteria (Appendix A) and any other tolerance tables
as developed.

All risk assessments are to utilise these documents to allow consistent and comparable risk information to
be developed and considered within planning and decision-making processes.

Scope and Context

To direct the identification of risks, the specific risk assessment context is to be determined prior to and
used within the risk assessment process. Risk sources can be internal or external.

For specific risk assessment purposes the Shire has three levels of risk assessment context:

Strategic Context (known as Strategic Risks)

These are risks that generally occur in the Shire’s external environment and may impact the long term
viability of the Shire. These are generally managed at the Council level, and are captured within the Shire’s
Strategic Plan.

Operational Context (known as Operational Risks)

These are risks the Shire faces in the course of conducting its daily business activities, procedures and
systems. These are generally managed at by the Executive/Management team however may be reported
to Council, particularly those with a heightened risk level. These risks are captured in the Operational Risk
Profiles.

Project Context

These are risks that occur which have an impact on meeting a specific project objective. These risks are
managed by local teams and are captured in project/activity risk assessments.

Project Risk has two main components:

. Direct refers to the risks that may arise as a result of project activity (i.e. impacting on process,
resources or IT systems), which may prevent the Shire from meeting its objectives.
. Indirect refers to the risks which threaten the delivery of project outcomes.

B: Risk Identification
Once the context has been determined, the next step is to identify risks. This is the process of finding,
recognising and describing risks. Risks are described as the point along an event sequence where control
has been lost. An event sequence is shown below:

1. Causal Factors 2. Risk 3. Consequences

Conditions present that give rise Loss of control Impacts, influenced by control
to arisk effectiveness

A4
Y

Figure 5: Event (risk) sequence

Using the specific risk assessment context as the foundation and in conjunction with relevant stakeholders,
raise the questions listed below and then capture and review the information within each defined Risk Profile.
The objective is to identify potential risks that could stop the Shire from achieving its goals. This step is also
where opportunities for enhancement or gain across the organisation can be found.

These questions / considerations should be used only as a guide, as unidentified risks can cause major
losses through missed opportunities or adverse events occurring. Additional analysis may be required.

Risks can also be identified through other business operations including policy and procedure development,
internal and external audits, customer complaints, incidents and systems analysis.

‘Brainstorming’ will always produce a broad range of ideas and all things should be considered as potential
risks. Relevant stakeholders are considered to be the subject experts when considering potential risks to
the objectives of the work environment and should be included in all risk assessments being undertaken.
Key risks can then be identified and captured within the Risk Profiles.

. What can go wrong? / What are areas of uncertainty? (Risk Description)
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. How may this risk eventuate? (Potential Causes)
. What are the current measurable activities that mitigate this risk from eventuating? (Controls)
. What are the potential consequential outcomes of the risk eventuating? (Consequences)

Risk Description — describe what the risk is and specifically where control may be lost. They can also be
described as an event. They are not to be confused with outcomes following an event, or the consequences
of an event.

Potential Causes — are the conditions that may present or the failures that may lead to the event, or point
in time when control is lost (risk).

Inherent Risk

There are three components to this step:

1. Determine relevant consequence categories and rate the ‘probable worst consequence’ if the risk
eventuated with existing controls in place. This is not the worst case scenario but rather a qualitative
judgement of the worst scenario that is probable or foreseeable. (Consequence)

2. Determine the likelihood that the ‘probable worst consequence’ will eventuate with existing controls in
place.

3. Using the Shire’s Risk Matrix, combine the measures of consequence and likelihood to determine the
risk rating. (Risk Rating)

Controls — are measures that modify risk. At this point in the process only existing controls should be
considered. They must meet the following three tests to be considered as controls:

1. Is it an object, technological system and / or human action?
2. Does it, by itself, arrest or mitigate an unwanted sequence?
3. Isthe required performance specifiable, measureable and auditable?

C: Risk Analysis
To analyse identified risks, the Shire’s Risk Assessment and Acceptance Criteria (Appendix A) is now
applied.

Controls need to be considered from three perspectives:

1. The design effectiveness of each individual key control.

2.  The operating effectiveness of each individual key control.

3. The overall or combined effectiveness of all identified key controls.

Design Effectiveness

This process reviews the ‘design’ of the controls to understand their potential for mitigating the risk without
any ‘operating’ influences. Controls that have inadequate designs will never be effective, no matter if it is
performed perfectly every time.

There are four components to be considered in reviewing existing controls or developing new ones:

1. Completeness — The ability to ensure the process is completed once. How does the control ensure
that the process is not lost or forgotten, or potentially completed multiple times?

2.  Accuracy — The ability to ensure the process is completed accurately, that no errors are made or
components of the process missed.

3.  Timeliness — The ability to ensure that the process is completed within statutory timeframes or internal
service level requirements.

4.  Theft or Fraud — The ability to protect against internal misconduct or external theft / fraudulent
activities.

It is very difficult to have a single control that meets all the above requirements when viewed against a Risk
Profile. It is imperative that all controls are considered so that the above components can be met across a
number of controls.

Operating Effectiveness
This process reviews how well the control design is being applied. Similar to above, the best designed
control will have no impact if it is not applied correctly.
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As this generally relates to the human element of control application there are four main approaches that
can be employed by management or the risk function to assist in determining the operating effectiveness
and / or performance management.

o Re-perform — this is only applicable for those short timeframe processes where they can be re-
performed. The objective is to re-perform the same task, following the design to ensure that the same
outcome is achieved.

o Inspect — review the outcome of the task or process to provide assurance that the desired outcome
was achieved.

o Observe — physically watch the task or process being performed.

o Inquire — through discussions with individuals / groups determine the relevant understanding of the
process and how all components are required to mitigate any associated risk.

Overall Effectiveness

This is the value of the combined controls in mitigating the risk. All factors as detailed above are to be taken
into account so that a considered qualitative value can be applied to the ‘control’ component of risk analysis.
The criterion for applying a value to the overall control is the same as for individual controls and can be
found in Appendix A under ‘Existing Control Ratings’.

There are three components to this step:

1. Determine relevant consequence categories and rate the ‘probable worst consequence’ if the risk
eventuated with existing controls in place. This is not the worst case scenario but rather a qualitative
judgement of the worst scenario that is probable or foreseeable. (Consequence)

2. Determine how likely it is that the ‘probable worst consequence’ will eventuate with existing controls in
place. (Likelihood)

3. Using the Shire’s Risk Matrix, combine the measures of consequence and likelihood to determine the
risk rating. (Risk Rating)

D: Risk Evaluation
The risk evaluation process ensures an action (decision) is taken in response to the residual risk. This
involves applying the residual risk rating to the Shire’s Risk Acceptance Criteria to determine whether the
risk is within acceptable levels to the Shire. It will also determine through the use of the Risk Acceptance
Criteria, what (if any) high level actions or treatments need to be implemented. In effect, the Risk Acceptance
Criteria becomes the Shires risk appetite as follows:
e The Shire will accept risks with a low residual risk rating
e The Shire will accept risks with a moderate residual risk rating with ongoing monitoring of that risk
to ensure it does not escalate
e The Shire will not accept risks with a high residual risk rating unless it is controlled effectively,
managed by senior management and subject to monthly monitoring
e The Shire will general not accept risks with an extreme residual risk rating

If a decision is required outside of the above parameters, Executive approval will be required.

E: Risk Treatment
There are generally two requirements following the evaluation of risks.
1. In all cases, regardless of the residual risk rating; controls that are rated ‘Inadequate’ must have a
treatment plan (action) to improve the control effectiveness to at least ‘Adequate’.
2. If the residual risk rating is high or extreme, treatment plans must be implemented to either:
a. Reduce the consequence of the risk materialising.
b. Reduce the likelihood of occurrence.
(Note: these should have the desired effect of reducing the risk rating to at least moderate)
C. Improve the effectiveness of the overall controls to ‘Effective’ and obtain delegated approval to
accept the risk as per the Risk Acceptance Criteria.

Once a treatment has been fully implemented, the Deputy CEO is to review the risk information and

acceptance decision with the treatment now noted as a control and those risks that are acceptable then
become subject to the monitor and review process (Refer to Risk Acceptance section).
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F: Communication & Consultation

Effective communication and consultation are essential to ensure that those responsible for managing risk,
and those with a vested interest, understand the basis on which decisions are made and why particular
treatment / action options are selected or the reasons to accept risks have changed.

As risk is defined as the effect of uncertainty on objectives, consulting with relevant stakeholders assists in
the reduction of components of uncertainty. Communicating these risks and the information surrounding the
event sequence ensures decisions are based on the best available knowledge.

G: Monitoring & Review
It is essential to monitor and review the management of risks, as changing circumstances may result in
some risks increasing or decreasing in significance.

By regularly reviewing the effectiveness and efficiency of controls and the appropriateness of treatment /
action options selected, we can determine if the organisation’s resources are being put to the best use
possible.

During the quarterly reporting process, management are required to review any risks within their area and
follow up on controls and treatments / action mitigating those risks. Monitoring and the reviewing of risks,
controls and treatments also apply to any actions / treatments to originate from an internal audit. The audit
report will provide recommendations that effectively are treatments for risks that have been tested during
an internal review.
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H: Monitoring, Recording & Reporting

The following diagram provides a high level view of the ongoing reporting process for Risk Management.

Risk Management Reporting Workflow

(<}

g Reviews Triennial Risk Provides overview of

= Report on Appropriateness & :
- g Effectiveness report to Council
Ss
< O

Approves Triennial Risk Reviews Identifies new Documents
Report on Appropriateness & Renort — / emerging —P meeting
8 Effectiveness P risks outcomes
(@) A A
o L | v
E (<) Produces Triennial Risk | Verifies Risk Identifies new Produces Risk Updates Risk
35 % Report on Appropriateness Information —»  /emerging —»  Summary Report Profiles / Follow
8 % & Effectiveness risks (Annual) up Action
x
o= 4
Provides updates on:
1. New / emerging risks

~ % 2. Control Adequacy <
5 o) 3. Key Indicator Results
; E 4. Assigned Actions

Each Work Area is responsible for ensuring:

They continually provide updates in relation to new, emerging risks, control effectiveness and any
relevant key indicator performance to the Director.

Work through assigned actions and provide relevant updates to the Director

Risks / Issues reported to the CEO & Senior Management Team are reflective of the current risk and
control environment.

The Director/s are responsible for:

Ensuring Shire Risk Profiles are formally reviewed and updated, at least on an 18 month rotation or
earlier when there has been a material restructure, change in risk ownership or change in the external
environment.

Annual Risk Reporting for the CEO & Senior Management Team — Contains an overview of the Risk
Summary for the Shire.

Audit & Risk Management Committee

The Audit & Risk Management Committee is responsible for reviewing reports from the Chief Executive
Officer on the appropriateness and effectiveness of the Shire’s systems and procedures in relation to
risk management, internal control and legislative compliance. The Audit & Risk Management
Committee will report to Council the results of that review including a copy of the Chief Executive
Officer’s report.

Risk Management Framework |13





Risk Profiles

Operational Risks
The Shire utilises risk profiles to document how it manages these risks. These risks are usually managed
and monitored at the Executive/management level. The profiles assessed are:

For each category, the profile contains the following:

Asset Sustainability

Business and Community Disruption
Community Engagement
Compliance Obligations

Document Management
Employment Practices

Environment Management

Errors, Omissions and Delays

Risk Description

Causal Factors

Potential Outcomes

Inherent and Residual Risk
Key Controls / Control Type
Control Operating Effectiveness
Risk Evaluation

Actions and Responsibility

Risk Management Framework

External Theft and Fraud
IT, Communication Systems  and
Infrastructure

Management of Facilities, Venues and
Events

Misconduct

Project / Change Management
Purchasing and Supply

WHS
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A: : endix A — Risk Assessment and Acce:tance Criteria
Measures of Likelihood

Near miss. Less than No material service No noticeable Unsubstantiated, low Inconsequential Contained, Small variation to cost,
$20,000 interruption regulatory or impact, low profile or damage. reversible impact | timelines, scope or
Minor first aid statutory impact ‘no news’ item managed by on quality of objectives
injuries site response and required outcomes
Medical type $20,001 - Short term Some temporary Substantiated, low Localised damage | Contained, 5-10% increase in time
injuries $100,000 temporary non compliances impact, low news item | rectified by routine | reversible impact | or cost or variation to
interruption — internal managed by scope or objective
backlog cleared < 1 procedures internal response | requiring managers
day approval
Lost time $100,001 - Medium term Short term Substantiated, public Localised damage | Contained, 10 -20 % increase in
injury <30 $500,000 temporary noncompliance but embarrassment, requiring external reversible impact | time or cost or variation
days interruption — with significant moderate impact, resources to rectify | managed by to scope or objective
backlog cleared by regulatory moderate news profile external agencies | requiring Senior
additional resources | requirements Management approval
< 1 week imposed
Lost time $500,001 - Prolonged Non-compliance Substantiated, public Significant Uncontained, 20 — 50 % increase in
injury >30 $1,000,000 interruption of results in termination | embarrassment, high damage requiring reversible impact | time or cost or
days services — additional | of services or impact, high news internal and managed by a significant variation to
resources; imposed penalties profile, third party external resources | coordinated scope or objective
performance actions to rectify response from requiring restructure of
affected < 1 month external agencies | project and Executive
Management or
Council approval
Fatality, More than Indeterminate Non-compliance Substantiated, public Extensive damage | Uncontained, >50% increase in cost
permanent $1,000,000 prolonged results in litigation, embarrassment, very requiring irreversible or timeline, or inability
disability interruption of criminal charges or high multiple impacts, | prolonged period impact to meet project
services — non- significant damages | high widespread of restitution objectives requiring the
performance > 1 or penalties multiple news profile, Complete loss of project to be
month third party actions plant, equipment abandoned or
and building redeveloped

Measures of Likelihood

The event is expected to occur in most circumstances (>90% chance)

More than once per year

The event will probably occur in most circumstances(>50% chance)

At least once per year

The event should occur at some time(20% chance)

At least once in 3 years

The event could occur at some time(<10% chance)

At least once in 10 years

The event may only occur in exceptional circumstances(<5% chance)

Less than once in 15 years

Risk Management Framework
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Consequence Insignificant Minor Moderate Major Catastrophic

1 2 3 4 5

Moderate (5) High (10) High (15) Extreme (20) Extreme (25)

Moderate (8) High (12) High (16) Extreme (20)

Moderate (6) Moderate (9) High (12) High (15)

Moderate (6) Moderate (8) High (10)

Low (4) Moderate (5)

Risk Acceptance Criteria
Risk Rank Responsibilit
Risk acceptable with adequate controls, managed by routine procedures and subject = Supervisor / Team
Acceptable
_to annval mopitoring .~~~ |lLeader

MODERATE | Monitor Risk acceptable with adequate controls, managed by specific procedures and Service Manager
subject to semi-annual monitoring

HIGH Urgent Attention Risk acceptable with effective controls, managed by senior management / executive
Required and subject to monthly monitoring

‘ Executive Team

EXTREME Unacceptable Risk generally not acceptable ‘ CEO & Council

Existing Controls Ratings

Processes (Controls) operating as intended and aligned to Policies / Procedures.
Subject to ongoing monitoring.

Reviewed and tested regularly.

Processes (Controls) generally operating as intended, however inadequacies exist.
Limited monitoring.

Reviewed and tested, but not regularly.

Processes (Controls) not operating as intended.

Processes (Controls) do not exist, or are not being complied with.

Have not been reviewed or tested for some time.

Effective There is little scope for improvement.

Adequate | There is some scope for improvement.

Inadequate | There is a need for improvement or action.

WP WNRIWNE
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Local Government

Risk Dashboard

Purchasing and Supply,

Project management

Misconduct

m, ions systems and i

External theft and Fraud

Asset Sustainability

Employment Practices

Business and Community Disruption

Compliance

Document Management Processes

Community Engagement

Errors, Omissions and Delays

[ —e—Residual Risk

—4—Inherent Risk ]

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk Risk Acceptance

Failure or in service of i assets, plant, equipment or machinery.
These include fleet, buildings, roads, playgrounds, boat ramps and all other assets during their lifecycle from
procurement to disposal.

Risk Ratings Risk Evaluatio|

Inherent Risk Control effectiveness

Employment Practices
Residual Risk

Risk Acceptance
Failure to effectively manage human resources (full-time, part-time, casuals, temporary and volunteers).

Risk Rating Risk Evaluation

Business and Community

Di ti Inherent Risk Control effectiveness
isruption

Residual Risk Risk Acceptance

Failure to adequately prepare and respond to events that cause to the local and / or normal

business activities. This could be a natural disaster, weather event, or an act carried out by an external party (e.g.
sabotage / terrorism) and/or pandemic.

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk Risk Acceptance

Failure to correctly identify, interpret, assess, respond and laws and

Adequate

Monitor

as a result of an inadequate

This il new or 'y and legislati h in addition to the failure to

updated internal & public domain legal ion. It includ others) the Local Government Act,
Planning & Development Act, Health Act, Building Act, Dog Act, Cat Act, Freedom of Information Act and all other
legislative based obligations for Local Government.

Risk Ratings Risk Evaluation

Document Management Inherent Risk Control effectiveness
Processes

Residual Risk Risk Acceptance

Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation.

Risk Evaluation

Failure to with the C local Media), Stakeholders, Key Private
Sector C g and Elected This includ ivities where icati
or consultation is required and where it is in the best interests to do so

Risk Ratings

Inherent Risk Control effectiveness

Community Engagement
Residual Risk

Risk Acceptance

working

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Environment

Monitor

Residual Risk Risk Acceptance

issues.

Adequate

as a result of errors or failure to follow due process

ori ies in advisory activities to or internal staff.

Risk Ratings

Risk Evaluation

Inherent Risk Control effectiveness Adequate

External theft and Fr:

Residual Risk Risk Acceptance

Loss of funds, assets, data or access, (1 or
any means (including electronic), for the purposes of fraud, malicious damage or theft.

by external parties, through

Risk Ratings Risk Evaluation

Management of fa es, venues, [nherent Risk Control effectiveness

events and services

Residual Risk Risk Acceptance

Failure to effectively manage the day to day operations of faci s, venues and events.

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk Risk Acceptance

Intentional act excess of authority granted to an

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness Adequate

Project management

Residual Risk Moderate Risk Acceptance Monitor

policies, pi

or

analysis, design, delivery and reporting of projects / change

Risk Ratings Risk Evaluation

IT, communications systems and Inherent Risk
infrastructure

Control effectiveness

Residual Risk

Risk Acceptance

of per or other failure of IT or
ity to i il ivities and provide services to the community.

system or il causing the

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Purchasing and Supply

Residual Risk LLLEIE TR Risk Acceptance: Monitor

Inadequate management of external Suppliers, Contractors, IT Vendors or C for { This
includes issues that arise from the ongoing supply of services or failures in contract management & monitoring
processes.

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk m Risk Acceptance

ith the Workplace Health & Safety Act, associated regulations and standards.
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Local Government

Risk Dashboard

Purchasing and Supply,

Project management

Misconduct

m, ions systems and i

External theft and Fraud

Asset Sustainability

Employment Practices

Business and Community Disruption

Compliance

Document Management Processes

Community Engagement

Errors, Omissions and Delays

[ —e—Residual Risk

—4—Inherent Risk ]

Risk Evaluation
Control effectiveness

Risk Ratings

Inherent Risk

Residual Risk Risk Acceptance

Failure or in service of i assets, plant, equipment or machinery.
These include fleet, buildings, roads, playgrounds, boat ramps and all other assets during their lifecycle from
procurement to disposal.

Risk Ratings Risk Evaluatio|

Inherent Risk Control effectiveness

Employment Practices
Residual Risk

Risk Acceptance
Failure to effectively manage human resources (full-time, part-time, casuals, temporary and volunteers).

Risk Rating Risk Evaluation

Business and Community

Di ti Inherent Risk Control effectiveness
isruption

Residual Risk Risk Acceptance

Failure to adequately prepare and respond to events that cause to the local and / or normal
business activities. This could be a natural disaster, weather event, or an act carried out by an external party (e.g.
sabotage / terrorism) and/or pandemic.

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk Risk Acceptance

Failure to correctly identify, interpret, assess, respond and laws and
i This il new or 'y and legislati h in addition to the failure to
updated internal & public domain legal ion. It includ others) the Local Government Act,
Planning & Development Act, Health Act, Building Act, Dog Act, Cat Act, Freedom of Information Act and all other
legislative based obligations for Local Government.

Adequate

Monitor

as a result of an inadequate

Risk Ratings

Inherent Risk

Risk Evaluation

Document Management Control effectiveness
Processes

Residual Risk Risk Acceptance

Risk Evaluation

Risk Ratings

Inherent Risk Control effectiveness

Community Engagement
Residual Risk

Risk Acceptance

Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation. Failure to working with the C local Media), Stakeholders, Key Private
Sector C Ag and Elected This includ ivities where icati
or consultation is required and where it is in the best interests to do so
Risk Ratings Risk Evaluation R Rating R aluatio
Environment Inherent Risk Control effectiveness N 0 - A1 e erent R ontrol effectivene Adequate
Residual Risk Risk Acceptance Monitor Resid R R A p e
il issues. Errors, or delays in as a result of errors or failure to follow due process
il i il ori ies in advisory activities to or internal staff.

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness Adequate

External theft and Fr:

Residual Risk Risk Acceptance

Loss of funds, assets, data or access, (1 or
any means (including electronic), for the purposes of fraud, malicious damage or theft.

by external parties, through

Risk Ratings Risk Evaluation

Management of fa es, venues, [nherent Risk Control effectiveness

events and services

Residual Risk Risk Acceptance

Failure to effectively manage the day to day operations of faci s, venues and events.

Risk Evaluation

Risk Ratings

Inherent Risk Control effectiveness

Residual Risk Risk Acceptance

excess of authority granted to an

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness Adequate

Project management

Residual Risk Moderate

Risk Acceptance Monitor

policies, pi

or delegated authority

analysis, design, delivery and reporting of projects / change

Risk Ratings Risk Evaluation

IT, communications systems and Inherent Risk Control effectiveness
infrastructure

Residual Risk BN [ CTE T Risk Acceptance:

of per or other failure of IT or
inability to continue business activities and provide services to the community.

system or il causing the

Risk Ratings Risk Evaluation

Inherent Risk Control effectiveness

Residual Risk Moderate

Risk Acceptance Monitor

Inadequate management of external Suppliers, Contractors, IT Vendors or C for op i This
includes issues that arise from the ongoing supply of services or failures in contract management & monitoring
processes.

Risk Ratings

Inherent Risk

Risk Evaluation

Control effectiveness

Residual Risk Risk Acceptance

Non-compliance with the Workplace Health & Safety Act,
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Asset Sustainability Sep-23

Risk Description

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.
These include fleet, buildings, roads, playgrounds, boat ramps and all other assets during their lifecycle from procurement to disposal.

Causal Factors

Potential OQutcomes

e Skill level & behaviour of operators

e Lack of trained staff

e Outdated equipment

¢ Insufficient budget to maintain or replace assets
e Unavailability of parts

e lack of Maintenance

e Breakdowns

Financial

Service interruption
Property damage
Non compliance
Health

. ikeli Risk Rati
Inherent Risk Consequen_ce legllhood isk Rating
Catastrophic Likely
Control Operating
T D .

Key Controls ype ate [ —
Roads Routine Maintenance Program Preventative Sep-23 Effective
Plant Routine Maintenance Program Preventative Sep-23 Effective
Buildings Routine Maintenance Program (reactive) Preventative Sep-23 Effective
Procurement & Disposal Process Preventative Sep-23 Effective
Asset Management Data Entry (Multiple) & Monitoring Preventative Sep-23 Effective
Asset Register Preventative Sep-23 Effective
Reactive Maintenance Program Detective Sep-23 Effective
Community Strategic Plan (new) Preventative Sep-23 Effective
Asbestos Management Plan (in development) Detective Sep-23 Effective

| Overall Control Effectiveness| Effective

. . Consequence Likelihood

Residual Risk Moderate Possible Moderate
[Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility

Develop Verification of Competency for Plant Operators

Comments / Justifications






Asset Sustainability Dec-23

Risk Description

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.
These include fleet, buildings, roads, playgrounds, boat ramps and all other assets during their lifecycle from procurement to disposal.

Causal Factors

Potential OQutcomes

e Skill level & behaviour of operators

e Lack of trained staff

e Outdated equipment

¢ Insufficient budget to maintain or replace assets
e Unavailability of parts

e lack of Maintenance

e Breakdowns

Financial

Service interruption
Property damage
Non compliance
Health

. Consequence Likelihood Risk Ratin
Inherent Risk e . .
Catastrophic Likely
Control Operating

Key Controls Type Date [ —
Roads Routine Maintenance Program Preventative Sep-23 Effective
Plant Routine Maintenance Program Preventative Sep-23 Effective
Buildings Routine Maintenance Program (reactive) Preventative Sep-23 Effective
Procurement & Disposal Process Preventative Sep-23 Effective
Asset Management Data Entry (Multiple) & Monitoring Preventative Sep-23 Effective
Asset Register Preventative Sep-23 Effective
Reactive Maintenance Program Detective Sep-23 Effective
Community Strategic Plan (new) Preventative Sep-23 Effective
Asbestos Management Plan (in development) Detective Sep-23 Effective

| Overall Control Effectiveness| Effective

. . Consequence Likelihood

Residual Risk Moderate Possible Moderate
[Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility
Develop Verification of Competency for Plant Operators Nov-23 Works/Risk Coordinator

Comments / Justifications

Regional Risk Coordinator has developed VOC procedure for implementation.






Business and Community Disruption Sep-23

Risk Description

Failure to adequately prepare and respond to events that cause disruption to the local community and / or normal business activities. This could be a
natural disaster, weather event, or an act carried out by an external party (e.g. sabotage / terrorism) and/or pandemic.

Causal Factors

Potential Outcomes

e Cyclone, storm, fire, earthquake e Service Interruption
e Terrorism / sabotage / criminal behaviour e Reputational damage
e Epidemic / Pandemic e Health
e Loss of suppliers e Financial Impact
e Climate change
e Loss of key staff
e Loss of key infrastructure
Inherent Risk Consequence leellhood Risk Rating
Major Likely
Control Operating
Key Controls Type Date [ —
Business Continuity Plan Recovery Sep-23
LEMA Preventative Sep-23 Effective
LEMAC Preventative Sep-23 Effective
Volunteer Mgt & Training Preventative Sep-23 Adequate
Internal Emergency Management Plan Preventative Sep-23 Adequate
Generator availability across Shire Preventative Sep-23 Effective
IT Disaster Recovery Plan Preventative Sep-23 Effective
[ Overall Control Effectiveness| Effective
Residual Risk Consequence leell_hood
Minor Unlikely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Update internal emergency management plans and diagrams including emergency evacuation training

Review and update emergency evacuation diagrams

Test IT Disaster Recovery Plan

Develop a Business Continuity Plan

Comments / Justifications

home arrangements

Although the Shire does not have a documented Business Continuity Plan, practices are established to manage a disruption that includes working from






Business and Community Disruption Dec-23

Risk Description

Failure to adequately prepare and respond to events that cause disruption to the local community and / or normal business activities. This could be a
natural disaster, weather event, or an act carried out by an external party (e.g. sabotage / terrorism) and/or pandemic.

Causal Factors

Potential Outcomes

e Cyclone, storm, fire, earthquake e Service Interruption
e Terrorism / sabotage / criminal behaviour e Reputational damage
e Epidemic / Pandemic e Health
e Loss of suppliers e Financial Impact
e Climate change
e Loss of key staff
e Loss of key infrastructure
Inherent Risk Consequence leellhood Risk Rating
Major Likely
Control Operating
Key Controls Type Date [ —
Business Continuity Plan Recovery Sep-23
LEMA Preventative Sep-23 Effective
LEMAC Preventative Sep-23 Effective
Volunteer Mgt & Training Preventative Sep-23 Adequate
Internal Emergency Management Plan Preventative Sep-23 Adequate
Generator availability across Shire Preventative Sep-23 Effective
IT Disaster Recovery Plan Preventative Sep-23 Effective
[ Overall Control Effectiveness| Effective
Residual Risk Consequence leell_hood
Minor Unlikely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Update internal emergency management plans and diagrams including emergency evacuation training

Review and update emergency evacuation diagrams

Test IT Disaster Recovery Plan

Develop a Business Continuity Plan

Comments / Justifications

home arrangements

Although the Shire does not have a documented Business Continuity Plan, practices are established to manage a disruption that includes working from

DCEO has commenced drafting of Business Continuity Plan for consideration at future Audit & Risk Committee Meeting.






Compliance Sep-23

Risk Description

Failure to correctly identify, interpret, assess, respond and communicate laws and regulations as a result of an inadequate compliance framework. This
includes, new or proposed regulatory and legislative changes, in addition to the failure to maintain updated internal & public domain legal
documentation. It includes (amongst others) the Local Government Act, Planning & Development Act, Health Act, Building Act, Dog Act, Cat Act,
Freedom of Information Act and all other legislative based obligations for Local Government.

Causal Factors

Potential OQutcomes

Lack of training, awareness and knowledge
e Staff Turnover
Inadequate record keeping/ failure of corporate electronic
systems

Non-compliance
Reputational

Environmental

e [neffective policies & processes Financial Impact

e Impulsive decision making

e Elected member turnover

e Lack of Legal Expertise

e Breakdowns in the tender or procurement process

e [neffective monitoring of changes to legislation

e Attitudinal problems
Inherent Risk Consequen_ce Likelihood Risk Rating

Catastrophic Possible —
Control Operating

Key Controls Type Date [ —
Compliance framework (in development) Preventative Sep-23
'Advice' monitoring (subscriptions) Preventative Sep-23 Effective
Annual Compliance Return (CAR) Detective Sep-23 Effective
Reg 17 Preventative Sep-23 Effective
FMR Preventative Sep-23 Effective
Audit Committee Preventative Sep-23 Effective
Council Policies Preventative Sep-23

| Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk Moderate Possible Moderate
Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility

Ongoing review and integration of governance framework

Ongoing review of Council policies

Implementation of FMR report and recommendations following recent financial management review

Comments / Justifications

recommendations.

The Shire reecently underwent a Regulation 17 review that resulted in a number of recommendations. The Shire is currently reviewing those






Compliance Dec-23

Risk Description

Failure to correctly identify, interpret, assess, respond and communicate laws and regulations as a result of an inadequate compliance framework. This
includes, new or proposed regulatory and legislative changes, in addition to the failure to maintain updated internal & public domain legal
documentation. It includes (amongst others) the Local Government Act, Planning & Development Act, Health Act, Building Act, Dog Act, Cat Act,
Freedom of Information Act and all other legislative based obligations for Local Government.

Causal Factors

Potential OQutcomes

Lack of training, awareness and knowledge
e Staff Turnover
Inadequate record keeping/ failure of corporate electronic
systems

Non-compliance
Reputational

Environmental

e [neffective policies & processes Financial Impact

e Impulsive decision making

e Elected member turnover

e Lack of Legal Expertise

e Breakdowns in the tender or procurement process

e [neffective monitoring of changes to legislation

e Attitudinal problems
Inherent Risk Consequen_ce Likelihood Risk Rating

Catastrophic Possible —
Control Operating

Key Controls Type Date [ —
Compliance framework (in development) Preventative Sep-23
'Advice' monitoring (subscriptions) Preventative Sep-23 Effective
Annual Compliance Return (CAR) Detective Sep-23 Effective
Reg 17 Preventative Sep-23 Effective
FMR Preventative Sep-23 Effective
Audit Committee Preventative Sep-23 Effective
Council Policies Preventative Sep-23

| Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk Moderate Possible Moderate
Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility

Ongoing review and integration of governance framework

Ongoing review of Council policies

Implementation of FMR report and recommendations following recent financial management review

Comments / Justifications

recommendations.

The Shire recently underwent a Regulation 17 review that resulted in a number of recommendations. The Shire is currently reviewing those






Document Management Processes Sep-23

Risk Description
Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation.

Causal Factors Potential Outcomes
Spreadsheet/database/document corruption or loss e Compliance
Inadequate access and / or security levels e Reputation
Inadequate Storage facilities (including climate control) e Loss of data

Lack of knowledge/training

Incompatible systems

Lack of awareness of the State Records Act
Outdated record keeping practices
Incomplete authorisation trails

: Consequence Likelihood Risk Rating
Inherent Risk Moderate Likely High
Control Operating
Key Controls Type Date [ —
Records Management Framework Preventative Sep-23 Adequate
Policy & Procedural Review process Preventative Sep-23
Record Management Officer Preventative/Detective Sep-23 Effective
Record Keeping Plan Preventative Sep-23 Effective
IT Disaster Recovery Plan Preventative Sep-23 Adequate
Staff Training and Development Preventative Sep-23 Adequate
Atlus (Synergy) Preventative Sep-23
| Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk Moderate Likely High
Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility

Ongoing implementation of Atlus
Develop and implement a schedule for Policy reviews

Comments / Justifications
The Shire is currently reviewing Atlus's document management capability in view of a planend integration into the Shire






Document Management Processes Dec-23

Risk Description
Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation.

Causal Factors Potential Outcomes
Spreadsheet/database/document corruption or loss e Compliance
Inadequate access and / or security levels e Reputation
Inadequate Storage facilities (including climate control) e Loss of data

Lack of knowledge/training

Incompatible systems

Lack of awareness of the State Records Act
Outdated record keeping practices
Incomplete authorisation trails

: Consequence Likelihood Risk Rating
Inherent Risk Moderate Likely High
Control Operating
Key Controls Type Date [ —
Records Management Framework Preventative Sep-23 Adequate
Policy & Procedural Review process Preventative Sep-23
Record Management Officer Preventative/Detective Sep-23 Effective
Record Keeping Plan Preventative Sep-23 Effective
IT Disaster Recovery Plan Preventative Sep-23 Adequate
Staff Training and Development Preventative Sep-23 Adequate
Atlus (Synergy) Preventative Sep-23
| Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk Moderate Likely High
Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility

Ongoing implementation of Atlus
Develop and implement a schedule for Policy reviews

Comments / Justifications
The Shire is currently reviewing Atlus's document management capability in view of a planned integration into the Shire






Employment Practices Sep-23

Risk Description
Failure to effectively manage human resources (full-time, part-time, casuals, temporary and volunteers).
Causal Factors Potential Outcomes
e Leadership failures e Health
e Key / single-person dependencies e Compliance
e Poor internal communications / relationships e Reputation
® Ineffective Human Resources policies, procedures and practices e Service interruption
e Ineffective performance management arrangements
e Limited staff availability - labour market
Inadequate staff training / knowledge
. Consequence Likelihood Risk Ratin
Inherent Risk 4 . ~2nd
Major Likely High
Control Operating
Key Controls Type Date Effectiveness
Onboarding / Induction process Preventative Sep-23 Adequate
Stalff training Preventative Sep-23 Adequate
Performance Management Process Preventative Sep-23 Effective
Staff Exit process Preventative Sep-23 Effective
Workforce Planning Preventative Sep-23 Effective
Code of Conduct Preventative Sep-23 Effective
Volunteer Policy and Procedures Preventative Sep-23
Internal engagements (meetings) Preventative Sep-23 Adequate
HR Policies and procedures Preventative / reactive Sep-23
WALGA IR Support Preventative Sep-23 Effective
[ Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk & .
Minor Unlikely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Implementation of Definitive (payroll compliance module)

HR policies to be updated

Comments / Justifications






Employment Practices Dec-23

Risk Description
Failure to effectively manage human resources (full-time, part-time, casuals, temporary and volunteers).
Causal Factors Potential Outcomes
e Leadership failures e Health
e Key / single-person dependencies e Compliance
e Poor internal communications / relationships e Reputation
® Ineffective Human Resources policies, procedures and practices e Service interruption
e Ineffective performance management arrangements
e Limited staff availability - labour market
Inadequate staff training / knowledge
. Consequence Likelihood Risk Ratin
Inherent Risk 4 . ~2nd
Major Likely High
Control Operating
Key Controls Type Date Effectiveness
Onboarding / Induction process Preventative Sep-23 Adequate
Stalff training Preventative Sep-23 Adequate
Performance Management Process Preventative Sep-23 Effective
Staff Exit process Preventative Sep-23 Effective
Workforce Planning Preventative Sep-23 Effective
Code of Conduct Preventative Sep-23 Effective
Volunteer Policy and Procedures Preventative Sep-23
Internal engagements (meetings) Preventative Sep-23 Adequate
HR Policies and procedures Preventative / reactive Sep-23
WALGA IR Support Preventative Sep-23 Effective
[ Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk & .
Minor Unlikely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Implementation of Definitive (payroll compliance module)

HR policies to be updated

Comments / Justifications






Community Engagement Sep-23

Risk Description

best interests to do so

Failure to maintain effective working relationships with the Community (including local Media), Stakeholders, Key Private Sector Companies,
Government Agencies and Elected Members. This includes activities where communication, feedback or consultation is required and where it is in the

Causal Factors

Potential Outcomes

Relationship breakdowns with community groups
Leadership inattention to current issues
Inadequate documentation or procedures
Budget / funding issues

Poor communication and engagement on issues
Inadequate support for community groups

Reputation
Compliance
Service interruption
Environmental

; Consequence Likelihood Risk Rating
Inherent Risk Moderate Likely High
Control Operating
Key Controls Type Date Effectlveness
Complaint Management Process Preventative Sep-23
Social media Policy Preventative Sep-23 Effective
Community Group Involvement Detective Sep-23 Adequate
Customer Service Charter Preventative Sep-23
Community Notices/communication Preventative Sep-23 Effective
Community Strategic Plan Preventative Sep-23 Effective
| Overall Control Effectiveness] Adequate
: . Consequence Likelihood
Residual Risk Sequ kel
Insignificant Likely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Develop complaint management process

Review Customer Service Charter

Comments / Justifications






Community Engagement Dec-23

Risk Description

best interests to do so

Failure to maintain effective working relationships with the Community (including local Media), Stakeholders, Key Private Sector Companies,
Government Agencies and Elected Members. This includes activities where communication, feedback or consultation is required and where it is in the

Causal Factors

Potential Outcomes

Relationship breakdowns with community groups
Leadership inattention to current issues
Inadequate documentation or procedures
Budget / funding issues

Poor communication and engagement on issues
Inadequate support for community groups

Reputation
Compliance
Service interruption
Environmental

; Consequence Likelihood Risk Rating
Inherent Risk Moderate Likely High
Control Operating
Key Controls Type Date Effectlveness
Complaint Management Process Preventative Sep-23
Social media Policy Preventative Sep-23 Effective
Community Group Involvement Detective Sep-23 Adequate
Customer Service Charter Preventative Sep-23
Community Notices/communication Preventative Sep-23 Effective
Community Strategic Plan Preventative Sep-23 Effective
| Overall Control Effectiveness] Adequate
: - Consequence Likelihood
Residual Risk Sequ kel
Insignificant Likely Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Develop complaint management process

Review Customer Service Charter

Comments / Justifications

Behavioural Complaints Committee established in October 2023. Policy/Procedure framework drafted and to be finalised.






Environment Sep-23

Risk Description
Inadequate prevention, identification, enforcement and management of environmental issues.
Causal Factors Potential Outcomes

e |nadequate management of landfill sites e Environmental

e Lack of understanding / knowledge e Compliance

e Inadequate local laws / planning schemes e Health

e Prolific extractive industry (sand, limestone, etc) e Reputational

e Poor management of contaminated sites e Property

e Clandestine drug labs disposing of chemicals illegally e Financial

e \Weather events / natural disasters

e Climate change

e |nadequate weed and pest management

e Land contamination
Inherent Risk Consequence Likelihood_ | Risk Rating

Major Almost Certain
Control Operating
Key Controls Type Date [ —
Waste Facilities Management Plan Preventative Sep-23 Effective
Strategic Plan - includes reference to environmental and waste services Preventative Sep-23 Effective
Spill kits / PPE Preventative Sep-23 Effective
Above ground fuel tank bunded Preventative Sep-23 Effective
Weed Control Program Preventative Sep-23 Effective
Vegetation control program Preventative Sep-23 Effective
Asbestos Management Plan Preventative/Detective Sep-23 Effective
EHO (shared resource) Preventative Sep-23 Adequate
Sewarage Management Plan Preventative Sep-23 Effective
| Overall Control Effectiveness] Effective
. . Consequence Likelihood

Residual Risk Minor Likely Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility
Comments / Justifications
EHO has been assigned as adequate due to it being a shared contracted role with significant workload






Environment Dec-23

Risk Description
Inadequate prevention, identification, enforcement and management of environmental issues.
Causal Factors Potential Outcomes

e |nadequate management of landfill sites e Environmental

e Lack of understanding / knowledge e Compliance

e Inadequate local laws / planning schemes e Health

e Prolific extractive industry (sand, limestone, etc) e Reputational

e Poor management of contaminated sites e Property

e Clandestine drug labs disposing of chemicals illegally e Financial

e \Weather events / natural disasters

e Climate change

e |nadequate weed and pest management

e Land contamination
Inherent Risk Consequence Likelihood_ | Risk Rating

Major Almost Certain
Control Operating
Key Controls Type Date [ —
Waste Facilities Management Plan Preventative Sep-23 Effective
Strategic Plan - includes reference to environmental and waste services Preventative Sep-23 Effective
Spill kits / PPE Preventative Sep-23 Effective
Above ground fuel tank bunded Preventative Sep-23 Effective
Weed Control Program Preventative Sep-23 Effective
Vegetation control program Preventative Sep-23 Effective
Asbestos Management Plan Preventative/Detective Sep-23 Effective
EHO (shared resource) Preventative Sep-23 Adequate
Sewerage Management Plan Preventative Sep-23 Effective
| Overall Control Effectiveness] Effective
. . Consequence Likelihood

Residual Risk Minor Likely Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility
Comments / Justifications
EHO has been assigned as adequate due to it being a shared contracted role with significant workload






Errors, Omissions and Delays Sep-23

Risk Description

or inaccuracies in advisory activities to customers or internal staff.

Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including incomplete, inadequate

Causal Factors

Potential Outcomes

e Inadequate internal processes e Compliance
e Lack of knowledge/training e Reputational
e Legislative changes e Financial
e Unrealistic community/council expectations e Property
e Incorrect information
Staff turnover
Work pressures / deadlines
e Failure to monitor external non-compliance (swimming pools/food
hygiene)
e Human Error
: Consequence Likelihood Risk Ratin
Inherent Risk 1 . sl
Major Possible High
Control Operating
Key Controls Type Date [ —
Delegations Register Preventative Sep-23 Effective
Town Planner (consultant) Preventative Sep-23 Effective
Local Planning Strategy Preventative Sep-23
Compliance and Governance Calendar Preventative Sep-23
Access to state legislation Preventative Sep-23 Effective
Contracted health Officer Preventative Sep-23 Effective
[ Overall Control Effectiveness] Adequate
TR Conseguence Likeli'hood
Minor Unlikely Low
Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Develop a local planning strategy

Continued development of the compliance and governance calendar

Comments / Justifications






Errors, Omissions and Delays Dec-23

Risk Description

Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including incomplete, inadequate
or inaccuracies in advisory activities to customers or internal staff.

Causal Factors Potential Outcomes
e Inadequate internal processes e Compliance
e Lack of knowledge/training e Reputational
e Legislative changes e Financial
e Unrealistic community/council expectations e Property
e Incorrect information
Staff turnover
Work pressures / deadlines
e Failure to monitor external non-compliance (swimming pools/food
hygiene)
e Human Error
q Consequence Likelihood Risk Ratin
Inherent Risk 1 . sl
Major Possible High
Control Operating
Key Controls Type Date [ —
Delegations Register Preventative Sep-23 Effective
Town Planner (consultant) Preventative Sep-23 Effective
Local Planning Strategy Preventative Sep-23
Compliance and Governance Calendar Preventative Sep-23 Adequate
Access to state legislation Preventative Sep-23 Effective
Contracted health Officer Preventative Sep-23 Effective
[ Overall Control Effectiveness] Adequate
. . Consequence Likelihood
Residual Risk & .
Minor Unlikely Low
Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Develop a local planning strategy
Continued development of the compliance and governance calendar

Comments / Justifications
WALGA Compliance Calendar template utilised. To roll out in the 2024 calendar year as a tool to track compliance.






External theft and Fraud Sep-23

Risk Description

Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by external parties, through any means (including electronic), for
the purposes of fraud, malicious damage or theft.

Causal Factors Potential Outcomes
e Inadequate security measures e Financial
e Robbery / theft e Reputational
e Cyber crime e Property
e Scam invoices e Service Interruption
e Inadequate knowledge/training
e staff collusions

. Consequence Likelihood Risk Ratin
Inherent Risk quen . 3
Catastrophic Likely
Control Operating
Key Controls Type Date Effectlveness
Building Security access controls (alarms, CCTV, keypad access) Preventative Sep-23 Adequate
Equipment storage security access controls Preventative Sep-23 Adequate
IT Security Framework (third party vendor) Preventative Sep-23 Effective
Cash handling processes Preventative Sep-23
Asset Registers Preventative Sep-23 Effective
Attractive items Registers Detective Sep-23 Effective
Keys secured overnight Preventative Sep-23 Adequate
| Overall Control Effectiveness] Adequate
. . Likelih
Residual Risk CeliECL UL tkelihood
Insignificant Possible Low
Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Installation of electronic gate at depot
Update cash handling procedures

Comments / Justifications






External theft and Fraud Dec-23

Risk Description

the purposes of fraud, malicious damage or theft.

Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by external parties, through any means (including electronic), for

Causal Factors

Potential Outcomes

e Inadequate security measures e Financial

e Robbery / theft e Reputational

e Cyber crime e Property

e Scam invoices e Service Interruption

e Inadequate knowledge/training

e staff collusions

. Consequence Likelihood Risk Ratin
Inherent Risk quen . 3
Catastrophic Likely
Control Operating
Key Controls Type Date Effectlveness
Building Security access controls (alarms, CCTV, keypad access) Preventative Sep-23 Effective
Equipment storage security access controls Preventative Sep-23 Effective
IT Security Framework (third party vendor) Preventative Sep-23 Effective
Cash handling processes Preventative Sep-23
Asset Registers Preventative Sep-23 Effective
Attractive items Registers Detective Sep-23 Effective
Keys secured overnight Preventative Sep-23 Effective
| Overall Control Effectiveness] Adequate
. . Likelih
Residual Risk CeliECL UL tkelihood
Insignificant Possible Low

Risk Evaluation Accept
Actions / Treatments Due Date Responsibility
Installation of electronic gate at depot Nov-23 Works

Update cash handling procedures

Comments / Justifications

Movement of key controls from Adequate to Effective due to installation of Works Depot Auto Gate.






Management of facilities, venues, events and services Sep-23

Risk Description
Failure to effectively manage the day to day operations of facilities, venues and events.

Causal Factors Potential Outcomes

e Lack of internal procedures e Financial

e |nappropriate alcohol consumption e Reputational

e |nadequate hiring agreements e Compliance

e Poor event planning e Health

e Lack of internal knowledge/training e Environmental

e Lack of monitoring

: Consequence Likelihood Risk Rating
Inherent Risk Major Likely High
Control Operating
Key Controls Type Date [ —
Event management approval process Preventative Sep-23 Effective
Inspection and cleaning schedules Preventative Sep-23 Effective
Facility / Venue booking process Preventative Sep-23 Effective
Ad hoc inspection program Preventative Sep-23 Effective
Environmental Health Officer (contracted) Preventative Sep-23 Effective
Community Inspection Program Detective Sep-23 Effective
User access agreements with community (sporting) Preventative Sep-23
[ Overall Control Effectiveness| Effective
. . Consequence Likelihood

Residual Risk Minor Unlikely Low
Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Revewing access agreements for community facilities

Comments / Justifications






Management of facilities, venues, events and services Dec-23

Risk Description
Failure to effectively manage the day to day operations of facilities, venues and events.

Causal Factors Potential Outcomes
e Lack of internal procedures e Financial
e |nappropriate alcohol consumption e Reputational
e |nadequate hiring agreements e Compliance
e Poor event planning e Health
e Lack of internal knowledge/training e Environmental
e Lack of monitoring
: Likelih Risk Ratin
Inherent Risk Consequence ikeli ood | g
Major Likely High
Control Operating
Key Controls Type Date [ —
Event management approval process Preventative Sep-23 Effective
Inspection and cleaning schedules Preventative Sep-23 Effective
Facility / Venue booking process Preventative Sep-23 Effective
Ad hoc inspection program Preventative Sep-23 Effective
Environmental Health Officer (contracted) Preventative Sep-23 Effective
Community Inspection Program Detective Sep-23 Effective
User access agreements with community (sporting) Preventative Sep-23
[ Overall Control Effectiveness| Effective
. . Likelih
Residual Risk Consequence lieliisng
Minor Unlikely Low
Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Revewing access agreements for community facilities

Comments / Justifications
User agreements being investigated as part of the Consultation of Recreation Centre Management Models currently being undertaken by
Caroline Robinson at 150Square.






IT, communications systems and infrastructure

Risk Description
Instability, degradation of performance, or other failure of IT or communication system or infrastructure causing the inability to continue business
activities and provide services to the community.
Causal Factors Potential Outcomes

e Power outage on site or at provider e Financial

e Software / hardware vulnerability and/or failure e Service interruption

e Cyber crime and viruses e Property

e Inadequate IT incident and recovery processes e Reputational

e Failure of vendor

e User error
Inherent Risk Consequence Likelihood Risk Rating

Major Likely High
Control Operating

Key Controls Type Date [ —

IT Infrastructure replacement / refresh program Preventative Sep-23 Effective
IT Vendor Agreement monitoring program (Wallis) Detective Sep-23 Effective
IT Disaster Recovery Plan Recovery Sep-23 Adequate
Infrastructure Security Preventative Sep-23 Effective
UPS / Generator Preventative Sep-23 Effective
Mobile phones for key staff Preventative Sep-23 Effective
2 ways and sat phones Preventative Sep-23 Effective
IT security training Preventative Sep-23 Effective

[ Overall Control Effectiveness| Effective
. . Consequence Likelihood

Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility
Consider review of 3rd party vendor
Comments / Justifications






IT, communications systems and infrastructure

Risk Description

activities and provide services to the community.

Instability, degradation of performance, or other failure of IT or communication system or infrastructure causing the inability to continue business

Causal Factors

Potential OQutcomes

e Power outage on site or at provider e Financial
e Software / hardware vulnerability and/or failure e Service interruption
e Cyber crime and viruses e Property
e Inadequate IT incident and recovery processes e Reputational
e Failure of vendor
e User error
: Likelih Risk Ratin
= Consequence ikeli ood _ g
Major Likely High
Control Operating
Key Controls Type RatS Effectiveness
IT Infrastructure replacement / refresh program Preventative Sep-23 Effective
IT Vendor Agreement monitoring program (Wallis) Detective Sep-23 Effective
IT Disaster Recovery Plan Recovery Sep-23 Adequate
Infrastructure Security Preventative Sep-23 Effective
UPS / Generator Preventative Sep-23 Effective
Mobile phones for key staff Preventative Sep-23 Effective
2 ways and sat phones Preventative Sep-23 Effective
IT security training Preventative Sep-23 Effective
[ Overall Control Effectiveness| Effective
. . Consequence Likelihood
Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility

Consider review of 3rd party vendor

Comments / Justifications

Additional requirements to be added to the IT & Comms Risk Profile as determined as findings in the Audit Management Letter.






Misconduct Sep-23

Risk Description
Intentional activities in excess of authority granted to an employee, which circumvent endorsed policies, procedures or delegated authority
Causal Factors Potential Outcomes
e Inadequate training e Financial
e lack of policies and procedures (code of conduct) e Health
e Delegated authority circumvented e Services
e Lack of internal control e Reputation
e Poor recruitment practices e Compliance
e Insubordination
e Workplace culture
: Consequence Likelihood Risk Rating
Inherent Risk Catastrophic Possible High
Control Operating
Key Controls Type Date [ —
Delegations register and process Preventative Sep-23 Effective
IT Security Framework (Profile Use) Preventative Sep-23 Effective
Cash handling procedures Preventative Sep-23
Staff on-boarding / induction program Preventative Sep-23 Adequate
Internal reporting process (not documented) Preventative Sep-23 Adequate
Code of Conduct Preventative Sep-23 Effective
Council policies Preventative Sep-23
Performance Appraisal Program Detective Sep-23 Adequate
Effective Leadership Preventative Sep-23 Effective
HR Policies Preventative Sep-23
Recruitment process (WALGA template) Preventative Sep-23 Adequate
| Overall Control Effectiveness] Adequate
Residual Risk Conseguence Likelihood
Minor Rare Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Document internal reporting process
Ongoing review of council policies
Ongoing review of HR policies

Comments / Justifications






Misconduct Dec-23

Risk Description
Intentional activities in excess of authority granted to an employee, which circumvent endorsed policies, procedures or delegated authority
Causal Factors Potential Outcomes
e Inadequate training e Financial
e lack of policies and procedures (code of conduct) e Health
e Delegated authority circumvented e Services
e Lack of internal control e Reputation
e Poor recruitment practices e Compliance
e Insubordination
e Workplace culture
: Consequence Likelihood Risk Rating
Inherent Risk Catastrophic Possible High
Control Operating
Key Controls Type Date [ —
Delegations register and process Preventative Sep-23 Effective
IT Security Framework (Profile Use) Preventative Sep-23 Effective
Cash handling procedures Preventative Sep-23
Staff on-boarding / induction program Preventative Sep-23 Adequate
Internal reporting process (not documented) Preventative Sep-23 Adequate
Code of Conduct Preventative Sep-23 Effective
Council policies Preventative Sep-23
Performance Appraisal Program Detective Sep-23 Adequate
Effective Leadership Preventative Sep-23 Effective
HR Policies Preventative Sep-23
Recruitment process (WALGA template) Preventative Sep-23 Adequate
| Overall Control Effectiveness] Adequate
Residual Risk Conseguence Likelihood
Minor Rare Low
[Risk Evaluation Accept
Actions / Treatments Due Date Responsibility

Document internal reporting process
Ongoing review of council policies
Ongoing review of HR policies

Comments / Justifications






Project management Sep-23

Risk Description

Inadequate analysis, design, delivery and reporting of projects / change initiatives

Causal Factors

Potential Outcomes

e Poor planning methodology and process e Reputation
e Excessive/unrealistic project lists e Financial
e Inadequate monitoring of projects e Service interruption
e Lack on internal resources
e Supply chain restrictions
o |Ineffective procurement processes
. C ikeli Risk Ratin
Inherent Risk onsequence leellhood | g
Major Possible High
Control Operating
K ntrol Type Date )
ey controls yp Effectiveness
Project reporting to Council Preventative Sep-23 Effective
Purchase orders Preventative Sep-23 Effective
Project proposal templates Preventative Sep-23
Use of project management tools Preventative Sep-23
Project reporting processes Preventative Sep-23 Effective
Procurement plan (template) Preventative Sep-23 Adequate
Planning processes (public consultation) Preventative Sep-23 Effective
Budget allocations Preventative Sep-23 Adequate
Purchasing Policy Preventative Sep-23 Effective
Project timelines Preventative Sep-23
[ Overall Control Effectiveness] Adequate
: . Consequence Likelihood
Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility

Project Management Framework to be developed

Comments / Justifications






Project management Dec-23

Risk Description

Inadequate analysis, design, delivery and reporting of projects / change initiatives

Causal Factors

Potential Outcomes

e Poor planning methodology and process e Reputation
e Excessive/unrealistic project lists e Financial
e Inadequate monitoring of projects e Service interruption
e Lack on internal resources
e Supply chain restrictions
o |Ineffective procurement processes
. C ikeli Risk Ratin
Inherent Risk onsequence leellhood | g
Major Possible High
Control Operating
K ntrol Type Date )
ey controls yp Effectiveness
Project reporting to Council Preventative Sep-23 Effective
Purchase orders Preventative Sep-23 Effective
Project proposal templates Preventative Sep-23
Use of project management tools Preventative Sep-23
Project reporting processes Preventative Sep-23 Effective
Procurement plan (template) Preventative Sep-23 Adequate
Planning processes (public consultation) Preventative Sep-23 Effective
Budget allocations Preventative Sep-23 Adequate
Purchasing Policy Preventative Sep-23 Effective
Project timelines Preventative Sep-23
[ Overall Control Effectiveness] Adequate
: . Consequence Likelihood
Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility

Project Management Framework to be developed

Comments / Justifications






Purchasing and Supply Sep-23

Risk Description

Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for operations. This includes issues that arise from the
ongoing supply of services or failures in contract management & monitoring processes.

Causal Factors

Potential OQutcomes

Financial

e Inadequate tendering/procurement processes °
e Limited internal resources (physical and financial) e Service Interruption
e Inadequate contractor management practices e Reputation
e Inadequate supply/contractor monitoring e Compliance
e Supply chain limitations e Property
. Consequence Likelihood Risk Ratin
Inherent Risk 4 . g
Major Almost Certain
Control Operating
Key Controls Type Date Effectlveness
Contractor management procedures Preventative Sep-23
Purchasing policy Preventative Sep-23 Effective
Use of WALGA contracts and e-quote system Preventative Sep-23 Effective
Buy Local Policy Preventative Sep-23 Effective
RFQ/RFT processes Preventative Sep-23 Adequate
| Overall Control Effectiveness] Adequate
: . Consequence Likelihood
Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility
Develop contractor management procedures

Comments / Justifications






Purchasing and Supply Dec-23

Risk Description

Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for operations. This includes issues that arise from the
ongoing supply of services or failures in contract management & monitoring processes.

Causal Factors

Potential OQutcomes

Financial

e Inadequate tendering/procurement processes °
e Limited internal resources (physical and financial) e Service Interruption
e Inadequate contractor management practices e Reputation
e Inadequate supply/contractor monitoring e Compliance
e Supply chain limitations e Property
. Consequence Likelihood Risk Ratin
Inherent Risk 4 . g
Major Almost Certain
Control Operating
Key Controls Type Date Effectlveness
Contractor management procedures Preventative Sep-23
Purchasing policy Preventative Sep-23 Effective
Use of WALGA contracts and e-quote system Preventative Sep-23 Effective
Buy Local Policy Preventative Sep-23 Effective
RFQ/RFT processes Preventative Sep-23 Adequate
| Overall Control Effectiveness] Adequate
: . Consequence Likelihood
Residual Risk Moderate Possible Moderate
[Risk Evaluation Monitor
Actions / Treatments Due Date Responsibility
Develop contractor management procedures

Comments / Justifications






WHS Sep-23

Risk Description
Non-compliance with the Workplace Health & Safety Act, associated regulations and standards.
Causal Factors Potential Outcomes
e Lack of resources (physical and financial) e Health
o Ineffective safety management practices e Compliance
e Inadequate training and supervision e Reputation
e Lack of understanding of WHS requirements e Financial
e Poor culture e Property
. Consequence Likelihood Risk Ratin
Inherent Risk quen . 3
Catastrophic Likely
Control Operating
Key Controls Type Date Effectlveness
Safety Policy Preventative Sep-23
Safety Rep Preventative Sep-23 Effective
Induction program Preventative Sep-23 Adequate
Risk assessments / Safe work method statements Preventative Sep-23
Member of LGIS RRC program Preventative Sep-23 Effective
LGIS 3 steps to safety assessment Detective Sep-23 Adequate
Emergency management program (needs review) Preventative Sep-23 Adequate
PPE Preventative Sep-23 Effective
| Overall Control Effectiveness [ NGOG
: . Consequence Likelihood
Residual Risk Major Likely High
[Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility
Review and update WHS Policy include signatory
Develop Verification of Competency for plant operators
Development of WHS Management Plans (for construction projects where 5 or more persons are
working)
Development of Safe Work Method Statements for high risk construction work
Comments / Justifications






WHS Dec-23

Risk Description

Non-compliance with the Workplace Health & Safety Act, associated regulations and standards.

Causal Factors

Potential Outcomes

e Lack of resources (physical and financial) e Health
o Ineffective safety management practices e Compliance
e Inadequate training and supervision e Reputation
e Lack of understanding of WHS requirements e Financial
e Poor culture e Property
. Consequence Likelihood Risk Ratin
Inherent Risk quen . 2
Catastrophic Likely
Control Operating
Key Controls Type Date Effectlveness
Safety Policy Preventative Sep-23 Adequate
Safety Rep Preventative Sep-23 Effective
Induction program Preventative Sep-23 Adequate
Risk assessments / Safe work method statements Preventative Sep-23 Adequate
Member of LGIS RRC program Preventative Sep-23 Effective
LGIS 3 steps to safety assessment Detective Sep-23 Adequate
Emergency management program (needs review) Preventative Sep-23 Adequate
PPE Preventative Sep-23 Effective
| Overall Control Effectiveness] Adequate
: - Consequence Likelihood
Residual Risk Major Likely High
[Risk Evaluation Urgent attention
Actions / Treatments Due Date Responsibility
Review and update WHS Policy include signatory
Develop Verification of Competency for plant operators Nov-23 Works/Risk Coordinator
Devel t of WHS M t Pl fi tructi jects where 5 . .
Wg:/lfinogp;men o anagement Plans (for construction projects where 5 or more persons are Nov-23 Works/Risk Coordinator
Development of Safe Work Method Statements for high risk construction work Nov-23 Works/Risk Coordinator

Comments / Justifications

Regional Risk Coordinator has developed VOC procedure for implementation.

Regional Risk Coordinator has customised Construction Management Plans to Koorda.

development will be ongoing.

Regional Risk Coordinator met with Works Supervisor to ascertain which SWMS are required. WS advised many SWMS are in place, and











¥ _ _Shire of
Koorda

Drive in, stay awhile

MINUTES

Audit Committee Meeting

Held in Shire of Koorda Council Chambers
10 Haig Street, Koorda WA 6475
Wednesday 13 September 2023

Commencing 4.30pm





Audit Committee Minutes
Wednesday 13 September 2023

NOTICE OF MEETING
Dear Audit Committee Members,

The next Audit Committee Meeting of the Shire of Koorda will be held on Wednesday 13 September 2023 in
the Shire of Koorda Council Chambers, 10 Haig Street, Koorda, commencing at 4.30pm.

Lana Foote
Acting Chief Executive Officer
8 September 2023

DISCLAIMER
No responsibility whatsoever is implied or accepted by the Shire of Koorda for any act, omission or
statement or intimation occurring during Council or Committee meetings.

The Shire of Koorda disclaims any liability for any loss whatsoever and howsoever caused arising out of
reliance by any person or legal entity on any such act, omission or statement or intimation occurring during
Council or Committee meetings.

Any person or legal entity who acts or fails to act in reliance upon any statement, act or omission made in
a Council or Committee meeting does so at that person’s or legal entity’s own risk.

In particular and without derogating in any way from the broad disclaimer above, in any discussion regarding
any planning application or application for a license, and statement or intimation of approval made by a
member or officer of the Shire of Koorda during the course of any meeting is not intended to be and is not
to be taken as notice of approval from the Shire of Koorda.

The Shire of Koorda warns that anyone who has any application lodged with the Shire of Koorda must
obtain and should only rely on written confirmation of the outcome of the application, and any conditions
attaching to the decision made by the Shire of Koorda in respect of the application.

To be read aloud if any member of the public is present.

Signed .y

{;‘ C/{{»Z"(L/’f; voll

Lana Foote

Acting Chief Executive Officer
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Shire of Koorda
Audit Committee Meeting
4.30pm, Wednesday 13 September 2023

1. Declaration of Opening

The Chairperson welcomes those in attendance and declares the meeting open at 4.30pm.

2. Record of Attendance, Apologies and Leave of Absence

Committee Members:

Cr JM Stratford President & Chair

Cr BG Cooper Deputy Member

Cr LC Smith Member
Staff:

Miss L Foote Acting Chief Executive Officer

Mrs K Harrap Governance Officer
Visitors:

Cr GW Greaves Councillor

Mrs K Burrell Councillor Elect
Apologies:

Cr NJ Chandler Member

Approved Leave of Absence:

3. Public Question Time

Nil.
4. Disclosure of Interest
Nil.

Confirmation of Minutes from Previous Meetings

Click here to view the previous minutes

Voting Requirements X Simple Majority  [1Absolute Majority

Officer Recommendation/Resolution
Moved Cr LC Smith Seconded Cr BG Cooper

That, in accordance with Sections 5.22(2) and 3.18 of the Local Government Act 1995, the
Minutes of the Audit Committee Meeting held 28 July 2023, as presented, be confirmed as a true
and correct record of proceedings.

CARRIED 3/0
FOR: Cr JM Stratford, Cr BG Cooper and Cr LC Smith
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6. Presentations

Nil.

7. Officer’s Reports

Y _Shire of,

Governance and Compliance ' Koorda

7 September 2023
Not Applicable

Lana Foote, Acting Chief Executive Officer

As above

Local Government Act 1995; Local Government (Administration)
Regulations 1996
Nil

X Executive Decision X Legislative Requirement [lInformation
Fourth Quarterly Scorcecard July to September 2023

Background:

This report is to inform the Committee and Council of its obligations in relation to the integrated planning
and reporting (IPR) requirements under the Local Government Act 1995, the Local Government
(Administration) Regulations 1996.

Following the Committee’s recommendation of 28 September 2022, the quarterly scorecard reporting
document approach was adopted by Council on 26 October 2022.

Comment:
Council adopted its Integrated Strategic Plan and Workforce Plan at its meeting held on 20 April 2022.

To assist Council to meet its IPR requirements under the Local Government Act 1995, the Local
Government (Administration) Regulations 1996, Shire staff have prepared draft quarterly reporting
documents (provided as confidential attachment) for the Committee to consider and, if appropriate,
recommend to Council that the fourth quarterly scorecard be adopted and the Integrated Strategic Plan
and Workforce Plan components be endorsed for publication.

Consultation:
Nil.

Statutory Implications:
Local Government Act 1995 and relevant subsidiary legislation.

Policy Implications:
Nil

Strategic Implications:
Shire of Koorda Integrated Strategic Plan 2022
4.1.1 - Ensure the use of resources is effective, efficient and reported regularly. (e.g. Financial
Management)
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Financial Implications:
Nil

Voting Requirements:  XISimple Majority [1Absolute Majority

Officer Recommendation/Resolution

Moved Cr BG Cooper Seconded Cr LC Smith
That the Audit Committee recommends:

That Council:

1. Adopts the fourth quarterly reporting documents (July to September 2023) as presented
to the Audit Committee meeting held on 13 September 2023; and

2. Endorses the publication of the Integrated Strategic Plan and Workforce Plan
components for community information.

CARRIED 3/0
FOR: Cr JM Stratford, Cr BG Cooper and Cr LC Smith
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Shire of,

Governance and Compliance Koorda

7 September 2023
Not Applicable

Lana Foote, Acting Chief Executive Officer

As above

Local Government Act 1995 Section 7.13 (i)
Local Government (Audit) Regulations 1996 — Reg 13, 14 and 15
Nil

[IExecutive Decision X Legislative Requirement LlInformation
FMR Action Plan - September 2023

Background:

The Review of Financial Management, Risk Management, Legislative Compliance and Internal
Controls helps an organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control, and governance.

At the May 2023 Audit Committee Meeting, the Review of Financial Management, Risk Management,
Legislative Compliance and Internal Controls was presented for consideration with the below
committee recommendation being resolved at the May 2023 Council Meeting.

Committee Recommendation
RESOLUTION 050523

Moved CR GW Greaves Seconded CR BG Cooper
That Council:

1. Receives Moore's Review of Financial Management, Risk Management, Legislative Compliance and Internal
Controls report, dated April 2023 (Attachment A);

2. Directs the CEO to provide a report, on a quarterly basis, to the Audit Committee to enable the Committee to
monitor the Shire’s progress in addressing the recommendations, pursuant to Regulation 16 (d) of the Local

Government (Audit) Regulations 1996; and

3. Directs the CEO at the first quarterly review to provide proposed actions, including expected completion dates,
to the recommendations identified in the report.

CARRIED BY ABSOLUTE MAJORITY 6/0

Comment:

This report has been presented to the audit committee as the committee has a role in supporting
Council in fulfilling its governance and oversight responsibilities and provide the audit committee with
the opportunity to raise any issues that the document has identified or ask any other questions, they
may have in relation to our risk management and compliance activities.
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An initial report was tabled at the June 2023 Audit Committee Meeting and the attached Action Plan is
an update on actions that have been taken within the past quarter to align with the quarterly reporting
on the Integrated Strategic Plan.

Consultation:
Administration Staff

Statutory Implications:
Regulation 16 of the Local Government (Audit) Regulations 1996 prescribes the functions of an Audit
Committee which includes;
“16 (c) to review a report given to it by the CEO under regulation 17(3) and is to —
(i) Report to the council the results of that review; and
(ii) Give a copy of the CEQ'’s report to the council.”

“16 (d) to monitor and advise the CEO when the CEO is carrying out functions in relation to a review
under —

(i) Regulations 17 (1); and

(ii) The Local Government (Financial Management) Regulations 1996 regulation 5(2)(c).”

Regulation 17 of the Local Government (Audit) Regulations 1996 reads as follows;
“(1) The CEO is to review the appropriateness and effectiveness of a local government’s systems and
procedures in relation to —

a) risk management; and

b) internal control; and

c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b) and (c), but
each of those matters is to be the subject of a review not less than once in every 3 financial years.

(3) The CEQ is to report to the audit committee the results of that review.”

Regulation 5 (2) (c) of the Local Government (Financial Management) Regulations 1996 states that -
‘the CEOQ is to undertake reviews of the appropriateness and effectiveness of the financial management
systems and procedures of the local government regularly (and not less than once in every 3 financial
years) and report to the local government the results of those reviews.”

Policy Implications:

The review recommended some potential improvement opportunities to some of the Council’s policy.
These will be considered separately by the Policy Review Committee and Council at the completion of
the review process. Comments made in the FM Review relating to specific Policies and Procedures
will be taken on-board as part of the review process.

Strategic Implications:

Shire of Koorda Integrated Strategic Plan 2022

4.1.1 - Ensure the use of resources is effective, efficient and reported regularly. (e.g. Financial
Management)

4.1.2 - |dentify business improvement opportunities to enhance operational effectiveness.

Financial Implications:
Nil.
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Voting Requirements:  XISimple Majority [1Absolute Majority

Officer Recommendation/Resolution

Moved Cr BG Cooper Seconded Cr LC Smith

That the Audit Committee recommends;

That Council as per the quarterly report document (to September 2023) as attached to this item,
notes and endorses the actions taken to the identified improvements highlighted in the
Financial Management, Risk Management, Legislative Compliance and Internal Controls review.

CARRIED 3/0
FOR: Cr JM Stratford, Cr BG Cooper and Cr LC Smith

Page | 9






Audit Committee Minutes
Wednesday 13 September 2023

. the Person Presiding or by Decision
Nil.

9. Date of Next Meeting

Tuesday, 19 December 2023.

10. Closure

The Chairperson thanked everyone for their attendance and closed the meeting at 4.39pm.

Signed:

Presiding Person at the meeting at which the minutes were confirmed.

Date: 19 December 2023

Page | 10






Audit Committee Minutes
Wednesday 13 September 2023

APPENDIX | — Terms of Reference

Audit Committee
Terms of Reference

1. Establishment
The Audit Committee was re-established by the Council at the Special Meeting of Council on 23 March 2020
and this Terms of Reference sets out the membership, responsibilities, authority and operations of the
Committee.

The Committee was created in recognition of the importance of, and legislative obligation for, the
establishment and maintenance of an effective internal audit function, best practice governance systems,
oversight of the risk management and governance frameworks and performance, and maintenance of strong
financial management controls and processes.

2. Objective of the Audit Committee
The primary objective of the Audit Committee (the Committee) is to accept responsibility for the annual
external audit, liaise with the Shire’s external auditor and provide review and oversight of internal audit
process, including performance and independence of internal auditor, so that Council can be satisfied with
the performance of the Shire in managing its financial affairs.

Reports from the Committee will assist Council in discharging its legislative responsibilities of controlling the
Shire’s affairs, determining the Shire’s policies and overseeing the allocation of the Shire’s finances and
resources. The Committee will ensure openness in the Shire’s financial reporting and will liaise with the
CEO to ensure the effective and efficient management of the Shire’s financial accounting systems and
compliance with legislation.

The Committee is to facilitate:

a) the enhancement of the credibility and objectivity of internal and external financial reporting;

b) effective management of financial and other risks and the protection of Council assets;

c) compliance with laws and regulations as well as use of best practice guidelines relative to audit, risk
management, internal control and legislative compliance;

d) the coordination of the internal audit function with the external audit;

e) the provision of an effective means of communication between the external auditor, the CEO and the
Council and

f) the reduction of fraud, corruption and misconduct risk as a part of their oversight of financial reporting.

The Committee is to undertake its responsibilities cognisant of:

a) requirements for meetings to fit in with requisites around the planning calendar and decisions at
significant times in the Governance cycle (i.e. Compliance Audit Return, Interim Audit, End of year
Audit and other reviews);

b)  obligations to have oversight of all matters that relate to the risk management framework of the Shire;

c) obligations and good governance practices within the local government environment.

3. Powers of the Audit Committee

a) The Audit committee is to report to Council and provide appropriate advice and recommendations on
matters relevant to its term of reference. This is in order to facilitate informed decision-making by
Council in relation to the legislative functions and duties of the local government that have not been
delegated to the CEO.

b)  The committee is a formally appointed committee of council and is responsible to that body.

c) The committee does not have executive powers or authority to implement actions in areas over which
the CEO has legislative responsibility and does not have any delegated financial responsibility.
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10.

d) The committee does not have any management functions and cannot involve itself in management
processes or procedures.

Responsibilities of the Committee Chair

The Audit Committee Chair has the following responsibilities:

a) Reports to the Council on the actions of the Committee;

b)  Encourages broad participation from members in discussion;

c) Summarises decisions and assignments at the conclusion of each meeting; and
d) Signs off on minutes of meetings after they have been received by the Committee.

Responsibilities of Audit and Governance Committee Members

Individual Committee members have the following responsibilities:

a) to execute the role, scope, and responsibilities of the Committee;

b)  to act on opportunities to communicate positively about the Shire’s activities;

c) to actively participate in meetings through attendance, discussion, and review of minutes, papers and
Governance documents;

d) to participate in professional development opportunities;

e) To support open discussion and debate and encourage fellow Committee members to voice their
insights.

Membership
The Committee will consist of three elected members, with a fourth elected member acting as a deputy.

All full members shall have full voting rights.

The CEO and employees are not members of the committee. The CEO or his/her nominee is to be available
to attend meetings to provide advice and guidance to the Committee. The Shire shall provide secretarial
and administrative support to the Committee.

Quorum
A quorum of two Committee members must be present at a Committee meeting to constitute a meeting.

Frequency of Meetings
The Committee shall meet at least twice once per calendar year. Additional meetings shall be convened at
the discretion of the presiding person.

Reporting
Reports and recommendations of each Committee meeting shall be presented to the next ordinary meeting
of the Council.

Duties and Responsibilities

The duties and responsibilities of the committee will be to:

a) provide guidance and assistance to Council as to the carrying out the functions of the Shire in relation
to audits;

b) meet with the external auditor once in each year and provide a report to Council on the matters
discussed and outcome of those discussions;

c) liaise with the CEO to ensure that the Shire does everything in its power to:
= assist the auditor to conduct the audit and carry out his or her other duties under the Local

Government Act 1995 and associated Regulations; and

= ensure that audits are conducted successfully and expeditiously;

d) examine the reports of the auditor after receiving a report from the CEO on the matters to:
= determine if any matters raised require action to be taken by the Shire; and
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11.

12.

13.

» ensure that appropriate action is taken in respect of those matters;

e) review the report prepared by the CEO on any actions taken in respect of any matters raised in the
report of the auditor and presenting the report to Council for adoption prior to the end of the next
financial year or 6 months after the last report prepared by the auditor is received, whichever is the
latest in time;

f) review the Shire’s draft annual financial report, focusing on:
= accounting policies and practices;
= changes to accounting policies and practices;
= the process used in making significant accounting estimates; iv. significant adjustments to the

financial report (if any) arising from the audit process;
= compliance with accounting standards and other reporting requirements; and
= significant variances from prior years.

g) address issues brought to the attention of the Committee, including responding to requests from
Council for advice that are within the parameters of the committee’s terms of reference;

h)  seek information or obtain expert advice through the CEO on matters of concern within the scope of
the committee’s terms of reference following authorisation from the Council;

i) Review the annual Compliance Audit Return and report to the council the results of that review,

i) Monitor the progress of the internal audit plan, review findings from internal and external audits,
monitor the implementation of the recommendations; and

k)  Consider the CEO’s triennial reviews of the appropriateness and effectiveness of the Shire’s systems
and procedures in regard to risk management, internal control and legislative compliance, required to
be provided to the Committee, and report to the council the results of those reviews.

Agendas, Minutes and Decision Papers

The responsibility for ensuring that Agendas and supporting materials are delivered to members in advance
of meetings rests with the Chief Executive Officer. The agenda and associated attachments will be sent to
Committee members and attendees at least 72 hours in advance of a Committee meeting.

Conflicts of Interest

Committee Members and invited attendees at each meeting must:

a) Declare any conflict of interest, potential conflict of interest or apparent conflict of interest in matters
that might potentially be considered or, are proposed to be considered by the Committee;

b)  Provide a further declaration should any conflict of interest, potential conflict of interest or apparent
conflict of interest arise after making a declaration; and

c) Maintain confidential, all information provided to them in their role as a member or attendee. This
includes all matters discussed, formally presented or tabled at meetings of the Committee or such
matters associated with dealings of the Committee in carrying out its responsibilities.

Review

The Terms of Reference shall be reviewed every two years when Council considers the
re-establishment of the Committee to coincide with Local Government elections and any amendment to it
require approval of Council.

Version Control

Version Version Date Prepared by Reviewed by Council Resolution No.
No. and Date
1 09/09/2021 Lana Foote Darren Simmons RES: 060921

Date:15/09/2021
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